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QUESTION 1

Which three new script types can be analyzed in WildFire? (Choose three.)
A. VBScript

B. JScript

C. MonoScript

D. PythonScript

E. PowerShell Script

Correct Answer: ABE

The WildFire cloud is capable of analyzing the following script types:
JScript (.js)

VBScript (.vbs)

PowerShell Script (.ps1)

https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-whats-new/latest-wildfire-cloud-features/script-sample-support

QUESTION 2

A customer with a fully licensed Palo Alto Networks firewall is concerned about threats based on domain generation
algorithms (DGAS).

Which Security profile is used to configure Domain Name Security (DNS) to Identity and block previously unknown DGA-
based threats in real time?

A. URL Filtering profile

B. WildFire Analysis profile

C. Vulnerability Protection profile
D. Anti-Spyware profile

Correct Answer: D

QUESTION 3

XYZ Corporation has a legacy environment with asymmetric routing. The customer understands that Palo Alto Networks
firewalls can support asymmetric routing with redundancy.

Latest PSE-STRATA Dumps | PSE-STRATA PDF Dumps | PSE-STRATA Practice Test 217


https://www.certbus.com/pse-strata.html
https://www.certbus.com/pse-strata.html
https://www.certbus.com/pse-strata.html

www.CertBus.com https://www.certbus.com/pse-strata.html
CE RT 2024 Latest certbus PSE-STRATA PDF and VCE dumps Download

Which two features must be enabled to meet the customer\\'s requirements? (Choose two.)
A. Virtual systems

B. HA active/active

C. HA active/passive

D. Policy-based forwarding

Correct Answer: BD

QUESTION 4
A packet that is already associated with a current session arrives at the firewall.
What is the flow of the packet after the firewall determines that it is matched with an existing session?

A. it is sent through the fast path because session establishment is not required. If subject to content inspection, it will
pass through a single stream-based content inspection engine before egress.

B. It is sent through the slow path for further inspection. If subject to content inspection, it will pass through a single
stream-based content inspection engines before egress

C. Itis sent through the fast path because session establishment is not required. If subject to content inspection, it will
pass through multiple content inspection engines before egress

D. It is sent through the slow path for further inspection. If subject to content inspection, it will pass through multiple
content inspection engines before egress

Correct Answer: A

QUESTION 5

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from
compromised hosts? (Choose four.)

A. Quarantine

B. Allow

C. Reset

D. Redirect

E. Drop

F. Alert

Correct Answer: BCEF

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html
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QUESTION 6

The ability to prevent users from resolving internet protocol (IP) addresses to malicious, grayware, or newly registered
domains is provided by which Security service?

A. WildFire

B. DNS Security

C. Threat Prevention
D. loT Security

Correct Answer: B

QUESTION 7

When log sizing is factored for the Cortex Data Lake on the NGFW, what is the average log size used in calculation?
A. 8MB

B. depends on the Cortex Data Lake tier purchased

C. 18 bytes

D. 1500 bytes

Correct Answer: D

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIVMCAO

QUESTION 8

Which two new file types are supported on the WF-500 in PAN-OS 9? (Choose two)
A. ELF

B. 7-Zip

C.Zip

D. RAR

Correct Answer: BD

https://docs.paloaltonetworks.com/wildfire/9-0/wildfire-admin/wildfire-overview/wildfire-file-type-support

QUESTION 9
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Which CLI command will allow you to view latency, jitter and packet loss on a virtual SD-WAN interface?

A. »show adwan path-monitor stats vif <adwan. x>
B. : s i
>show adwan rule interface <adwan.x>
C. : 3 : ; 3
»show sdwan connection all <sdwan—-intexrfacs
D.
»show sdwan s==sion distribution policy-—name <adwan-policy-aame>
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

https://docs.paloaltonetworks.com/sd-wan/1-0/sd-wan-admin/troubleshooting/use-cli-commands-for-sd-wan-tasks.html

QUESTION 10

What is the default behavior in PAN-OS when a 12 MB portable executable (PE) fe is forwarded to the WildFire cloud
service?

A. PE File is not forwarded.
B. Flash file is not forwarded.
C. PE File is forwarded

D. Flash file is forwarded

Correct Answer: C

QUESTION 11

Which three categories are identified as best practices in the Best Practice Assessment tool? (Choose three.)
A. use of decryption policies

B. measure the adoption of URL filters. App-ID. User-ID

C. use of device management access and settings

D. expose the visibility and presence of command-and-control sessions
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E. identify sanctioned and unsanctioned SaaS applications

Correct Answer: ABE

QUESTION 12

Which task would be identified in Best Practice Assessment tool?

A. identify the visibility and presence of command-and-control sessions
B. identify sanctioned and unsanctioned SaaS applications

C. identify the threats associated with each application

D. identify and provide recommendations for device management access

Correct Answer: B

QUESTION 13
DRAG DROP
Match the WildFire Inline Machine Learning Model to the correct description for that model.

Select and Place:

Answer Area
Windows Executables

PowerShell scripts with known length

PowerShell Script 1

malicious PE files

PowerShell Script 2

Correct Answer:
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Answer Area

Machine Leaming engine to dynamically detect maliclous
| PowerShell scripts with known length

PowerShell Script 1

B . Wiidbws Exacitabies Ma;h_me Learr_ung engine to dynamically identify
malicious PE files

Machine Learning engine to dynamically detect

PowsrShellScripk2 malicious PowerShell scripts with unknown length

QUESTION 14
Which statement is true about Deviating Devices and metrics?

A. A metric health baseline is determined by averaging the health performance for a given metric over seven days plus
the standard deviation

B. Deviating Device Tab is only available with a SD-WAN Subscription

C. An Administrator can set the metric health baseline along with a valid standard deviation
D. Deviating Device Tab is only available for hardware-based firewalls

Correct Answer: A

Reference: https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-web-interface-help/panorama-web-interface/panorama-
managed-devices-summary/panorama-managed-devices-health.html

QUESTION 15

Which Palo Alto Networks security component should an administrator use to and NGFW policies to remote users?
A. Prisma SaaS API

B. Threat intelligence Cloud

C. GlobalProtect

D. Cortex XDR

Correct Answer: C
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