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QUESTION 1

Your company has just acquired another company, and you have been asked to integrate their existing Google Cloud
environment into your company\\'s data center. Upon investigation, you discover that some of the RFC 1918 IP ranges
being used in the new company\\'s Virtual Private Cloud (VPC) overlap with your data center IP space. What should you
do to enable connectivity and make sure that there are no routing conflicts when connectivity is established? 

A. Create a Cloud VPN connection from the new VPC to the data center, create a Cloud Router, and apply new IP
addresses so there is no overlapping IP space. 

B. Create a Cloud VPN connection from the new VPC to the data center, and create a Cloud NAT instance to perform
NAT on the overlapping IP space. 

C. Create a Cloud VPN connection from the new VPC to the data center, create a Cloud Router, and apply a custom
route advertisement to block the overlapping IP space. 

D. Create a Cloud VPN connection from the new VPC to the data center, and apply a firewall rule that blocks the
overlapping IP space. 

Correct Answer: A 

 

QUESTION 2

The database administration team has asked you to help them improve the performance of their new database server
running on Google Compute Engine. The database is for importing and normalizing their performance statistics and is
built with MySQL running on Debian Linux. They have an n1-standard-8 virtual machine with 80 GB of SSD persistent
disk. 

What should they change to get better performance from this system? 

A. Increase the virtual machine\\'s memory to 64 GB 

B. Create a new virtual machine running PostgreSQL 

C. Dynamically resize the SSD persistent disk to 500 GB 

D. Migrate their performance metrics warehouse to BigQuery 

E. Modify all of their batch jobs to use bulk inserts into the database 

Correct Answer: C 

 

QUESTION 3

Your company has multiple on-premises systems that serve as sources for reporting. The data has not been maintained
well and has become degraded over time. You want to use Google-recommended practices to detect anomalies in your
company data. What should you do? 

A. Upload your files into Cloud Storage. Use Cloud Datalab to explore and clean your data. 

B. Upload your files into Cloud Storage. Use Cloud Dataprep to explore and clean your data. 
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C. Connect Cloud Datalab to your on-premises systems. Use Cloud Datalab to explore and clean your data. 

D. Connect Cloud Dataprep to your on-premises systems. Use Cloud Dataprep to explore and clean your data. 

Correct Answer: B 

 

 

QUESTION 4

For this question, refer to the TerramEarth case study. TerramEarth has decided to store data files in Cloud Storage.
You need to configure Cloud Storage lifecycle rule to store 1 year of data and minimize file storage cost. Which two
actions should you take? 

A. Create a Cloud Storage lifecycle rule with Age: "30", Storage Class: "Standard", and Action: "Set to Coldline", and
create a second GCS life-cycle rule with Age: "365", Storage Class: "Coldline", and Action: "Delete". 

B. Create a Cloud Storage lifecycle rule with Age: "30", Storage Class: "Coldline", and Action: "Set to Nearline", and
create a second GCS life-cycle rule with Age: "91", Storage Class: "Coldline", and Action: "Set to Nearline". 

C. Create a Cloud Storage lifecycle rule with Age: "90", Storage Class: "Standard", and Action: "Set to Nearline", and
create a second GCS life-cycle rule with Age: "91", Storage Class: "Nearline", and Action: "Set to Coldline". 

D. Create a Cloud Storage lifecycle rule with Age: "30", Storage Class: "Standard", and Action: "Set to Coldline", and
create a second GCS life-cycle rule with Age: "365", Storage Class: "Nearline", and Action: "Delete". 

Correct Answer: A 

 

 

QUESTION 5

Auditors visit your teams every 12 months and ask to review all the Google Cloud Identity and Access Management
(Cloud IAM) policy changes in the previous 12 months. You want to streamline and expedite the analysis and audit
process. What should you do? 

A. Create custom Google Stackdriver alerts and send them to the auditor 

B. Enable Logging export to Google BigQuery and use ACLs and views to scope the data shared with the auditor 

C. Use cloud functions to transfer log entries to Google Cloud SQL and use ACLs and views to limit an auditor\\'s view 

D. Enable Google Cloud Storage (GCS) log export to audit logs into a GCS bucket and delegate access to the bucket 

Correct Answer: B 

 

 

QUESTION 6

For this question, refer to the EHR Healthcare case study. You need to define the technical architecture for hybrid
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connectivity between EHR\\'s on-premises systems and Google Cloud. You want to follow Google\\'s recommended
practices for production-level applications. Considering the EHR Healthcare business and technical requirements, what
should you do? 

A. Configure two Partner Interconnect connections in one metro (City), and make sure the Interconnect connections are
placed in different metro zones. 

B. Configure two VPN connections from on-premises to Google Cloud, and make sure the VPN devices on-premises
are in separate racks. 

C. Configure Direct Peering between EHR Healthcare and Google Cloud, and make sure you are peering at least two
Google locations. 

D. Configure two Dedicated Interconnect connections in one metro (City) and two connections in another metro, and
make sure the Interconnect connections are placed in different metro zones. 

Correct Answer: D 

 

 

QUESTION 7

Your company has an application running on Google Cloud that is collecting data from thousands of physical devices
that are globally distributed. Data is published to Pub/Sub and streamed in real time into an SSD Cloud Bigtable cluster
via a Dataflow pipeline. The operations team informs you that your Cloud Bigtable cluster has a hotspot, and queries are
taking longer than expected. You need to resolve the problem and prevent it from happening in the future. What should
you do? 

A. Advise your clients to use HBase APIs instead of NodeJS APIs. 

B. Delete records older than 30 days. 

C. Review your RowKey strategy and ensure that keys are evenly spread across the alphabet. 

D. Double the number of nodes you currently have. 

Correct Answer: C 

 

QUESTION 8

The TerramEarth development team wants to create an API to meet the company\\'s business requirements. You want
the development team to focus their development effort on business value versus creating a custom framework. Which
method should they use? 

A. Use Google App Engine with Google Cloud Endpoints. Focus on an API for dealers and partners 

B. Use Google App Engine with a JAX-RS Jersey Java-based framework. Focus on an API for the public 

C. Use Google App Engine with the Swagger (Open API Specification) framework. Focus on an API for the public 

D. Use Google Container Engine with a Django Python container. Focus on an API for the public 

E. Use Google Container Engine with a Tomcat container with the Swagger (Open API Specification) framework. Focus
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on an API for dealers and partners 

Correct Answer: A 

Develop, deploy, protect and monitor your APIs with Google Cloud Endpoints. Using an Open API Specification or one
of our API frameworks, Cloud Endpoints gives you the tools you need for every phase of API development. 

From scenario: Business Requirements Decrease unplanned vehicle downtime to less than 1 week, without increasing
the cost of carrying surplus inventory Support the dealer network with more data on how their customers use their
equipment to better position new products and services Have the ability to partner with different companies ?especially
with seed and fertilizer suppliers in the fast-growing agricultural business ?to create compelling joint offerings for their
customers. 

Reference: https://cloud.google.com/certification/guides/cloud-architect/casestudy-terramearth 

 

QUESTION 9

You are tasked with building an online analytical processing (OLAP) marketing analytics and reporting tool. This
requires a relational database that can operate on hundreds of terabytes of data. What is the Google-recommended tool
for such applications? 

A. Cloud Spanner, because it is globally distributed 

B. Cloud SQL, because it is a fully managed relational database 

C. Cloud Firestore, because it offers real-time synchronization across devices 

D. BigQuery, because it is designed for large-scale processing of tabular data 

Correct Answer: D 

Reference: https://cloud.google.com/files/BigQueryTechnicalWP.pdf 

 

QUESTION 10

You are deploying a PHP App Engine Standard service with SQL as the backend. You want to minimize the number of
queries to the database. What should you do? 

A. Set the memcache service level to dedicated. Create a key from the hash of the query, and return database values
from memcache before issuing a query to Cloud SQL. 

B. Set the memcache service level to dedicated. Create a cron task that runs every minute to populate the cache with
keys containing query results. 

C. Set the memcache service level to shared. Create a cron task that runs every minute to save all expected queries to
a key called "cached-queries". 

D. Set the memcache service level to shared. Create a key called "cached-queries", and return database values from
the key before using a query to Cloud SQL. 

Correct Answer: A 
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QUESTION 11

For this question, refer to the Dress4Win case study. Considering the given business requirements, how would you
automate the deployment of web and transactional data layers? 

A. Deploy Nginx and Tomcat using Cloud Deployment Manager to Compute Engine. Deploy a Cloud SQL server to
replace MySQL. Deploy Jenkins using Cloud Deployment Manager. 

B. Deploy Nginx and Tomcat using Cloud Launcher. Deploy a MySQL server using Cloud Launcher. Deploy Jenkins to
Compute Engine using Cloud Deployment Manager scripts. 

C. Migrate Nginx and Tomcat to App Engine. Deploy a Cloud Datastore server to replace the MySQL server in a high-
availability configuration. Deploy Jenkins to Compute Engine using Cloud Launcher. 

D. Migrate Nginx and Tomcat to App Engine. Deploy a MySQL server using Cloud Launcher. Deploy Jenkins to
Compute Engine using Cloud Launcher. 

Correct Answer: A 

 

 

QUESTION 12

For this question, refer to the Dress4Win case study. You are responsible for the security of data stored in Cloud
Storage for your company, Dress4Win. You have already created a set of Google Groups and assigned the appropriate
users to those groups. You should use Google best practices and implement the simplest design to meet the
requirements. 

Considering Dress4Win\\'s business and technical requirements, what should you do? 

A. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements. Encrypt data
with a customer-supplied encryption key when storing files in Cloud Storage. 

B. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements. Enable default
storage encryption before storing files in Cloud Storage. 

C. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements. Utilize
Google\\'s default encryption at rest when storing files in Cloud Storage. 

D. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements. Ensure that
the default Cloud KMS key is set before storing files in Cloud Storage. 

Correct Answer: C 

 

 

QUESTION 13

You are migrating third-party applications from optimized on-premises virtual machines to Google Cloud. You are
unsure about the optimum CPU and memory options. The applications have a consistent usage pattern across multiple
weeks. You want to optimize resource usage for the lowest cost. What should you do? 

A. Create an instance template with the smallest available machine type, and use an image of the third-party application
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taken from a current on-premises virtual machine. Create a managed instance group that uses average CPU utilization
to autoscale the number of instances in the group. Modify the average CPU utilization threshold to optimize the number
of instances running. 

B. Create an App Engine flexible environment, and deploy the third-party application using a Dockerfile and a custom
runtime. Set CPU and memory options similar to your application\\'s current on-premises virtual machine in the
app.yaml file. 

C. Create multiple Compute Engine instances with varying CPU and memory options. Install the Cloud Monitoring
agent, and deploy the third-party application on each of them. Run a load test with high traffic levels on the application,
and use the results to determine the optimal settings. 

D. Create a Compute Engine instance with CPU and memory options similar to your application\\'s current on-premises
virtual machine. Install the Cloud Monitoring agent, and deploy the third-party application. Run a load test with normal
traffic levels on the application, and follow the Rightsizing Recommendations in the Cloud Console. 

Correct Answer: D 

 

 

QUESTION 14

Your team will start developing a new application using microservices architecture on Kubernetes Engine. As part of the
development lifecycle, any code change that has been pushed to the remote develop branch on your GitHub repository
should be built and tested automatically. When the build and test are successful, the relevant microservice will be
deployed automatically in the development environment. You want to ensure that all code deployed in the development
environment follows this process. What should you do? 

A. Have each developer install a pre-commit hook on their workstation that tests the code and builds the container when
committing on the development branch. After a successful commit, have the developer deploy the newly built container
image on the development cluster. 

B. Install a post-commit hook on the remote git repository that tests the code and builds the container when code is
pushed to the development branch. After a successful commit, have the developer deploy the newly built container
image on the development cluster. 

C. Create a Cloud Build trigger based on the development branch that tests the code, builds the container, and stores it
in Container Registry. Create a deployment pipeline that watches for new images and deploys the new image on the
development cluster. Ensure only the deployment tool has access to deploy new versions. 

D. Create a Cloud Build trigger based on the development branch to build a new container image and store it in
Container Registry. Rely on Vulnerability Scanning to ensure the code tests succeed. As the final step of the Cloud
Build process, deploy the new container image on the development cluster. Ensure only Cloud Build has access to
deploy new versions. 

Correct Answer: C 

 

 

QUESTION 15

The current Dress4win system architecture has high latency to some customers because it is located in one data
center. 
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As of a future evaluation and optimizing for performance in the cloud, Dresss4win wants to distribute its system
architecture to multiple locations when Google cloud platform. 

Which approach should they use? 

A. Use regional managed instance groups and a global load balancer to increase performance because the regional
managed instance group can grow instances in each region separately based on traffic. 

B. Use a global load balancer with a set of virtual machines that forward the requests to a closer group of virtual
machines managed by your operations team. 

C. Use regional managed instance groups and a global load balancer to increase reliability by providing automatic
failover between zones in different regions. 

D. Use a global load balancer with a set of virtual machines that forward the requests to a closer group of virtual
machines as part of a separate managed instance groups. 

Correct Answer: A 
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