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QUESTION 1

Consider the topology: 

Application on a Windows machine FGT--> Telnet to Linux server. 

An administrator is investigating a problem where an application establishes a Telnet session to a Linux server over the
SSL VPN through FortiGate and the idle session times out after about 90 minutes. The administrator would like to
increase or disable this timeout. 

The administrator has already verified that the issue is not caused by the application or Linux server. This issue does
not happen when the application establishes a Telnet connection to the Linux server directly on the LAN. 

What two changes can the administrator make to resolve the issue without affecting services running through
FortiGate? (Choose two.) 

A. Set the maximum session TTL value for the TELNET service object. 

B. Set the session TTL on the SSLVPN policy to maximum, so the idle session timeout will not happen after 90
minutes. 

C. Create a new service object for TELNET and set the maximum session TTL. 

D. Create a new firewall policy and place it above the existing SSLVPN policy for the SSL VPN traffic, and set the new
TELNET service object in the policy. 

Correct Answer: CD 

 

 

QUESTION 2

Which of the following statements about central NAT are true? (Choose two.) 

A. IP tool references must be removed from existing firewall policies before enabling central NAT. 

B. Central NAT can be enabled or disabled from the CLI only. 

C. Source NAT, using central NAT, requires at least one central SNAT policy. 

D. Destination NAT, using central NAT, requires a VIP object as the destination address in a firewall. 

Correct Answer: AB 

 

QUESTION 3

Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate? 

A. Subject Key Identifier value 

B. SMMIE Capabilities value 
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C. Subject value 

D. Subject Alternative Name value 

Correct Answer: A 

 

QUESTION 4

In which two ways can RPF checking be disabled? (Choose two ) 

A. Enable anti-replay in firewall policy. 

B. Disable the RPF check at the FortiGate interface level for the source check 

C. Enable asymmetric routing. 

D. Disable strict-arc-check under system settings. 

Correct Answer: CD 

 

QUESTION 5

Refer to the exhibit. 
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has
determined that phase 1 status is up. but phase 2 fails to come up. 

Based on the phase 2 configuration shown in the exhibit, what configuration change will bring phase 2 up? 

A. On HQ-FortiGate, enable Auto-negotiate. 

B. On Remote-FortiGate, set Seconds to 43200. 

C. On HQ-FortiGate, enable Diffie-Hellman Group 2. 

D. On HQ-FortiGate, set Encryption to AES256. 

Correct Answer: D 

 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/168495 

 

QUESTION 6

An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been
configured as Static IP Address. For site A, the local quick mode selector is 192.16.1.0/24 and the remote quick mode
selector is 192.16.2.0/24. How must the administrator configure the local quick mode selector for site B? 

A. 192.168.3.0/24 

B. 192.168.2.0/24 

C. 192.168.1.0/24 

D. 192.168.0.0/8 

Correct Answer: B 

 

QUESTION 7

Refer to the exhibit, which contains a static route configuration. 
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An administrator created a static route for Amazon Web Services. What CLI command must the administrator use to
view the route? 

A. get router info routing-table all 

B. get internet service route list 

C. get router info routing-table database 

D. diagnose firewall proute list 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/latest/administration-guide/139692/routingconcepts 

 

QUESTION 8

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true? 

A. A phase 2 configuration is not required. 

B. This VPN cannot be used as part of a hub-and-spoke topology. 

C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed. 

D. The IPsec firewall policies must be placed at the top of the list. 

Correct Answer: C 

In a route-based configuration, FortiGate automatically adds a virtual interface eith the VPN name (Infrastructure Study
Guide, 206) 

 

QUESTION 9
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An administrator needs to increase network bandwidth and provide redundancy. 

What interface type must the administrator select to bind multiple FortiGate interfaces? 

A. VLAN interface 

B. Software Switch interface 

C. Aggregate interface 

D. Redundant interface 

Correct Answer: C 

Reference: https://forum.fortinet.com/tm.aspx?m=120324 

 

QUESTION 10

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate
policies. Which three statements are true about consolidated IPv4 and IPv6 policy configuration? (Choose three.) 

A. The IP version of the sources and destinations in a firewall policy must be different. 

B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields can be shared with both IPv4 and IPv6. 

C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and
destinations. 

D. The IP version of the sources and destinations in a policy must match. 

E. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations. 

Correct Answer: BDE 

 

QUESTION 11

FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application
control directly on the security policy. 

Which two other security profiles can you apply to the security policy? (Choose two.) 

A. Antivirus scanning 

B. File filter 

C. DNS filter 

D. Intrusion prevention 

Correct Answer: AD 
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QUESTION 12

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.) 

A. The subject field in the server certificate 

B. The serial number in the server certificate 

C. The server name indication (SNI) extension in the client hello message 

D. The subject alternative name (SAN) field in the server certificate 

E. The host field in the HTTP header 

Correct Answer: ACD 

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection 

 

QUESTION 13

Refer to the web filter raw logs. 
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Based on the raw logs shown in the exhibit, which statement is correct? 

A. Social networking web filter category is configured with the action set to authenticate. 

B. The action on firewall policy ID 1 is set to warning. 

C. Access to the social networking web filter category was explicitly blocked to all users. 

D. The name of the firewall policy is all_users_web. 

Correct Answer: A 

 

QUESTION 14

Refer to the exhibit. 

Given the security fabric topology shown in the exhibit, which two statements are true? (Choose two.) 

A. There are five devices that are part of the security fabric. 

B. Device detection is disabled on all FortiGate devices. 

C. This security fabric topology is a logical topology view. 

D. There are 19 security recommendations for the security fabric. 

Correct Answer: CD 
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QUESTION 15

Which CLI command will display sessions both from client to the proxy and from the proxy to the servers? 

A. diagnose wad session list 

B. diagnose wad session list | grep hook-preandandhook-out 

C. diagnose wad session list | grep hook=preandandhook=out 

D. diagnose wad session list | grep "hook=pre"and"hook=out" 

Correct Answer: A 
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