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QUESTION 1

The administrator\\'s network has OSPF for the internal routing protocol. One port going out to the Internet is congested.
The data is going out to the Internet, but queues up before sending. Which of the following would resolve this issue?
Output: Fast Ethernet 0 is up, line protocol is up Int ip address is 10.20.130.5/25 MTU 1500 bytes, BW10000 kbit, DLY
100 usec Reliability 255/255, Tx load 1/255, Rx load 1/255 Encapsulation ospf, loopback not set Keep alive 10 Half
duplex, 100Mb/s, 100 Base Tx/Fx Received 1052993 broadcasts 0 input errors 983881 packets output, 768588 bytes 

0 output errors, 0 collisions, 0 resets 

A. Set the loopback address 

B. Change the IP address 

C. Change the slash notation 

D. Change duplex to full 

Correct Answer: D 

From the output we see that the half-duplex is configured. This would not use the full capacity of ports on the network.
By changing to full duplex the throughput would be doubled. 

Note: All communications are either half-duplex or full-duplex. During half-duplex communication, a device can either
send communication or receive communication, but not both at the same time. In full-duplex communication, both
devices 

can send and receive communication at the same time. This means that the effective throughput is doubled and
communication is much more efficient. 

 

QUESTION 2

A company has seen an increase in ransomware across the enterprise. Which of the following should be implemented
to reduce the occurrences? 

A. ARP inspection 

B. Intrusion detection system 

C. Web content filtering 

D. Port filtering 

Correct Answer: C 

Ransomware is a type ofmalware which restricts access to the computer system that it infects, and demands a ransom
paid to the creator(s) of the malware in order for the restriction to be removed. 

The best way to avoid ransomware include proactive measures like the following: 

Don\\'t click on any URL or open an attachment you are not expecting. 

Implement an email content filtering service 
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Install a web content filtering service 

Invest in leading end point security software solutions 

 

QUESTION 3

Joe, a network technician, is troubleshooting in a wiring closet in 2011. The cabling to all the equipment does not match
the documentation from 2007. Which of the following configuration management methods has been overlooked? 

A. Change management 

B. System logs 

C. Asset management 

D. Baselining 

Correct Answer: A 

Explanation: Change management is the request for to change any configuration which is documented. 

 

QUESTION 4

Which of the following WAN technologies decreases bandwidth performance as the distance from the provider
increases? 

A. DSL 

B. T1 

C. Frame relay 

D. ISDN 

Correct Answer: A 

 

QUESTION 5

At which of the following layers do frames exist? (Select TWO). 

A. OSI model Data link layer 

B. TCP/IP model Network Interface layer 

C. OSI model Physical layer 

D. OSI model Network layer 

E. TCP/IP model Internet layer 

Correct Answer: AB 
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Explanation: The data link layer is concerned with local delivery of frames between devices on the same LAN. Data-link
frames, as these protocol data units are called, do not cross the boundaries of a local network. Inter-network routing and
global addressing are higher layer functions, allowing data-link protocols to focus on local delivery, addressing, and
media arbitration. In this way, the data link layer is analogous to a neighborhood traffic cop; it endeavors to arbitrate
between parties contending for access to a medium, without concern for their ultimate destination. 

 

QUESTION 6

A technician is troubleshooting a wired device on the network. The technician notices that the link light on the NIC does
not illuminate. After testing the device on a different RJ-45 port, the device connects successfully. Which of the following
is causing this issue? 

A. EMI 

B. RFI 

C. Cross-talk 

D. Bad wiring 

Correct Answer: D 

The question states that the device worked on a different port. This indicates that the wiring is faulty. 

 

QUESTION 7

A T1 line has lost connectivity to the ISP. The ISP has instructed the technician to place a loopback on a device
connecting the T1 line to their central office. On which of the following devices will the technician implement the
loopback? 

A. Channel remote module 

B. Fiber optic modem 

C. Channel service unit 

D. Digital subscriber line modem 

Correct Answer: C 

 

QUESTION 8

Which of the following network protocols is used to resolve FQDNs to IP addresses? 

A. DNS 

B. FTP 

C. DHCP 

D. APIPA 
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Correct Answer: A 

An Internet service that translates domain names into IP addresses. Because domain names are alphabetic, they\\'re
easier to remember. The Internet however, is really based on IP addresses. Every time you use a domain name,
therefore, a DNS service must translate the name into the corresponding IP address. For example, the domain name
www.example.com might translate to 198.105.232.4. 

 

QUESTION 9

An application is using port 2000 on a PC. Which of the following could an administrator do to determine what software
is listening on that port? 

A. Run netstat 

B. Run dig 

C. Run nbtstat 

D. Run tracert 

Correct Answer: A 

 

QUESTION 10

Which of the following describes a smurf attack? 

A. Attack on a target using spoofed ICMP packets to flood it 

B. Intercepting traffic intended for a target and redirecting it to another 

C. Spoofed VLAN tags used to bypass authentication 

D. Forging tags to bypass QoS policies in order to steal bandwidth 

Correct Answer: A 

The Smurf Attack is a distributed denial-of-service attack in which largenumbers of Internet Control Message Protocol
(ICMP) packets with the intended victim\\'s spoofed source IP are broadcast to a computer network using an IP
Broadcast address. Most devices on a network will, by default, respond to this by sending a reply to the source IP
address. If the number of machines on the network that receive and respond to these packets is very large, the victim\\'s
computer will be flooded with traffic. This can slow down the victim\\'s computer to the point where it becomes
impossible towork on. 

 

QUESTION 11

A network manager is interested in a device that watches for threats on a network but does not act on its own, and also
does not put a strain on client systems. Which of the following would BEST meet these requirements? 

A. HIDS 

B. NIDS 
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C. NIPS 

D. HIPS 

Correct Answer: B 

 

QUESTION 12

Which of the following are valid hosts for the Private IP Address range 172.16.0.x /23? (Select TWO). 

A. 172.16.0.255 

B. 172.16.0.0 

C. 172.16.1.1 

D. 172.16.8.0 

E. 172.16.256.255 

Correct Answer: AC 
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