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QUESTION 1

HOTSPOT 

You have a Microsoft 365 subscription. From the Security and Compliance admin center, you create the retention
policies shown in the following table. 

Policy1 if configured as showing in the following exhibit. 

Policy2 is configured as shown in the following exhibit. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

Hot Area: 

Correct Answer: 
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Principles of retention: 

-Retention wins over deletion 

-Longest retention period wins 

-Explicit inclusion wins over implicit inclusion 

-Shortest deletion period wins 

Source: https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies?view=o365-worldwide#the-
principles-of-retention-or-what-takes-precedence 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies?redirectSourcePath=%252f
en-us%252farticle%252fOverview-of-retention-policies-5e377752-700d-4870-9b6d-12bfc12d2423#the-principles-of-
retention-orwhat-takes-precedence 

 

QUESTION 2

Your company has a Microsoft 365 E5 subscription that uses Microsoft Defender for identity. 

You plan to create a detection exclusion in Microsoft Defender for Identity. 

What should you use to create the detection exclusion? 

A. Microsoft Defender for Identity portal 

B. Microsoft 365 Compliance center 

C. Microsoft Defender for Cloud Apps portal 

D. Microsoft 365 Defender portal 

Correct Answer: D 

https://learn.microsoft.com/en-us/defender-for-identity/exclusions 

 

QUESTION 3
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HOTSPOT 

You have a Microsoft 365 sensitivity label that is published to all the users in your Azure Active Directory (Azure AD)
tenant as shown in the following exhibit. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-office-
apps?view=o365-worldwide#when-office-apps-apply-content-marking-and-encryption 

 

QUESTION 4

HOTSPOT 

You have a Microsoft 365 subscription that uses Microsoft Teams and contains the users shown in the following table. 

You have the retention policies shown in the following table. 
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The users perform the actions shown in the following table. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: No 

It will be retained for seven years. 

Both Policy1 and Policy2 apply. 

If there is a conflict in how long to retain the same content, it is retained in the secured location for the longest retention
period. 

Note: If you configure a Teams retention policy to retain chats or channel messages, users 

Box 2: No 

User2 creates the message in chat. Policy2 applies. The message will be retained for 5 years. 

Box 3: Yes 

After a retention policy is configured for chat and channel messages, a timer job from the Exchange service periodically
evaluates items in the hidden mailbox folder where these Teams messages are stored. The timer job typically takes 1-7 

Messages remain in the SubstrateHolds folder for at least 1 day, and then if they\\'re eligible for deletion, the timer job
permanently deletes them the next time it runs. 

Reference: 

https://docs.microsoft.com/en-us/microsoftteams/retention-policies https://docs.microsoft.com/en-
us/microsoft-365/compliance/retention-policies-teams 

 

QUESTION 5

HOTSPOT You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant
contains a user named User1 and multiple Windows 10 devices. The devices are Azure AD joined and protected by
using BitLocker Drive Encryption (BitLocker). 

You need to ensure that User1 can perform the following actions: 

1. 
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View BitLocker recovery keys. 

2. 

Configure the usage location for the users in the tenant. 

The solution must use the principle of least privilege. 

Which two roles should you assign to User1 in the Microsoft 365 admin center? To answer, select the appropriate roles
in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Helpdesk admin 

View BitLocker recovery keys. 

Helpdesk Admins can read bitlocker metadata and key on devices 

Note: One of the following should be enough: 

1. 

Global admins 

2. 

Intune Service Administrators 

3. 

Security Administrators 

4. 

Security Readers 

5. 
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Helpdesk Admins 

Box 2: User Administrator 

Configure the usage location for the users in the tenant. 

The User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins. 

The User Administrator cam manage all user properties including User Principal Name 

Update (FIDO) device keys 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference 

 

QUESTION 6

You have a hybrid Azure Active Directory (Azure AD) tenant that has pass- through authentication enabled. 

You plan to implement Azure AD identity Protection and enable the user risk policy. 

You need to configure the environment to support the user risk policy. 

What should you do first? 

A. Enable password hash synchronization. 

B. Configure a conditional access policy. 

C. Enforce the multi-factor authentication (MFA) registration policy. 

D. Enable the sign-in risk policy. 

Correct Answer: A 

 

 

QUESTION 7

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant
named contoso.com. 

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure
AD Connect has the following settings: 
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1.

 Source Anchor: objectGUID 

2.

 Password Hash Synchronization: Disabled 

3.

 Password writeback: Disabled 

4.

 Directory extension attribute sync: Disabled 

5.

 Azure AD app and attribute filtering: Disabled 

6.

 Exchange hybrid deployment: Disabled 

7.

 User writeback: Disabled 

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection. 

Solution: You modify the Password Hash Synchronization settings. 

Does that meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Enabling PHS will meet the requirement. 

Leaked credential detection is done by trying a list of known-exposed credentials against your users\\' password hashes
to discover one being used in your directory. It\\'s done in Azure, so unless you sync password hashes into Azure AD,
the service has nothing to check against. https://learn.microsoft.com/en-us/azure/active-directory/identity-
protection/concept-identity-protection-risks#password-hash-synchronization 

 

QUESTION 8

You create a data loss prevention (DLP) policy as shown in the following exhibit: 
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What is the effect of the policy when a user attempts to send an email messages that contains sensitive information? 

A. The user receives a notification and can send the email message 

B. The user receives a notification and cannot send the email message 

C. The email message is sent without a notification 

D. The email message is blocked silently 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies 

 

QUESTION 9

You have a Microsoft 365 tenant that uses Azure Information Protection to encrypt sensitive content. 

You plan to implement Microsoft Defender for Cloud Apps to inspect protected files that are uploaded to Microsoft
OneDrive for Business. 

You need to ensure that all Azure Information Protection-protected files can be scanned by using Defender for Cloud
Apps. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy that contains an exception
for content that contains a sensitive information type. 

B. From the Microsoft Defender for Cloud Apps portal, enable file monitoring of software as a service (SaaS) apps. 
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C. From the Microsoft Defender for Cloud Apps portal, create an OAuth app policy for apps that have the Have full
access to user files permission. 

D. From the Azure Active Directory admin center, grant Microsoft Defender for Cloud Apps permission to read all the
protected content of the tenant. 

Correct Answer: AD 

 

QUESTION 10

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant
named contoso.com. 

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure
AD Connect has the following settings: 

1.

 Source Anchor: objectGUID 

2.

 Password Hash Synchronization: Disabled 

3.

 Password writeback: Disabled 

4.

 Directory extension attribute sync: Disabled 

5.

 Azure AD app and attribute filtering: Disabled 

6.

 Exchange hybrid deployment: Disabled 

7.

 User writeback: Disabled 

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection. 

Solution: You modify the Source Anchor settings. 
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Does that meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named
User1. 

You have a Data Subject Request (DSR) case named Case1. You need to allow User1 to export the results of Case1.
The solution must use the principle of least privilege. 

Which role should you assign to User1 for Case1? 

A. eDiscovery Manager 

B. Security Operator 

C. eDiscovery Administrator 

D. Global Reader 

Correct Answer: A 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/manage-gdpr-data-subject-requests-with-the- dsr-case-
tool?view=o365-worldwide#step-1-assign-ediscovery-permissions-to-potential-case-members 

 

QUESTION 12

HOTSPOT 

You have a Microsoft 365 subscription. 

You are creating a retention policy named Retention1 as shown in the following exhibit. (Click the Exhibit tab.) 
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You apply Retention1 to SharePoint sites and OneDrive accounts. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: Retained Files are retained for two years and then deleted. The two-year timer resets every time the file is
modified. Therefore, if a file is modified every 6 months, it will never be deleted. Box 2: The user can recover the file
until the Recycle Bin retention period expires The user deleted the file so it will be removed to the Recycle Bin. The user
can recover the file until the Recycle Bin retention period expires. After that time, only an administrator can recover the
file and only until the file is permanently deleted after two-years from the last modification date. 

 

QUESTION 13

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) connector and a Microsoft Office
365 connector. 

You need to use a Fusion rule template to detect multistage attacks in which users sign in by using compromised
credentials, and then delete multiple files from Microsoft OneDrive. 

Based on the Fusion rule template, you create an active rule that has the default settings. 

What should you do next? 

A. Add data connectors. 

B. Add a workbook. 

C. Add a playbook. 
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D. Create a custom rule template. 

Correct Answer: B 

MeasureUp prep test states it is a workbook. They are the official Microsoft Test Partner. Reference:
https://docs.microsoft.com/en-gb/azure/azure-monitor/platform/workbooks-overview 

 

QUESTION 14

HOTSPOT 

You have a Microsoft 365 subscription. 

You are creating a retention policy named Retention1 as shown in the following exhibit. 

You apply Retention1 to SharePoint sites and OneDrive accounts. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 
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NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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1.- Retained 

2.- Can recover the file until the Recycle Bin retention period expired (93 days). Because the question says "the user",
so the user can\\'t recover a file from the "Preservation hold library". "If the content is modified or deleted during the
retention period, a copy of the original content as it existed when the retention policy was assigned is created in the
Preservation Hold library. There, the timer job identifies items whose retention period has expired. Those items are
moved to the second-stage Recycle Bin, where they\\'re permanently deleted at the end of 93 days. The second-stage
Recycle Bin is not visible to end users (only the first-stage Recycle Bin is), but site collection admins can view and
restore content from there." https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-
sharepoint?view=o365-worldwide 

 

QUESTION 15

You have a Microsoft 365 E5 subscription that contains the users shown in the following table. 
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You need to prevent users in the finance department from sharing files with users in the research department. Which
type of policy should you configure? 

A. Conditional Access 

B. insider risk management 

C. information barrier 

D. communication compliance 

Correct Answer: A 

Microsoft Purview Information Barriers (IB) is a compliance solution that allows you to restrict two-way communication
and collaboration between groups and users in Microsoft Teams, SharePoint Online, and OneDrive for Business. 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers 
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