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QUESTION 1

HOTSPOT 

Your network contains an on-premises Active Directory domain named contoso.com. 

Your company purchases a Microsoft 365 subscription and establishes a hybrid deployment of Azure Active Directory
(Azure AD) by using password hash synchronization. Device writeback is disabled in Azure AD Connect. 

You create a new user named User10 on-premises and a new user named User20 in Azure AD. 

You need to identify where an administrator can reset the password of each new user. 

What should you identify? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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If a user account is created in the on-premise Active Directory and synchronized to Azure Active Directory, you can
reset the password of the user account in the on-premise Active Directory only. If a user account is created in Azure
Active Directory, you can reset the password of the user account in the Azure Active Directory only. 

 

QUESTION 2

HOTSPOT 

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that includes the users
shown in the following table. 

Group2 is a member of Group1. 

You assign a Microsoft Office 365 Enterprise E3 license to User2 as shown in the following exhibit. 
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You assign Office 365 Enterprise E3 licenses to Group1 as shown in the following exhibit. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 
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Hot Area: 

Correct Answer: 

Group-based licensing currently does not support groups that contain other groups (nested groups). If you apply a
license to a nested group, only the immediate first-level user members of the group have the licenses applied. 

Therefore, the license granted to Group1 will not filter down to Group2. 

Box 1: Yes. 

User1 is in Group1 which has been assigned a license to use Exchange Online. 

Box 2: No 

User2 has been assigned a license to use SharePoint online. However, the license to use Exchange Online does not
apply to User2. 

Box 3: No 

The license to use Exchange Online is granted to Group1. However, the license granted to Group1 will not filter down to
Group2. Therefore, User3 will not be licensed to use Exchange Online. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-group-advanced 
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QUESTION 3

You need to meet the security requirement for Group1. What should you do? 

A. Configure all users to sign in by using multi-factor authentication. 

B. Modify the properties of Group1. 

C. Assign Group1 a management role. 

D. Modify the Password reset properties of the Azure AD tenant. 

Correct Answer: D 

The members of Group1 must be required to answer a security question before changing their password. 

If SSPR (Self Service Password Reset) is enabled, you must select at least one of the following options for the
authentication methods. Sometimes you hear these options referred to as "gates." 

1. 

Mobile app notification 

2. 

Mobile app code 

3. 

Email 

4. 

Mobile phone 

5. 

Office phone 

6. 

Security questions 

You can specify the required authentication methods in the Password reset properties of the Azure AD tenant. In this
case, you should set the required authentication method to be ‘Security questions’. 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks 

 

QUESTION 4

You have been tasked with enable Microsoft Azure Information Protection for your company Microsoft 365 subscription. 

You are informed that only the members of a group, named Group1, are able to protect content. To achieve your goal,
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you plan to run a PowerShell cmdlet. 

Which of the following is the cmdlet you should run? 

A. The Add-AadrmRoleBaseAdministrator cmdlet. 

B. The Set-AadrmDoNotTrackUserGroup cmdlet. 

C. The Clear-AadrmSuperUserGroup cmdlet. 

D. The Set-AadrmOnboardingControlPolicy cmdlet. 

Correct Answer: D 

If you don want all users to be able to protect documents and emails immediately by using Azure Rights Management,
you can configure user onboarding controls by using the Set-AadrmOnboardingControlPolicy 

References: https://docs.microsoft.com/en-us/azure/information-protection/activate-service 

 

QUESTION 5

You have a Microsoft 365 Enterprise E5 subscription. 

You need to enforce multi-factor authentication on all cloud-based applications for the users in the finance department. 

What should you do? 

A. Create an activity policy. 

B. Create a new app registration. 

C. Create a conditional access policy. 

D. Create a session policy. 

Correct Answer: C 

You can configure a conditional access policy that applies to the Finance department users. The policy can be
configured to `Allow access\\' but with multi-factor authentication as a requirement. The reference below explains how to
create a 

conditional access policy that requires MFA for all users. To apply the policy to finance users only, you would select
Users and Group in the Include section instead of All Users and then specify the finance department group. 

Note: 

There are several versions of this question in the exam. The question has two possible correct answers: 

1.

 Create a sign-in risk policy. 

2.

 Create a conditional access policy. 
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Other incorrect answer options you may see on the exam include the following: 

1.

 Create an activity policy. 

2.

 Create a session policy. 

3.

 Create an app permission policy. 

4.

 Configure the sign-in status for the user accounts of the finance department users. 

5.

 Assign an Enterprise Mobility + Security E5 license to the finance department users. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-
all-users-mfa 

 

QUESTION 6

HOTSPOT 

Your network contains an on-premises Active Directory domain named contoso.com that syncs to Azure Active
Directory (Azure AD). 

You have users in contoso.com as shown in the following table. 

The users have the passwords shown in the following table. 

You implement password protection as shown in the following exhibit. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: No User1\\'s password contains the banned password ‘Contoso’. However, User1 will not be required to change
his password at next sign in. When the password expires or when User1 (or an administrator) changes the password,
the password will be evaluated and will have to meet the password requirements. 

Box 2: Yes Password evaluation goes through several steps including normalization and Substring matching which is
used on the normalized password to check for the user\\'s first and last name as well as the tenant name. Normalization
is the process of converting common letter substitutes into letters. For example, 0 converts to o. $ converts to s. etc. 

The next step is to identify all instances of banned passwords in the user\\'s normalized new password. Then: 

1. 

Each banned password that is found in a user\\'s password is given one point. 

2. 

Each remaining unique character is given one point. 

3. 

A password must be at least five (5) points for it to be accepted. 

‘C0nt0s0’ becomes ‘contoso’ after normalization. Therefore, C0nt0s0_C0mplex123 contains one instance of the
banned password (contoso) so that equals 1 point. After ‘contoso’, there are 11 unique characters. Therefore, the
score for 

‘C0nt0s0_C0mplex123’ is 12. This is more than the required 5 points so the password is acceptable. 

Box 3: 

The ‘Password protection for Windows Server Active Directory’ is in ‘Audit’ mode. This means that the password
protection rules are not applied. Audit mode is for logging policy violations before putting the password protection ‘live’
by 

changing the mode to ‘enforced’. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad 

 

QUESTION 7
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Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. 

You sign up for Microsoft Store for Business. 

The tenant contains the users shown in the following table. 

Microsoft Store for Business has the following Shopping behavior settings: 

1.

 Allow users to shop is set to On. 

2.

 Make everyone a Basic Purchaser is set to Off. 

You need to identify which users can install apps from the Microsoft for Business private store. 

Which users should you identify? 

A. A. user1, User2, User3, User4, and User5 

B. User1 only 

C. User1 and User2 only 

D. User3 and User4 only 

E. User1, User2, User3, and User4 only 

Correct Answer: C 

Allow users to shop controls the shopping experience in Microsoft Store for Education. When this setting is on,
Purchasers and Basic Purchasers can purchase products and services from Microsoft Store for Education. 

Reference: https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business 

 

QUESTION 8

HOTSPOT 

Your company has a Microsoft 365 subscription that contains the users shown in the following table. 
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You need to identify which users can perform the following administrative tasks: 

1. 

Modify the password protection policy. 

2. 

Create guest user accounts. 

Which users should you identify for each task? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Only a Global Admin can modify the password protection policy. 

A Global Admin or a user with the Guest Inviter role can create guest accounts. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-
operations 

Your network contains an on-premises Active Directory domain that is synced to Microsoft Azure Active Directory (Azure
AD) as shown in the following two exhibits. 

 

QUESTION 9

You have a Microsoft 365 subscription. 

You view the service advisories shown in the following exhibit. 

Latest MS-100 Dumps | MS-100 VCE Dumps | MS-100 Practice Test                             14 / 20

https://www.certbus.com/ms-100.html
https://www.certbus.com/ms-100.html
https://www.certbus.com/ms-100.html


https://www.certbus.com/ms-100.html
2023 Latest certbus MS-100 PDF and VCE dumps Download

You need to ensure that a user named User1 can view the advisories to investigate service health issues. Which role
should you assign to User1? 

A. Compliance administrator 

B. Message Center reader 
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C. Reports reader 

D. Service administrator 

Correct Answer: D 

People who are assigned the global admin or service administrator role can view service health. To allow Exchange,
SharePoint, and Skype for Business admins to view service health, they must also be assigned the Service admin role. 

Reference: https://docs.microsoft.com/en-us/office365/enterprise/view-service-health 

 

QUESTION 10

Your on-premises network contains five file servers. The file servers host shares that contain user data. 

You plan to migrate the user data to a Microsoft 365 subscription. 

You need to recommend a solution to import the user data into Microsoft OneDrive. 

What should you include in the recommendation? 

A. Configure the settings of the OneDrive client on your Windows 10 device. 

B. Configure the Sync settings in the OneDrive admin center. 

C. Run the SharePoint Hybrid Configuration Wizard. 

D. Run the SharePoint Migration Tool. 

Correct Answer: D 

The SharePoint Migration Tool lets you migrate content to SharePoint Online and OneDrive from the following
locations: 

1.

 SharePoint Server 2013 

2.

 SharePoint Server 2010 

3.

 Network and local file shares 

Reference: https://docs.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool 

 

QUESTION 11

Your company has a Microsoft Azure Active Directory (Azure AD) tenant with multi-factor authentication enabled. 

You have also configured the Allow users to submit fraud alerts, and the Block user when fraud is reported settings to
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ON. 

A tenant user has submitted a fraud alert for his account. After receiving an alert call, the user needs to enter a special
code followed by #. 

Which of the following is default special code? 

A. 0 

B. 9 

C. 0000 

D. 1234 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#fraud-alert 

 

QUESTION 12

You create a SharePoint Framewort (SPFx) web pact and include MSGraphClient by using the following manifest. 

Which two actions can the web part perform? Each correct answer presents part of the solution. NOTE Each correct
selection is worth one point 

A. Access the user information of all users. 

B. Send an email on behalf of the current user. 

C. Send an email on behalf of another user. 
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D. Access the user information of the current user only. 

E. Create a file in the current user\\'s Microsoft OneDrive 

Correct Answer: BD 

 

QUESTION 13

You need to consider the underlined segment to establish whether it is accurate. 

Your company user data is stored shares hosted by file servers located in their on-premises network. 

You have been tasked with migrating the user data to a Microsoft 365 subscription. Yu want to make sure that the user
data is imported into Microsoft OneDrive. 

To achieve your goal, you should make use of the SharePoint Migration Tool. 

Select adjustment required if the underlined segment is accurate. If the underlined segment is inaccurate, select the
accurate option. 

What should you include in the recommendation? 

A. No adjustment required. 

B. Office Deployment Tool (ODT). 

C. Run the SharePoint Hybrid Configuration Wizard. 

D. Windows Server Migration Tool. 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool 

 

QUESTION 14

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

Your company currently has an on-premises Active Directory forest. 

You have been tasked with assessing the application of Microsoft 365 and the utilization of an authentication strategy. 

You have been informed that the authentication strategy should permit sign in via smart card-based certificates, and
also permitting the use of SSO to connect to on-premises and Microsoft 365 services. 

Solution: You recommend the use of password hash synchronization and seamless SSO as the authentication strategy. 

Does the solution meet the goal? 

A. Yes 

B. No 
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Correct Answer: B 

 

 

QUESTION 15

Your company has a Microsoft 365 subscription. 

You have previously created a group that includes users who send email messages to external users on a regular basis.
The group manager would like to group wants to examine messages that include attachments at random. 

You are required to make sure that the manager can achieve his goal, but only make ten out of a hundred messages
accessible to him. 

You need to provide the manager with the ability to review messages that contain attachments sent from the Support
group users to external users. The manager must have access to only 10 percent of the messages. 

Which of the following should you create? 

A. A label policy. 

B. A conditional access policy. 

C. A DLP policy. 

D. A supervisor policy. 

Correct Answer: D 

References: https://docs.microsoft.com/en-us/office365/securitycompliance/supervision-policies 
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