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QUESTION 1

Which of these methods would be considered examples of active reconnaissance?(Choose three.) 

A. War dialing 

B. Firewalking 

C. Whois lookup 

D. FTP banner retrieval 

Correct Answer: ABD 

 

QUESTION 2

Cisco Catalyst Switches have which feature intended to prevent ARP cache poisoning?Choose the best answer. 

A. ARP watch 

B. Dynamic ARP Inspection 

C. VLANs 

D. IPSec-ready 

Correct Answer: B 

 

QUESTION 3

Which of the following are reasons why fragment-based port scans are often used by attackers?Choose two. 

A. Simple non-stateful packet filtering devices can sometimes be bypassed 

B. Reassembling fragmented packets is not time or processor intensive 

C. RFC 1121 requires that all routers pass fragmented packets 

D. Firewalls may be configured for high throughput and thus dont reassemble and inspect fragmented packets 

Correct Answer: AD 

 

QUESTION 4

When would a secondary name server perform a zone transfer to update its entries and synchronize its database with
the primary name server? 

A. At random intervals 
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B. When instructed to do so 

C. When its serial number is lower than the primary DNS server 

D. When its Time To Live value is lower than the primary DNS server 

Correct Answer: C 

 

QUESTION 5

Keystroke loggers can be found in which of the following forms?Choose all that apply. 

A. Trojans 

B. Spyware 

C. Text files 

D. A dynamic link library file which replaces the standard GINA.dII 

Correct Answer: ABD 

 

QUESTION 6

As you have learned in your Penetration Testing training or field experience,WEP is the encryption that was used with
early WLAN implementation.it uses a stream cipher called RC4 to produce a string of bith that will be exclusive OR or
XOR with the plain text to form the cliphertext.Which of the following statements represents the rules associated with
XOR binary mathematics or comparison? Choose the best answer. 

A. If both bits are different the result will be one,if both bits are the same the result will be a zero. 

B. If both bits are different the result will be zero,if both bits are the same the result will be a one. 

C. Only when both bits have a value of one,will the result be one. 

D. Only when both bits have a value of zero,will the result be one. 

Correct Answer: A 

 

QUESTION 7

Bob has just produced a very detailed penetration testing report for his client.Bob wishes to ensure that the report will
not be chnaged in storage or in transit.What would be the best tool that Bob can use to aasure the integrity of the
information and detect any changes that could have happened to the report while being transmitted or stored? 

A. A Symmetric Encryption Algorithm 

B. An Asymmetric Encryption Algorithm 

C. An Hashing Algorithm 
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D. The ModDetect Algorithm 

Correct Answer: C 

 

QUESTION 8

Which of the following are reasons why LAN Manager hashes stored in the SAM file are considered relatively easy to
crack?Choose two. 

A. All uppercase characters in the password are converted to all lowercase 

B. All lowercase characters in the password are converted to all uppercase 

C. The password is broken cannot contain special characters 

D. Lan Manager password cannot contain special characters 

Correct Answer: BC 

 

QUESTION 9

Which of the following password implementation is found only in Windows 2000 and newer Windows versions? 

A. LM 

B. NTLM 

C. NTLMv2 

D. Kerberos 

Correct Answer: D 

 

QUESTION 10

In order to idnetify a unique record within a database what would you use? 

A. A foreign key 

B. A primary key 

C. A view 

D. A unique key 

Correct Answer: B 

 

QUESTION 11
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A normal connection is usally established using a TCP Three Way handshake where sequences of packets are sent as
follows;Syn,Syn-Ack,Ack.A malicious attacker probing a remote target is sending a Syn packet to a
target;however,when he gets a Syn-Ack response from the target,he always sends a Reset packet (RST)instead of
completing the three way handshake with an Ack packet as per the protocol. 

What is the attackers goal when doing this?Choose the best answer. 

A. Attacker does not like to follow protocols and agreements 

B. Attacker has his own modified protocol stacks 

C. Attacker attempts to avoid being logged on remote hosts 

D. Attacker attempts to avoid sending too much traffic 

Correct Answer: C 

 

QUESTION 12

Why is it important to the security of a network to create a complex password for the SA account on a MSSQL server
installation? 

A. The SA account is a pseudo-account and does not have any privileges. 

B. The SA account can add/delete or change Domain User accounts. 

C. The SA account can have privileges of the local adminstrators group on the host OS. 

D. The SA account is the most powerful account on the domain controller. 

Correct Answer: C 

 

QUESTION 13

When a network switch receives a very large quantity of random MAC addresses which would overfill the Content
Addressable Memory (CAM) table,how will the switch react? 

A. It will drop packets until the tables are cleard and then will resume normal processing. 

B. It will drop the oldest entries in theCAM table to make room for the new packets and will continue working normally 

C. It will revert to being a HUB and will broadcast all traffic on each of the ports 

D. It is impossible to flood the MAC tables because of their very large size. 

Correct Answer: C 

 

QUESTION 14

Which of the following would represent a technique to embed data within another file whereby it would be near
impossible for anyone using or looking at the file to claim that there might be a message hidden within the media or the
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existence of some from of message? 

A. Cryptography 

B. Encryption 

C. Steganography 

D. MimiCry 

Correct Answer: C 

 

QUESTION 15

A TCP connect Scan which is also called a Vanilla TCP port scan will send a SYN packet to ports sequentially to see
which are open. 

Using the Vanilla TCP Port Scan, what would be expected as a response from a port that is open? 

A. FIN 

B. SYN/ACK 

C. RST/ACT 

D. ACK 

Correct Answer: B 
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