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QUESTION 1

You have implemented Integrated SurfControl Web filtering on an SRX Series device. You have also created a whitelist
and a blacklist on the SRX device. One particular Web site is matching all three the whitelist, blacklist, and Surfcontrol
policy. 

Which statement is correct? 

A. Access is not allowed because the blacklist is processed first. 

B. Access is allowed because the whitelist is processed first. 

C. Access will be controlled by the SurfControl policy, because it is processed first. 

D. Access is based on the priority of each policy as defined in the fallback settings in the UTM policy. 

Correct Answer: A 

 

QUESTION 2

You are troubleshooting a security policy. The operational command show security flow session does not show any
sessions for this policy. 

Which statement is correct? 

A. Logging on session initialization has not been enabled in the policy. 

B. Logging on session closure has not been enabled in the policy. 

C. The traffic is not being matched by the policy. 

D. The security monitoring performance session command should be used to show sessions. 

Correct Answer: C 

 

QUESTION 3

You are testing a custom HTTP application and are required to open all ports for inbound host traffic to your SRX Senes
device. 

Which configuration parameter would you use to meet this requirement? 

A. All 

B. Https 

C. Any-service 

D. Http 

Correct Answer: C 
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QUESTION 4

Which command do you use to display the status of an antivirus database update? 

A. show security utm anti-virus status 

B. show security anti-virus database status 

C. show security utm anti-virus database 

D. show security utm anti-virus update 

Correct Answer: A 

 

QUESTION 5

You have been tasked with performing an update to the IDP attack database. 

Which three requirements are included as part of this task? (Choose three.) 

A. The IDP security package must be installed after it is downloaded. 

B. The device must be rebooted to complete the update. 

C. The device must be connected to a network. 

D. An IDP license must be installed on your device. 

E. You must be logged in as the root user. 

Correct Answer: ACD 

 

QUESTION 6

What is a zone? 

A. a set of rules that controls traffic from a specified source to a specified destination using a specified service 

B. a collection of one or more network segments sharing identical security requirements 

C. a method of providing a secure connection across a network 

D. a tool to protect against DoS attacks 

Correct Answer: B 

 

QUESTION 7

-- Exhibit -
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user@host> show security ipsec security-associations Total active tunnels: 1 ID Algorithm SPI Life:sec/kb Mon vsys
Port Gateway 131073 ESP:3des/sha1 cbc9281a 2532/ unlim - root 4500 1.1.1.1 

user@host> show security ipsec security-associations detail Virtual-system: root Local Gateway: 1.0.0.1, Remote
Gateway: 1.1.1.1 Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0) Remote Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Version: IKEv1 DF-bit: clear Direction: inbound, SPI: ac23df79, AUX-SPI: 0 , VPN Monitoring: Hard lifetime. Expires in
3186 seconds Lifesize Remaining: Unlimited Soft lifetime. Expires in 2578 seconds Mode. Tunnel, Type. dynamic,
State. installed Protocol: ESP, Authentication: hmac-sha1-96, Encryption: 3des-cbc Anti-replay service. counter-based
enabled, Replay window size. 64 Direction: outbound, SPI: cbc9281a, AUX-SPI: 0 , VPN Monitoring: Hard lifetime.
Expires in 3186 seconds Lifesize Remaining: Unlimited Soft lifetime. Expires in 2578 seconds Mode. Tunnel, Type.
dynamic, State. installed Protocol: ESP, Authentication: hmac-sha1-96, Encryption: 3des-cbc Anti-replay service.
counter-based enabled, Replay window size. 64 -- Exhibit -

Click the Exhibit button. 

The exhibit shows output from two show commands. 

What are two conclusions about the VPN tunnel from the output? (Choose two.) 

A. VPN monitoring is enabled. 

B. There is a device performing NAT between the two VPN endpoints. 

C. 3DES is the encryption protocol. 

D. Traffic with the DF-bit set that exceeds the MTU will be dropped. 

Correct Answer: BC 

 

QUESTION 8

Which statement is true about factory-default zones? 

A. High-end SRX devices have trust and untrust zones. 

B. Branch SRX devices have trust and untrust zones. 

C. High-end SRX devices have only a trust zone. 

D. Branch SRX devices have no zones. 

Correct Answer: B 

 

QUESTION 9

Which zone is a system-defined zone? 

A. null zone 

B. trust zone 

C. untrust zone 
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D. management zone 

Correct Answer: A 

 

QUESTION 10

Which statement is true for interfaces residing outside of redundancy groups? 

A. The interfaces cannot be mapped to security zones. 

B. Only interfaces that have redundancy can be active in the chassis cluster. 

C. All interfaces will be redundant if they reside on a system that is part of a chassis cluster. 

D. Interfaces that are not in a redundancy group can still forward traffic, but no redundancy is available for them. 

Correct Answer: D 

 

QUESTION 11

You want to test a configured screen value prior to deploying. 

Which statement will allow you to accomplish this? 

A. [edit security screen] user@host# show ids-option untrust-screen { alarm-test-only; } 

B. [edit security screen] user@host# show ids-option untrust-screen { 

alarm-without-drop; 

} 

C. [edit security screen] user@host# show ids-option untrust-screen { alarm-no-drop; } 

D. [edit security screen] user@host# show ids-option untrust-screen { test-without-drop; } 

Correct Answer: B 

 

QUESTION 12

Your SRX Series device is configured so that all inbound traffic from the Internet is examined by the UTM content
filtering feature. 

As inbound traffic arrives at the SRX device, which packet processing component is responsible for sending the packets
for UTM processing? 

A. zone 

B. security policy 

C. Junos Screen options 
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D. forwarding lookup 

Correct Answer: B 

 

QUESTION 13

Which two statements are true for a security policy? (Choose two.) 

A. It controls inter-zone traffic. 

B. It controls intra-zone traffic. 

C. It is named with a system-defined name. 

D. It controls traffic destined to the device\\'s ingress interface. 

Correct Answer: AB 

 

QUESTION 14

Regarding a route-based versus policy-based IPsec VPN, which statement is true? 

A. A route-based VPN generally uses less resources than a policy-based VPN. 

B. A route-based VPN cannot have a deny action in a policy; a policy-based VPN can have a deny action. 

C. A route-based VPN is better suited for dialup or remote access compared to a policy-based VPN. 

D. A route-based VPN uses a policy referencing the IPsec VPN; a policy-based VPN policy does not use a policy
referencing the IPsec VPN. 

Correct Answer: A 

 

QUESTION 15

What is a redundancy group in JUNOS Software? 

A. a set of chassis clusters that fail over as a group 

B. a set of devices that participate in a chassis cluster 

C. a set of VRRP neighbors that fail over as a group 

D. a set of chassis cluster objects that fail over as a group 

Correct Answer: D 
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