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QUESTION 1

Which of the following authentication protocols provides support for a wide range of authentication methods, such as
smart cards and certificates? 

A. PAP 

B. EAP 

C. MS-CHAP v2 D. CHAP 

Correct Answer: B 

 

QUESTION 2

Software Development Life Cycle (SDLC) is a logical process used by programmers to develop software. Which of the
following SDLC phases meets the audit objectives defined below: System and data are validated. System meets all user
requirements. System meets all control requirements. 

A. Programming and training 

B. Evaluation and acceptance 

C. Definition 

D. Initiation 

Correct Answer: B 

 

QUESTION 3

Which of the following plans is documented and organized for emergency response, backup operations, and recovery
maintained by an activity as part of its security program that will ensure the availability of critical resources and
facilitates the continuity of operations in an emergency situation? 

A. Disaster Recovery Plan 

B. Contingency Plan 

C. Continuity Of Operations Plan 

D. Business Continuity Plan 

Correct Answer: B 

 

QUESTION 4

Which of the following protocols are used to provide secure communication between a client and a server over the
Internet? Each correct answer represents a part of the solution. Choose two. 
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A. TLS 

B. HTTP 

C. SNMP 

D. SSL 

Correct Answer: AD 

 

QUESTION 5

SIMULATION 

Fill in the blank with the appropriate phrase. ____________ is the ability to record and report on the configuration
baselines associated with each configuration item at any moment of time. 

Correct Answer: Configuration status accounting 

 

 

QUESTION 6

Part of your change management plan details what should happen in the change control system for your project.
Theresa, a junior project manager, asks what the configuration management activities are for scope changes. You tell
her that all of the following are valid configuration management activities except for which one? 

A. Configuration Verification and Auditing 

B. Configuration Item Costing 

C. Configuration Identification 

D. Configuration Status Accounting 

Correct Answer: B 

 

QUESTION 7

Your project team has identified a project risk that must be responded to. The risk has been recorded in the risk register
and the project team has been discussing potential risk responses for the risk event. The event is not likely to happen
for several months but the probability of the event is high. Which one of the following is a valid response to the identified
risk event? 

A. Earned value management 

B. Risk audit 

C. Technical performance measurement 

D. Corrective action 
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Correct Answer: D 

 

QUESTION 8

Which of the following Acts enacted in United States allows the FBI to issue National Security Letters (NSLs) to Internet
service providers (ISPs) ordering them to disclose records about their customers? 

A. Electronic Communications Privacy Act of 1986 

B. Wiretap Act 

C. Computer Fraud and Abuse Act 

D. Economic Espionage Act of 1996 

Correct Answer: A 

 

QUESTION 9

Which of the following contract types is described in the statement below? "This contract type provides no incentive for
the contractor to control costs and hence is rarely utilized." 

A. Cost Plus Fixed Fee 

B. Cost Plus Percentage of Cost 

C. Cost Plus Incentive Fee 

D. Cost Plus Award Fee 

Correct Answer: B 

 

QUESTION 10

Which of the following architecturally related vulnerabilities is a hardware or software mechanism, which was installed to
permit system maintenance and to bypass the system\\'s security protections? 

A. Maintenance hook 

B. Lack of parameter checking 

C. Time of Check to Time of Use (TOC/TOU) attack 

D. Covert channel 

Correct Answer: A 

 

QUESTION 11
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What is a stakeholder analysis chart? 

A. It is a matrix that documents stakeholders\\' threats, perceived threats, and communication needs. 

B. It is a matrix that identifies all of the stakeholders and to whom they must report to. 

C. It is a matrix that documents the stakeholders\\' requirements, when the requirements were created, and when the
fulfillment of the requirements took place. 

D. It is a matrix that identifies who must communicate with whom. 

Correct Answer: A 

 

QUESTION 12

Which of the following statements best explains how encryption works on the Internet? 

A. Encryption encodes information using specific algorithms with a string of numbers known as a key. 

B. Encryption validates a username and password before sending information to the Web server. 

C. Encryption allows authorized users to access Web sites that offer online shopping. 

D. Encryption helps in transaction processing by e-commerce servers on the Internet. 

Correct Answer: A 

 

QUESTION 13

Management has asked you to perform a risk audit and report back on the results. Bonny, a project team member asks
you what a risk audit is. What do you tell Bonny? 

A. A risk audit is a review of all the risks that have yet to occur and what their probability of happening are. 

B. A risk audit is a review of the effectiveness of the risk responses in dealing with identified risks and their root causes,
as well as the effectiveness of the risk management process. 

C. A risk audit is a review of all the risk probability and impact for the risks, which are still present in the project but
which have not yet occurred. 

D. A risk audit is an audit of all the risks that have occurred in the project and what their true impact on cost and time
has been. 

Correct Answer: B 

 

QUESTION 14

Which of the following is the correct order of digital investigations Standard Operating Procedure (SOP)? 

A. Initial analysis, request for service, data collection, data reporting, data analysis 
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B. Initial analysis, request for service, data collection, data analysis, data reporting 

C. Request for service, initial analysis, data collection, data analysis, data reporting 

D. Request for service, initial analysis, data collection, data reporting, data analysis 

Correct Answer: C 

 

QUESTION 15

Which of the following relies on a physical characteristic of the user to verify his identity? 

A. Social Engineering 

B. Kerberos v5 

C. Biometrics 

D. CHAP 

Correct Answer: C 
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