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QUESTION 1

You are a consultant and are regularly hired by the Ministry of Defense to perform analysis. Since the assignments are
irregular, you outsource the administration of your business to temporary workers. You don\\'t want the temporary
workers to have access to your reports. Which reliability aspect of the information in your reports must you protect? 

A. Availability 

B. Integrity 

C. Confidentiality 

Correct Answer: C 

 

QUESTION 2

What is an example of a physical security measure? 

A. A code of conduct that requires staff to adhere to the clear desk policy, ensuring that confidential information is not
left visibly on the desk at the end of the work day 

B. An access control policy with passes that have to be worn visibly 

C. The encryption of confidential information 

D. Special fire extinguishers with inert gas, such as Argon 

Correct Answer: D 

 

QUESTION 3

Some security measures are optional. Other security measures must always be implemented. Which measure(s) must
always be implemented? 

A. Clear Desk Policy 

B. Physical security measures 

C. Logical access security measures 

D. Measures required by laws and regulations 

Correct Answer: D 

 

QUESTION 4

In most organizations, access to the computer or the network is granted only after the user has entered a correct
username and password. This process consists of 3 steps: identification, authentication and authorization. What is the
purpose of the second step, authentication? 
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A. In the second step, you make your identity known, which means you are given access to the system. 

B. The authentication step checks the username against a list of users who have access to the system. 

C. The system determines whether access may be granted by determining whether the token used is authentic. 

D. During the authentication step, the system gives you the rights that you need, such as being able to read the data in
the system. 

Correct Answer: C 

 

QUESTION 5

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this? 

A. A code of conduct helps to prevent the misuse of IT facilities. 

B. A code of conduct is a legal obligation that organizations have to meet. 

C. A code of conduct prevents a virus outbreak. 

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities. 

Correct Answer: A 

 

QUESTION 6

What do employees need to know to report a security incident? 

A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 

D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 

 

QUESTION 7

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable.
What are the reliability aspects of information? 

A. Availability, Information Value and Confidentiality 

B. Availability, Integrity and Confidentiality 

C. Availability, Integrity and Completeness 
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D. Timeliness, Accuracy and Completeness 

Correct Answer: B 

 

QUESTION 8

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations? 

A. ISO/IEC 27001:2005 

B. Intellectual Property Rights 

C. ISO/IEC 27002:2005 

D. Personal data protection legislation 

Correct Answer: D 

 

QUESTION 9

Three characteristics determine the reliability of information. Which characteristics are these? 

A. Availability, Integrity and Correctness 

B. Availability, Integrity and Confidentiality 

C. Availability, Nonrepudiation and Confidentiality 

Correct Answer: B 

 

QUESTION 10

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat? 

A. If the risk analysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 

C. When the computer systems are not insured. 

D. When the organization is located near a river. 

Correct Answer: B 

 

QUESTION 11

A company moves into a new building. A few weeks after the move, a visitor appears unannounced in the office of the
director. An investigation shows that visitors passes grant the same access as the passes of the companys staff. Which
kind of security measure could have prevented this? 

ISFS PDF Dumps | ISFS Practice Test | ISFS Exam Questions                                4 / 7

https://www.certbus.com/ISFS.html
https://www.certbus.com/ISFS.html
https://www.certbus.com/ISFS.html


https://www.certbus.com/ISFS.html
2023 Latest certbus ISFS PDF and VCE dumps Download

A. A physical security measure 

B. An organizational security measure 

C. A technical security measure 

Correct Answer: A 

 

QUESTION 12

You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday
has disappeared. You were the last to leave yesterday. When should you report this information security incident? 

A. This incident should be reported immediately. 

B. You should first investigate this incident yourself and try to limit the damage. 

C. You should wait a few days before reporting this incident. The CD ROM can still reappear and, in that case, you will
have made a fuss for nothing. 

Correct Answer: A 

 

QUESTION 13

The Information Security Manager (ISM) at Smith Consultants Inc. introduces the following measures to assure
information security: 

-The security requirements for the network are specified. 

-A test environment is set up for the purpose of testing reports coming from the database. 

-The various employee functions are assigned corresponding access rights. 

-

RFID access passes are introduced for the building. Which one of these measures is not a technical measure? 

A. 

The specification of requirements for the network 

B. 

Setting up a test environment 

C. 

Introducing a logical access policy 

D. 

Introducing RFID access passes 
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Correct Answer: D 

 

QUESTION 14

Midwest Insurance controls access to its offices with a passkey system. We call this a preventive measure. What are
some other measures? 

A. Detective, repressive and corrective measures 

B. Partial, adaptive and corrective measures 

C. Repressive, adaptive and corrective measures 

Correct Answer: A 

 

QUESTION 15

What is the objective of classifying information? 

A. Authorizing the use of an information system 

B. Creating a label that indicates how confidential the information is 

C. Defining different levels of sensitivity into which information may be arranged 

D. Displaying on the document who is permitted access 

Correct Answer: C 
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