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QUESTION 1

What is the purpose of service rules in ClearPass?
A. selects the Enforcement Profiles used in a service
B. selects the Service to process a request

C. selects the Authentication Source for the client

D. selects the Posture Policy used with OnGuard

Correct Answer: C

QUESTION 2

When is it appropriate to use the built-in Local user database in ClearPass?

A. In a public-facing guest network environment where the guests are prompted to self-register.

B. In small-business environments where the user accounts rarely change and new accounts are uncommon.

C. In a hospitality deployment for guest accounts created and managed by staff.

D. In a large campus environment where Students and Contractors account for 35.000 entries that change weekly.
Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/ArubaOS_61/ArubaOS_61_CLI/local-userdb.htm

QUESTION 3

Which Authorization Source supports device profile enforcement?
A. Local User Repository

B. OnGuard Repository

C. Endpoints Repository

D. Guest User Repository

Correct Answer: A

QUESTION 4
When using Guest Authentication with MAC Caching service template, which statements are true? (Choose two.)

A. The guest authentication is provided better security than without using MAC caching.
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B. The endpoint status of the client will be treated as "known" the first time the client associates to the network.

C. Which wireless SSID and wireless controller must be indicated when configuring the template.

D. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term.

Correct Answer: AC

QUESTION 5
Refer to the exhibit.

Service One

Matches | ) ANY or (e ALL of the following conditions:

Type Name Operator ~Value
1. RadiusIETF - NAS-Port-Type - EQUALS Ethernet (15) Dy x
; ; Login-User (1), Framed-User
. . -T N T
2. RadiusIETF Service-Type BELONGS_TO (), Authenticate-Only (8) ™ X
3. Connection SsID - EQUALS Secure-Corporate O =

Service Two

Matches () ANY or (e) ALL of the following conditions:

Type Name Operator Value
1. RadiusIETF - NAS-Port-Type EQUALS Wireless-802.11(19) O »
\ ; Login-User (1), Framed-User
. 1 -T ELONGS_TO [
2 | Radius:IETF Service-Type BELONGS_ ), Authenticate-Only (8) B
3. Connection - SSID - EQUALS - secure-corporate I x
Service Three
Matches () ANY or (e) ALL of the following conditions:
Type Name Operator Value
1. RadiusIETF - NAS-Port-Type - EQUALS - Wireless-802.11(19) Iy x
- E Login-User (1), Framed-User
2.. Radius:IETF Service-Type | BELONGS_TO (), Authenticate-Only 8) ™ x
3. Connection Client-Mac-Adress NOT_EQUALS  9%f{RadiusIETF:User-Name} [ %

A user connects to an Aruba Access Point wireless SSID named "Secure-Corporate” and performs an 802.1X
authentication with ClearPass as the authentication server.

Based on this service configuration, which service will be triggered?

A. No service will be triggered
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B. Service Three
C. Service Two
D. Service One

Correct Answer: B

QUESTION 6

What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive
Portal process? (Choose three.)

A. DHCP options 43 and 150
B. RADIUS to ClearPass

C. HTTPS to ClearPass

D. HTTPS to the Internet

E. DHCP address assignment
F. DNS resolution

Correct Answer: CEF

QUESTION 7

What are "known" endpoints in ClearPass?

A. "Known" endpoints have be fingerprinted to determine their operating system and manufacturer.

B. These are endpoints whose beacons have been detected but have never completed authentication.
C. The label "Known" indicates rogue endpoints labeled as "friendly" or "ignore".

D. "Known" endpoints can be authenticated based on MAC address to bypass the captive portal login.

Correct Answer: D

QUESTION 8
What is true regarding Posturing and Profiling?

A. Profiling describes categorizing the user based on their department while Posturing validates the user as
authenticated.

B. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the
endpoint.
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C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.

D. Both Posturing and Profiling describe the same thing; what is the health of the client endpoint?

Correct Answer: D

QUESTION 9

Refer to the exhibit.

Label Description

10 sponsor_name / text Sponsor's Name:  Name of the person sponsoring this account.
15 sponsor_email '/ text Sponsor's Email: Email of the person sponsoring this account.
20 visitor name text Your Name: Please enter your full name.
25 visitor_phone phone Phone Number: Please enter your contact phone number.
30 visitor_company text Company Name:  Please enter your company name.
40 pr—— _— Eiall Adidiase Please.enlur your email address. |

This will become your username to log into the network.
50 start e datetime Activation Time: Scheduled date and time at which to enable the account.

If blank, the account will be enabled immediately.

What does a bold field indicate?
A. The field is a non-system field
B. The field is currently enabled
C. The field has been customized
D. The field is required

Correct Answer: A

QUESTION 10

A customer with 677 employees would like to authenticate employees using a captive portal guest web login page.
Employees should use their AD credentials to login on this page.

Which statement is true?

A. The customer needs to add second guest service in the policy manager for the guest network.
B. The customer needs to add the AD server as an authentication source in a guest service.

C. Employees must be taken to a separate web login page on the guest network.

D. The customer needs to add the AD servers RADIUS certificate to the guest network.

Correct Answer: B
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