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QUESTION 1

A customer would like to allow only the AD users with the "Manager" title from the "HQ" location to
Onboard their personal devices. Any other AD users should not be authorized to pass beyond the initial
device provisioning page.

Which Onboard service will you use to implement this requirement?

A. Onboard CP login service

B. Onboard Authorization service

C. Onboard Provisioning service

D. Onboard Pre-Auth service

Correct Answer: A

QUESTION 2

Refer to the exhibit:
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A customer has configured the Aruba Controller for administrative authentication using ClearPass as a TACACS server.
During testing, the read-only user is getting the root access role. What could be a possible reason for this behavior?
(Select two.)

A. The Controllers Admin Authentication Options Default role is mapped to toot.

B. The ClearPass user role associated to the read-only user is wrong

C. The Controller Server Group Match Rules are changing the user role

D. The read-only enforcement profile is mapped to the root role

E. On the Controller, the TACACS$ authentication server Is not configured for Session authorization

Correct Answer: CE

QUESTION 3

Refer to the exhibit:
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You have configured an Onboard portal for single SSID provision. During testing you notice that the QuickConnect
Application did not display the "Connect" button, only the finish button. To get connected the test user had to manually
connect to the secure-HS-5007 SSID but was prompted for a username and password. Using the screenshots as a
reference, how would you fix this issue?

A. Check the network settings for the correct SSID name spelling.

B. Change the network settings to use EAP-TLS for the authentication protocol.

C. Install a public signed HTTPs web server certificate on the ClearPass server.

D. Configure the SSID to support both EAP-PEAP and EAP-TLS authentication method.

Correct Answer: A

QUESTION 4

What is used to validate the EAP Certificate? (Select three.)
A. Common Name

B. Date

C. Key usage
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D. Server Identity
E. SAN entries
F. Trust chain

Correct Answer: ACF

QUESTION 5

Refer to the exhibit: You configuring an 802 1x service endpoint profiling. When the client connects to the network,
ClearPass successfully profiles the client and sends Radius Change of Authorization (RCoA) but Radius Change of
Authorization {RCoA) fails for the client You manually clicked on the Change Status button in the access tracker to force
an RCoA but that failed too. What must you check to ensure that the RCoA will work? (Select two.)
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Enfarce ment Profiles: Aruba Limited Acress for Frofiling,
Service Monitor Mode!  Disabled
Online Status: Mot Aviai|able:

s « Showing 1 of 1-6 records » » Change S Show Configuration Show Logs

TS TS

A. RFC 3576 option is enabled for Aruba Controller under Network device in ClearPass.

B. RFC 3576 server should be mapped in the server group on the Aruba Controller

C. The RFC 3576 shared secret on ClearPass should match the Authentication Server shared secret
D. RFC 3576 server IPs and the Authentication server IPs should be same in the AAA profile

Correct Answer: AC

QUESTION 6

You have recently implemented a serf-registration portal in ClearPass Guest to be used on a Guest SSID broadcast
from an Aruba controller. Your customer has started complaining that the users are not able to reliably access the
internet after clicking the login button on the receipt page. They tell you that the users will click the login button multiple
times and alter about a minute they gain access. What could be causing this issue?

A. The self-registration page is configured with a 1 minute login delay.

B. The guest client is delayed getting an IP address from the DHCP server.

C. The guest users are assigned a firewall user role that has a rate limit.

D. The enforcement profile on ClearPass is set up with an IETF:session delay.
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Correct Answer: A

QUESTION 7

Refer to the exhibit: You are doing a ClearPass PoC at a customer site with a single Aruba Mobility Controller. The
customer asked for a demonstration of a simple Web Login functionality. You used a service template to create the
guest services. During testing, the user gets redirected back to the weblogin page with an Authentication failed
message. The guest configurations on the Aruba Mobility Controller are configured correctly. Why would the guest fail to
authenticate successfully?
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A. The authentication source mapped in the service is incorrect, it should be mapped as (Guest Device Repository]
[Local SQL DB].

uw I.m i Wﬁ%
WL

B. The username and/or password used for authentication is incorrect Re-enter the correct password on the weblogin
page.

C. The username used for authentication does not exist in the Guest User Database Create a new user and
authenticate again.

D. The Unique-Device-Count does not allow any Client devices. Update the Enforcement policy condition: Unique-
Device-Count.

Correct Answer: A

QUESTION 8

Where is the following information stored in ClearPass?
1.

Roles and Posture for Connected Clients
2.

System Health for OnGuard

3.

Machine authentication State

4,

CoA session info

5.

Mapping of connected clients to NAS/NAD
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A. Multi-Master cache

B. Endpoint database

C. insight database

D. ClearPass system cache

Correct Answer: D

QUESTION 9
What is the Open SSID (otherwise referred to as Dual SSID) Onboard deployment service workflow?

A. OnBoard Pre-Auth Application service, OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service

B. OnBoard Pre-Auth RADIUS service. OnBoard Authorization Application service. OnBoard Provisioning RADIUS
service

C. OnBoard Authorization Application service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service

D. OnBoard Authorization RADIUS service, OnBoard Pre-Auth Application service, OnBoard Provisioning RADIUS
service

Correct Answer: C

QUESTION 10

Refer to the exhibit:
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The customer complains that the user shown cannot log into the ClearPass Server as an administrator using the [Policy
Manager Admin Network Login Service]. What could be the reason for this?

A. The user might be used for a TACACS authentication

B. The account created does not fit this purpose.

C. The mapping on the role should be changed to [RADIUS Super Admin]
D. The local user authentication might be disabled

Correct Answer: B
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