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QUESTION 1

When a third party Mobile Device Management server is integrated with ClearPass, where is the endpoint information
from the MDM server stored in ClearPass?

A. Endpoints repository

B. Onboard Device repository

C. MDM repository

D. Guest User repository

E. Local User repository

Correct Answer: A

A service running in CPPM periodically polls MDM servers using their exposed APIs. Device attributes obtained from
MDM are added as endpoint tags. Profiler related attributes are send to profiler which uses these attributes to derive

final profile. References: ClearPass Profiling TechNote (2014), page 23 https://community.arubanetworks.com/aruba/att
achments/aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 2

Refer to the exhibit.

Filrer:|RoIe [: contains |employee | [+ ﬂ Clear Filter

# UserID 4 Name Role
ik john john [Employee]
2. mike mike [Employee]
3. neil neil [Employee]

Showing 1-3 of 3

Based on the Local User repository in ClearPass shown, which Aruba firewall role will be assigned to "mike" when this
user authenticates Aruba Controller?

A. We can\\'t know this from the screenshot above.
B. mike

C. Employee

D. john

Correct Answer: A
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QUESTION 3

What is the purpose of RADIUS CoA (RFC 3576)?

A. to force the client to re-authenticate upon roaming to a new Controller

B. to apply firewall policies based on authentication credentials

C. to validate a host MAC address against a whitelist or a blacklist

D. to authenticate users or devices before granting them access to a network
E. to transmit messages to the NAD/NAS to modify a user\\'s session status

Correct Answer: E

CoA messages modify session authorization attributes such as data filters. References:

https://tools.ietf.org/html/rfc3576

QUESTION 4

Refer to the exhibit.

La] e : ue
Selgct Templiate. L R |
e
e e ity Encipoint Devic ol atsgony '\-Jr
E redprtatt Dt el arne
Coardana boa Algon i
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futen = el oy P i et WA Vit i
A - Presseet =] COUALS = RADLS
Haa - Pisteror Oarvn = | EQUALS =1 105 3700 =i
Which types of records will the report shown display?
A. all RADIUS authentications from the 10.8.10.100 NAD to ClearPass
B. all failed RADIUS authentications through ClearPass
C. only Windows devices that have authenticated through the 10.8.10.100 NAD
D. all successful RADIUS authentications through ClearPass
E. all successful RADIUS authentications from the 10.8.10.100 NAD to ClearPass
Correct Answer: A
QUESTION 5
Refer to the exhibit.
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Administration » Server Manager » Server Configuration

Server Configuration

Cluster-Wide Parameters @
General Cleanup Intervals Notifications Standby Publisher Virtual IP Configuration

Parameter Name Parameter Value Default Value
Enable Publisher Failover | TRUE EI FALSE
Designated Standby Publisher | cp82.clearpass IEI 0
Failover Wait Time | 10 |E| minutes 10

Restore Defaults m m

Which statements accurately describe the cp82 ClearPass node? (Select two.)

A. It becomes the Publisher when the primary Publisher fails.

B. It operates as a Publisher in the same cluster as the primary Publisher when the primary is active.
C. It operates as a Publisher in a separate cluster when the Publisher is active.

D. It operates as a Subscriber when the Publisher is active.

E. It stays as a Subscriber when the Publisher fails.

Correct Answer: AD

ClearPass Policy Manager allows you to designate one of the subscriber nodes in a cluster to be the Standby Publisher,
thereby providing for that subscriber node to be automatically promoted to active Publisher status in the event that the

Publisher goes out of service. This ensures that any service degradation is limited to an absolute minimum.
When a Publisher failure is detected, the designated subscriber node is promoted to active Publisher status.
References:

http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster%20Deployment/Sta
ndby_publisher.htm

QUESTION 6

Which components can use Active Directory authorization attributes for the decision-making process? (Select two.)
A. Profiling policy

B. Certificate validation policy

C. Role Mapping policy
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D. Enforcement policy
E. Posture policy

Correct Answer: CD

C: Role Mappings Page - Rules Editor Page Parameters

Parameter Description

Type Tne rules edltor appears throughaut e Follcy Managar InteTace. It exposes diferentnemespacs dictlonares dependirg on context (Refer o Mamespacec.)
Ir the rele rapping eontex:, Policy Wanager allows attibutaes from fol owing namespaces:
e Appiclion

= Appication:Clearkass
« Autrentizaticn

« Authorization=authoizaton_scurce_instance= - Fol cy Managershows each instance ofthe authotizaton source for whicy attibutes have been configured to be fatchec.
{Sce Adding and Modifying Aathentcation Sources). Galy thosc attr butes thathave been corfigured lo oc fetched are showr in the altributes drop cowr list.

Connecton

Liate

Devece

Fnrlarint

GuestUszar

Hog:

Leocallszr

Cnboarc

1ACALE

RADIUS - All enzbled RADIUS vendor diclionaries.

s s 88

AR RN

Mama Digalayz the drop-down is: of sttiibutes prezentin the selectad namezpaca

Uperato” Lisolays the drop-down 18 of context-apErepnate (with respec: to the atnibute data lype) operators. Op2rators fave the abvious Meaning; for stated d2nnrions of operator
meaning, refe- to Operators.

Value Depeacing or atir bute cata type this may be a free-form (ore or many ling) edit box, & drop-down list, or a timefdate widgst.

D: Enforcement Policy Attributes tab Parameters

Attribute Description

Type: Selectthe type of attributes from the drop-down list

Host See Host Namespaces

l Authentication See Authenfication Mamespaces

Connection See Connection Namespaces

Application See Application Namespace

Radius:IETF See RADIUS Namespaces
Radius:Cisco
Radius:Microsoft
Radius:Avenda
Radius:Aruba

Name The options displayed for the Name aftribute depend on the Type aftribute that was selecied.
Value The options displayed for the Value aftribute depend on the Type and Name atfributes that were selected.
References:

http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_UserGuide/identity/RoleM
appingPolicies.html http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
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CPPM_UserGuide/PolicySim/PS_Enforcement_Policy.htm

QUESTION 7

Refer to the exhibit.

|"l

-
Protected EAP Properties =

When connecting:
[¥] validate server certiticate

| Connect to these servers:

Trusted Root Certification Authorities:

[F] AddTrust External CA Root

[T] america Online Root Certification Authanty 1
[7] certum ca

[ Class 3 Public Primary Certification Authority
[7] class 3 Public Primary Certification Authority
[7] corp-sFODCO1A-CA

[7] corp-sFODCO 1A-CA -
< | — [ =)

[or] »

D Do not prompt user t authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) - | | Corfigure,..

[¥|Enable Fast Reconnect
[ |En‘orce Network Access Protection
|| Disconnect if server does not present oryptobinding TLY

o
| |

| Enable Identity Privacy

| ok || cancl

b 4

Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome of selecting “Validate
server certificate\\'?

A. The server and client will perform an HTTPS SSL certificate exchange.
B. The client will verify the server certificate against a trusted CA.
C. The client will send its private key to the server for verification.

D. The server will send its private key to the client for verification.
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E. The client will send its certificate to the server for verification.

Correct Answer: B

QUESTION 8

Refer to the exhibit.

Summary Service Authentication |0 0 Enforcement
Authentication Methads: . [[eapPeEaPr] = Ty
(EAP TS S ieboes

[EAP MSCHAPVZ]

Ramovo

View Datalls

Modify

L1

-—Select to Add—

Authentication Sources: . [Local User Repository| [Local SQL DB]
rernotaiab AD [Active Directoryl

Based on the Authentication sources configuration shown, which statement accurately describes the outcome if the user
is not found?

A. If the user is not found in the remotelab AD but is present in the local user repository, a reject message is sent back
to the NAD.

B. If the user is not found in the local user repository but is present in the remotelab AD, a reject message is sent back
to the NAD.

C. If the user is not found in the local user repository a reject message is sent back to the NAD.

D. If the user is not found in the local user repository and remotelab AD, a reject message is sent back to the NAD.
E. If the user is not found in the local user repository a timeout message is sent back to the NAD.

Correct Answer: D

Policy Manager looks for the device or user by executing the first filter associated with the authentication source.

After the device or user is found, Policy Manager then authenticates this entity against this authentication source. The
flow is outlined below:

1.

On successful authentication, Policy Manager moves on to the next stage of policy evaluation, which collects role
mapping attributes from the authorization sources.

2.

Where no authentication source is specified (for example, for unmanageable devices), Policy Manager passes the
request to the next configured policy component for this service.

3.
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If Policy Manager does not find the connecting entity in any of the configured authentication sources, it rejects the
request.

References: ClearPass Policy Manager 6.5 User Guide (October 2015), page 134 https://community.arubanetworks.co
m/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%?2

OGuide.pdf

QUESTION 9

Refer to the exhibit.

Configuration » Identity » Role Mappings = Edit - [Guest Roles]
Role Mappings - [Guest Roles]

oo O
| Rules Evaluation Aigarithm: ® Seilect ﬁ;sl: match .‘D Select all matches
| Role Mapping Rules:

 Conditions . : Sl Role Name
_1| CEl (Guastuser:Role 1D i _E.r-:cntractorj
2| {GuestUg.}er:Roie-..ID EOLEALS 2 [Guest]
3z} (Guestuser:Role 1D £ 5 3) Employee]
4: {Guegtﬂser:ﬁéi‘e‘ll} E £ Test guest role creation
EETETSE . [ wowos [ wowoows |

Based on the Guest Role Mapping Policy shown, what is the purpose of the Role Mapping Policy?
A. to display a role name on the Self-registration receipt page

B. to send a firewall role back to the controller based on the Guest User\\'s Role ID

C. to assign Controller roles to guests

D. to assign three roles of [Contractor], [Guest] and [Employee] to every guest user

E. to create additional account roles for guest administrators to assign to guest accounts

Correct Answer: C

QUESTION 10

Refer to the exhibit.
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Configuration » Enforcement » Policies » Edit - Vlan enforcement

Enforcement Policies - Vlan enforcement

Enforcement Rules

Enforcement:
Name: Vlan enforcement
Description:
Enforcement Type: RADIUS
Default Profile: Internet VLAN
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1. (Tips: Role EQUALS Enginger Full Access VLAN

AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday,
Wednesday, Thursday, Friday)
AND (Connection:Protocol EQUALS RADIUS)

2. (Tips: Role EQUALS Manager) Full Access VLAN
AND (Connection:Protocol BELONGS_ TO RADIUS, TACACS,
WEBAUTH, Application)

3. (Tips: Role EQUALS Enginzer Employee VLAN
AND (Connection:Protocol BELONGS _ TO WEBAUTH,]

Based on the Policy configuration shown, which VLAN will be assigned when a user with ClearPass role Engineer
authenticates to the network successfully on Saturday using connection protocol WEBAUTH?

A. Full Access VLAN
B. Employee VLAN
C. Internet VLAN

D. Deny Access

Correct Answer: B

QUESTION 11

Refer to the exhibit.
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rqonitcring » Event Viewer
Event Viewer

Filter:| Source ~ [=lcontains RADIUS T R e m Clear Filter

_ﬁs}_— Source Level Category
1. RADIUS ERROR Authentication

System Event Details

Source RADIUS
L-'Evei ERROR
Category  Authentication >
Action Unknown
. Timestamp May 09, 2013 23:29:31 UTC
' Level ERROR
Catei;m}r e : _-;.;Ju'lentlcatmn
Action Unknown
Timestamp May 09, 2013 23:29:31 UTC
Description Receved packet from 10.8.10.100 with invalid Mesbage-

Authenticator! (Shared secret is incorrect.)

Close

The ClearPass Event Viewer displays an error when a user authenticates with EAP-TLS to ClearPass through an Aruba
Controller Wireless Network. What is the cause of this error?

A. The controller\\'s shared secret used during the certificate exchange is incorrect.
B. The NAS source interface IP is incorrect.

C. The client sent an incorrect shared secret for the 802.1X authentication.

D. The controller used an incorrect shared secret for the RADIUS authentication.
E. The client\\'s shared secret used during the certificate exchange is incorrect.

Correct Answer: D

QUESTION 12

Refer to the exhibit.
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m Policy Mapping Rules

Policy:

Policy Name: WLAN role mapping
Description:

Default Role: [Guest]

Mapping Rules:

Rules Evaluation Algorithm:  First applicable
Conditions

1. (Authorization:remotelab AD:Department EQUALS Product Management)

OR (Authorization:remotelab AD:UserDN EQUALS Executive)
2. (Authorization:[Endpoints Repository]:OS Family EQUALS IGNORE_CASE Windows)
3. (Authorization:[Endpoinis Repository]:Category CONTAINS SmartDevice)

AND (Authorization:[Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
4. (Authorization:remotelab AD:Department EQUALS HR)

OR (Connection:NAD-IP-Address BELONGS _TO_GROUP HQ)
OR (Date:Day-of-week NOT_BELONGS_TO Saturday, Sunday)

5. (Host:0SType CONTAINS Fedora)
OR (Host:05Type CONTAINS Redhat)
OR (Host:0SType CONTAINS Ubuntu)
6. (Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD)

Role Name
Executive

Vendor
i0S Device

HR Local

Linux User

Remote Employee

An AD user\\'s department attribute value is configured as "QA". The user authenticates from a laptop running MAC OS

X. Which role is assigned to the user in ClearPass?
A. HR Local

B. Remote Employee

C. [Guest]

D. Executive

E. I0S Device

Correct Answer: C

None of the Listed Role Name conditions are met.

QUESTION 13

Refer to the exhibit.
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— Start Here E s " . : S .
-?_ * unlque Device Credantlals: | waen chezked, the username is preficed ta the davics's PEAP credertials.
- r_“-:-} Certificate Authoritize This unique set of credentia = is used toicentify the user ard device on the nztwaerl:.
[+l ‘é_'u Managament and Control Authorization
m E}’ Configuratior These opsicns contro how 3 device is authorzed during pravis oning.
= "E’,T Daployment and Erovisioning * puthorization Method: | --P® Auth — check using Aniba Applicaticn Athentication v |
| Select the metho ceed Lo cullor 2o devices,
\— =) Startllere
| oo i i * Confiquration Prodile: | LSBUIPOIIE ¥
\ﬁ Cenfiyur alion Profiles SANIRENOI LIS Select the corfiguration profile that wll be prov sioned to devices.
B &1 Provisloning Settings
; i * Maximum Devices: - A - =
E‘ Selt-Servicz Portal ; The maximum rumber of devices tha: a Lser may provision. Use O for urlimited.

Based on the configuration for ‘'maximum devices\\' shown, which statement accurately describes its settings?
A. The user cannot Onboard any devices.

B. It limits the total number of devices that can be provisioned by ClearPass.

C. It limits the total number of Onboarded devices connected to the network.

D. It limits the number of devices that a single user can Onboard.

E. It limits the number of devices that a single user can connect to the network.

Correct Answer: D

QUESTION 14

Refer to the exhibit.

Search
Search Type ® Search All Records @ Search Reports © Search Alerts
Selact Template RADIUS Faled Autenscatons [l | Croote Report |
® amp © OR
aiand At - | Protacel [=] EQUAlS 5] RAOS |
Auth - Entot Code [=] NOT_EQUALS [=] | | =
Salact data rangs From : 20130620 1838562 | To : | 2030529 18365

002446650614 DDZ4dBE5LS 1A 10.8.10.100 Failwl to clagsify reguest Lo senvice

D02 406450610 0024 d565b61a 10.8,10.100 Fadad to classify reguast £o service

An administrator configured a service and tested authentication, but was unable to complete authentication successfully.
The administrator performs a Search using insight and the information displays as shown. What is a possible reason for
the ErrorCode "Failed to classify request to service\\' shown?

A. The user failed authentication due to an incorrect password.

B. ClearPass could not match the authentication request to a service, but the user passed authentication.

C. ClearPass service authentication sources were not configured correctly.
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mE B

D. The NAD did not send the authentication request.
E. ClearPass service rules were not configured correctly.

Correct Answer: E

QUESTION 15

Refer to the exhibit.

Configuration » Authentication » Sources » Add - remotelab AD

Authentication Sources - remotelab AD

Summary General Primary

Specify filter queries used to fetch authentication and authorization attributes.
Filter Name Attribute Name Alias Name Enabled as

1. Authentication dn UserDN -
department Department Role, Attribute
title Title Attribute
company company -
memberOf memberOf Role, Attribute
telephoneNumber Phone Attribute
mail Email Attribute

Based on the Attribute configuration shown, which statement accurately describes the status of attribute values?

A. Only the attribute values of department and memberOf can be used in role mapping policies.

B. The attribute values of department, title, memberOf, telephoneNumber, and mail are directly applied as ClearPass.
C. Only the attribute value of company can be used in role mapping policies, not the other attributes.

D. The attribute values of department and memberOf are directly applied as ClearPass roles.

E. Only the attribute values of title, telephoneNumber, and mail can be used in role mapping policies.

Correct Answer: D
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