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QUESTION 1

In which stage of the Onboard process is the enterprise\\'s root certificate installed on the iOS device?
A. During EAP authentication

B. Provisioning

C. Authentication

D. Pre-provisioning

E. Authorization

Correct Answer: D

Reference: https://www.slideshare.net/ArubaNetworks/onboard-deployment-guide-396(slide 15)

QUESTION 2

What must a network administrator configure on ClearPass to enable RADIUS authentication with a network access
device (NAD)\\'? (Select two.)

A. An NTP server needs to be set up on the NAD

B. The ClearPass server certificate must be installed on the NAD

C. A shared secret must be configured on the ClearPass server and NAD

D. The ClearPass server must have the network device added as a valid NAD
E. A bind usemame and bind password must be provided

Correct Answer: CD

QUESTION 3

When a role mapping policy should be used in an 802.1x service with Active Directory as the authentication source?
A. When you want to send roles from the AD user to enforcement policies directly from AD attributes.

B. When you want to send Aruba firewall roles back to the Aruba Network Access Drive.

C. When you want to translate and combine AD attributes into ClearPass roles.

D. When you want to enable attributes as roles directly without combining multiple attributes

Correct Answer: A
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QUESTION 4

Select three elements that are part of the authorization process. (Choose three.)
A. Send a RADIUS accept to the Access device.

B. Verify client credentials against your account.

C. Determine posture status.

D. Validate the user account attributes.

E. Filter by endpoint device type.

Correct Answer: ABD

QUESTION 5

A customer wants to use the OS information of devices in the Enforcement policy. Which source should be added as an
authorization source?

A. OnGuard Repository
B. Guest User Repository
C. Local User Repository
D. Endpoints Repository
E. Active Directory

Correct Answer: D

QUESTION 6

Which device uses the Quick Connect method of Onboarding? (Select two.)
A. iPad

B. iPhone

C. Windows

D. blackberry

E. Android

Correct Answer: CE

Reference: http://www.primecominc.com/wp-content/uploads/2015/11/Conquering-todays-BYOD-
challangeswhitepaper.pdf
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QUESTION 7

Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client?
A. Healthy

B. Checkup

C. Unknown

D. Remediate

E. Infected

Correct Answer: B

QUESTION 8

You have Guest Self-Registration with Internal Sponsorship configured and wish to send users their
credentials automatically.

Which options need to be enabled? (Choose two.)

A. Configure the receipt page actions to send a receipt.

B. Configure the receipt page form to include the Guest Username and password.

C. Configure an Email Server in ClearPass Guest Administration.

D. Configure the Sponsor Confirmation Settings to send an email receipt to the Guest.

E. Configure an Email Server in ClearPass Policy Manager Administration.

Correct Answer: AB

QUESTION 9

A customer would like to authenticate employees using a captive portal guest web login page. Employees
should use their AD credentials to login on this page.

Which statement is true?

A. Employees must be taken to a separate web login page on the guest network.

B. The customer needs to add second guest service in the policy manager for the guest network.

C. The customer needs to add the AD server as an authentication source in a guest service.

D. The customer needs to add the AD servers RADIUS certificate to the guest network.
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Correct Answer: C

QUESTION 10

What are two ways that devices can download the Onboard provisioning profile and credentials from ClearPass?
(Choose two.)

A. from the Android market
B. Over-the-Air API

C. download from iTunes
D. Bonjour

Correct Answer: BD

QUESTION 11

Refer to the exhibit.

Service One

Service Rule
015

Operator

1. Radius: IETF NAS-Port-Type EQUALS Ethernet(13) '
%. Egﬁwesﬂ tll'EnTF %ESTEC&TYPE BELONGS_TO  Login-User(1), Framed-User~

AL EQUALS (2), Authenticate-Only (B)
Service Two Secure-Corporate

Service Rule
Operator

TE- Eagius: IEF EAS_—Pnflt_—T?pE EQUALS Wireless-802.11 (19)
. Radius: ervice-Type _ .
3 Connection 33D e EEIL_J?&PIES_TD Lngln—U5er{_1 ), Framed-User
(2), Authenticate-Only (B) =
Service Three secure-coroporate
Service Rule
' Operator

12. Eagius: IEE EJAS_-Fant-Type EQUALS Wireless-802.11 (19)
- Radius: ervice- BELONGS_TO - "
3. Connection Client—!'ﬂamdress NOT EQUALS Login-User(1), Framed-User

(2), Authenticate-Chnly (B)
Yo{Radius IETF User-Name}

A user connects to an Aruba Access Point wireless SSID named "Secure-Corporate” and performs an 802.1X
authentication with ClearPass as the authentication server. Based on this service configuration, which service will be

triggered?

A. Service Three
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B. Service Two
C. No service will be triggered.
D. Service One

Correct Answer: A

QUESTION 12

How is ClearPass enabled to perform DHCP profiling for devices in a network?

A. by enabling a port mirror on the network access device to mirror all user traffic toClearPass

B. by enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass
C. by enabling the "DHCP ignore\\' feature on network access devices

D. by configuring ClearPass as a secondary DHCP server on the client

E. by enabling profiling on ClearPass; configuration of the network access devices is not necessary
Correct Answer: B

Reference: https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/ClearPass %
20Profiling%20TechNote.pdf

QUESTION 13

When enforcement action is used in ClearPass to bounce a client?
A. Webpage redirect

B. ACL

C. VLAN attribute

D. RADIUS VSA

E. RADIUS CoA

Correct Answer: E

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this.

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/td- p/243252

QUESTION 14

Which Authorization Source supports device profile enforcement?
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A. Local User Repository
B. OnGuard Repository
C. Endpoints Repository

D. Guest User Repository

Correct Answer: A

QUESTION 15

Refer to the exhibit.

Join AD Domalin Q

Join domain failed
LINTW T TELWLHICU LIS 1YL | DEAAD 11I3Ne I naLimmma
INFO - Creating domain directories for "TRAINING'
Enter cppm-admin's password:
Kinit succeeded but ads_sasl_spnego_krb5_bind failed: Unspecified GSS
failure. Minor code may provide more information : Clock skew too great
Failed to join domain: failed to connect to AD: Unspecified GSS
failure. Minor code may provide more information Clock skew too great
INFO - Restoring smb configuration
INFO - Restoring krbS configuration file
INFQ - Deleting domain directories for TRAINING'
ERROR - cpe6.5-F-14 failed to join the domain
TRAINING.ARUBANETWORKS.COM with domain controller as dc-1.training
Join domain failed

m“m{u‘ I fi:éiié[??':f':i;téa;g;is*":f'1 I ,&..;j
ﬂt! . I i ) 3.".!:';.'!*!!;1‘.55.;-"'.-5:;':Efi-fi_i' la bt H- IR

Based on the information shown, why did the Joining AD fail?

A. the GSS is wrong

B. the wrong FQDN of the AD was entered while joining

C. thewrong domain name was selected while joining the AD

D. there is a clock difference between ClearPass and AD servers

E. there is an IP communication issue
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Correct Answer: D
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