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QUESTION NO: 1

Why are job accounting audit trails useful for imaging and printing devices?

A. They restrict the use of color printing as needed.

B. They demonstrate that printers are being used.

C. They demonstrate that regulatory compliance is taking place.
D. They are used in accountant offices during tax season.

Answer: A

QUESTION NO: 2

Why must the imaging and printing environment be secure?

A. Most imaging and printing devices are no longer simple network appliances.

B. Most imaging and printing devices are network appliances and need protection from physical
theft.

C. NIST (National Institute of Standards and Technologies) requires it.

D. IEEp2600 standards require it.

Answer: A

QUESTION NO: 3

What are components in the HP Imaging and Printing Security framework? (Select four.)

. Secure your data.
. Secure your printing devices.
. Protect your printed documents.
. Improve workflow through authenticating network devices.
. Reduce network traffic.
. Monitor and manage your printing fleet.
. Enable print job tracking and accounting.
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Answer: A,B,C,D



QUESTION NO: 4
Why is job accounting information gathered and utilized for billing and pay-for-use?

(Select three.)

A. to aid in installing, configuring and managing printer fleets remotely

B. to demonstrate that a company is making efforts to protect information

C. to gather data so it can be encrypted for security reasons

D. to track network usage and make network telephony changes

E. to show proof of compliance to regulators

F. to detect abuse of information sharing and digital communication outside the company
G. to create an electronic workflow for archiving hard copies

Answer: C,D,F

QUESTION NO: 5

Which competitive advantages does HP offer for security when combined with printing and
imaging devices? (Select three.)

A. HP approaches security holistically.

B. HP partners with hacker organizations.

C. HP is the undeniable expert in securing and backing up networked data.

D. HP Web Jetadmin is the industry leading utility for managing imaging and printing devices.
E. HP is the undisputed leader in imaging and printing.

F. HP encrypts all printer data before sending it across a network.

Answer: A,C,E

QUESTION NO: 6

What happens as the result of inconsistent security methods from multiple print vendors in an
imaging and printing environment?

A. There is a reduction in IT spending.



B. IT departments can easily manage and monitor security across the imaging and printing
environment.

C. Overall system security is weakened.

D. Companies are forced to be more accountable for how information is managed, shared and
archived overtime.

Answer: C

QUESTION NO: 7

What are the advantages of paper-based assets? (Select three.)
A. easier to carry

B. easier to create

C. easier to copy

D. inexpensive to create

E. easier to read

F.

G.

easier to work on and make notations
easier to store and retrieve

Answer: C,E,G

QUESTION NO: 8

How can people easily find information on how to hack into unsecured printers?

A. by searching the Internet

B. by searching www.hp.com

C. by searching on the word "hacking" on the NIST website
D. by using the Microsoft Windows Vista Help menu

Answer: A

QUESTION NO: 9

What does HP leadership in the imaging and printing marketplace help resellers to do?



A. access a large installed HP customer base

B. charge higher prices for hardware

C. empower customers to easily determine which solutions best meet their needs
D. Keep security issues quiet so customers do not get upset

Answer: C

QUESTION NO: 10

Why imaging and printing security is often not included in internal security standards?

A. There is a lack of awareness about imaging and printing security.
B. Itis not a risk.

C. It is expensive to secure.

D. Itis difficult to find information on hacking these devices.

Answer: A

QUESTION NO: 11

Which organization provides a more credible means to determine the overall level of security
provided by an imaging and printing device?

A. Common Criteria Certification

B. National Institute of Standards and Technologies (NIST)
C. EEEp2600

D. Access Control List (ACL)

Answer: B

QUESTION NO: 12

Which regulation forces companies to publish a Security Target document about their products?

A. Common Criteria Certification process



B. National Institute of Standards and Technologies (NIST)
C. Sarbanes Oxley legislation
D. Health Insurance Portability Protection Act

Answer: A

QUESTION NO: 13
Which statement is true about the security checklist for HP MFPs on the National Institute of

Standards and Technologies (NIST) website?

A. It lists the security features customers are asking for in future products.

B. It is the first available hardcopy product checklist from any printer manufacturer.
C. It contains competitor's device security features for easy comparison.

D. It shows all encryption methods currently being used by HP.

Answer: B

QUESTION NO: 14

You ask your customer "Do you currently manage your imaging and printing devices?"
What is the reason you asked this question?

A. to determine if the customer understands the importance of printer fleet management
B. to help you determine if the customer is using HP Web Jetadmin or a competitive tool
C. to identify potential opportunities for user and/or device authentication

D. to help you better understand the customer's current state with regard to imaging and printing
security

Answer: D

QUESTION NO: 15

Why should companies be concerned with imaging and printing security? (Select two.)



A. HP Printers and HP MFPs are intelligent devices, unlike the competitor's products.

B. Like servers and desktops, printers and MFPs are vulnerable to attack if steps are not taken to
secure their environment.

C. Critical business workflows are dependent on printers and MFPs; if printers and MFPs are
hacked, revenue is lost.

D. Like servers and desktops, printers can be easily removed from a company if not secured to the
floor or wall.

Answer: B,C

QUESTION NO: 16

Why be concerned about imaging and printing security?

A. Government regulations force security policies on most businesses.

B. Resellers can make a large volume of device sales by selling security solutions.

C. Many dollars are spent on undetected imaging and printing abuse.
D. IT managers know the importance of securing their network printing devices.

Answer: D

QUESTION NO: 17

Why partner with HP for securing your imaging and printing environment? (Select three.)

A. HP has a proven framework for meeting imaging and printing security needs.

B. HP has the only IEEEp2600 security certification in the industry.

C. HP has a worldwide reputation as a technology expert.

D. HP has built in AES and DES encryption on every product.

E. HP offers the most imaging and printing devices having earned a Common Criteria Certification.
F. HP offers a coordinated range of capabilities.

Answer: A,C,E

QUESTION NO: 18 DRAG DROP



What is the access priority when multiple hard disks are installed in an HP imaging and printing

device?
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Answer:




QUESTION NO: 19

HP MFPs are factory pre-configured with which settings?

A. All printing protocols, management features and control panel options are enabled
B. Printing protocols are enabled, but all management features are disabled.

C. Control panel lock is enabled, but all printing protocols are disabled.

D. All printing protocols and management features are disabled.

Answer: A

QUESTION NO: 20
Which statement is true about the act of reducing network risk by closing down device security

holes?

A. It is a value-added selling point when discussing security with your customers.
B. It is a concern when implementing imaging and printing security for customers.
C. It requires the customer to invest in additional IT staff to manage.

D. It is a benefit of implementing imaging and printing security for customers.

Answer: D

QUESTION NO: 21

Which HP Imaging and Printing device security feature meets Department of Defense standard
DOD 5220-2.M?

A. HP IPSec/Firewall

B. Control Panel Access lock
C. HP Access Control

D. Secure Sanitize Disk Erase

Answer: D

QUESTION NO: 22

What is the value of pull printing? (Select two.)



A. Only a user with proper identification can retrieve a job.

B. All jobs can be tracked.

C. Jobs can be retrieved at any pull print enabled device of your choice.

D. Any user can access any print job stored on the print server from any printer.
E. All jobs are archived before being sent to the printer.

Answer: B,C

QUESTION NO: 23

How is applying file system security on an HP MFP categorized?
A. monitor and manage your printing fleet

B. secure your data

C. protect your printed documents
D. secure your printing devices

Answer: B

QUESTION NO: 24

What does authentication at the MFP front panel restrict access to? (Select two.)

A. Copying

B. Printing

C. Home Screen menu

D. Digital Sending functions
E. Changing media

Answer: A,B
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