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QUESTION 1

In Transparent Mode, forward-domain is an attribute of ______________. 

A. an interface 

B. a firewall policy 

C. a static route 

D. a virtual domain 

Correct Answer: A 

 

QUESTION 2

In order to load-share traffic using multiple static routes, the routes must be configured with ... 

A. the same distance and same priority. 

B. the same distance and the same weight. 

C. the same distance but each of them must be assigned a unique priority. 

D. a distance equal to its desired weight for ECMP but all must have the same priority. 

Correct Answer: A 

 

QUESTION 3

Which of the following is an advantage of using SNMP v3 instead of SNMP v1/v2 when querying the FortiGate unit? 

A. Packet encryption 

B. MIB-based report uploads 

C. SNMP access limits through access lists 

D. Running SNMP service on a non-standard port is possible 

Correct Answer: A 

 

QUESTION 4

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 
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B. Using a hub and spoke topology simplifies configuration. 

C. Using a hub and spoke topology provides stronger encryption. 

D. Using a hub and spoke topology reduces the number of tunnels. 

Correct Answer: BD 

 

QUESTION 5

An administrator configures a VPN and selects the Enable IPSec Interface Mode option in the phase 1 settings. 

Which of the following statements are correct regarding the IPSec VPN configuration? 

A. To complete the VPN configuration, the administrator must manually create a virtual IPSec interface in Web Config
under System > Network. 

B. The virtual IPSec interface is automatically created after the phase1 configuration. 

C. The IPSec policies must be placed at the top of the list. 

D. This VPN cannot be used as part of a hub and spoke topology. 

E. Routes were automatically created based on the address objects in the firewall policies. 

Correct Answer: B 

 

QUESTION 6

What advantages are there in using a fully Meshed IPSec VPN configuration instead of a hub and spoke set of IPSec
tunnels? 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a full mesh topology simplifies configuration. 

C. Using a full mesh topology provides stronger encryption. 

D. Full mesh topology is the most fault-tolerant configuration. 

Correct Answer: D 

 

QUESTION 7

In HA, the option Reserve Management Port for Cluster Member is selected as shown in the Exhibit below. 
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Which of the following statements are correct regarding this setting? (Select all that apply.) 

A. Interface settings on port7 will not be synchronized with other cluster members. 

B. The IP address assigned to this interface must not overlap with the IP address subnet assigned to another interface. 

C. Port7 appears in the routing table. 

D. A gateway address may be configured for port7. 

E. When connecting to port7 you always connect to the master device. 

Correct Answer: AD 

 

QUESTION 8

Which of the following statements is correct regarding the NAC Quarantine feature? 

A. With NAC quarantine, files can be quarantined not only as a result of antivirus scanning, but also for other forms of
content inspection such as IPS and DLP. 

B. NAC quarantine does a client check on workstations before they are permitted to have administrative access to
FortiGate. 

C. NAC quarantine allows administrators to isolate clients whose network activity poses a security risk. 

D. If you chose the quarantine action, you must decide whether the quarantine type is NAC quarantine or File
quarantine. 

Correct Answer: C 

 

QUESTION 9

A FortiGate administrator configures a Virtual Domain (VDOM) for a new customer. After creating the VDOM, the
administrator is unable to reassign the dmz interface to the new VDOM as the option is greyed out in Web Config in the
management VDOM. 

What would be a possible cause for this problem? 

A. The dmz interface is referenced in the configuration of another VDOM. 

B. The administrator does not have the proper permissions to reassign the dmz interface. 
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C. Non-management VDOMs can not reference physical interfaces. 

D. The dmz interface is in PPPoE or DHCP mode. 

E. Reassigning an interface to a different VDOM can only be done through the CLI. 

Correct Answer: A 

 

QUESTION 10

Which of the following statements correctly describe Transparent Mode operation? (Select all that apply.) 

A. The FortiGate unit acts as transparent bridge and routes traffic using Layer-2 forwarding. 

B. Ethernet packets are forwarded based on destination MAC addresses NOT IPs. 

C. The device is transparent to network hosts. 

D. Permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

E. All interfaces must be on different IP subnets. 

Correct Answer: ABCD 

 

QUESTION 11

Review the IKE debug output for IPsec shown in the Exhibit below. 

Which one of the following statements is correct regarding this output? 

A. The output is a Phase 1 negotiation. 

B. The output is a Phase 2 negotiation. 

C. The output captures the Dead Peer Detection messages. 

D. The output captures the Dead Gateway Detection packets. 

Correct Answer: C 
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QUESTION 12

Examine the static route configuration shown below; then answer the question following it. 

config router static edit 1 set dst 172.20.1.0 255.255.255.0 set device port1 set gateway 172.11.12.1 set distance 10 set
weight 5 next edit 2 set dst 172.20.1.0 255.255.255.0 set blackhole enable set distance 5 set weight 10 next end 

Which of the following statements correctly describes the static routing configuration provided? (Select all that apply.) 

A. All traffic to 172.20.1.0/24 will always be dropped by the FortiGate unit. 

B. As long as port1 is up, all the traffic to 172.20.1.0/24 will be routed by the static route number 

1. If the interface port1 is down, the traffic will be routed using the blackhole route. 

C. The FortiGate unit will NOT create a session entry in the session table when the traffic is being routed by the
blackhole route. 

D. The FortiGate unit will create a session entry in the session table when the traffic is being routed by the blackhole
route. 

E. Traffic to 172.20.1.0/24 will be shared through both routes. 

Correct Answer: AC 

 

QUESTION 13

Which of the following methods does the FortiGate unit use to determine the availability of a web cache using Web
Cache Communication Protocol (WCCP)? 

A. The FortiGate unit receives periodic "Here I am" messages from the web cache. 

B. The FortiGate unit polls all globally-defined web cache servers at a regular intervals. 

C. The FortiGate using uses the health check monitor to verify the availability of a web cache server. 

D. The web cache sends an "I see you" message which is captured by the FortiGate unit. 

Correct Answer: C 

 

QUESTION 14

A network administrator needs to implement dynamic route redundancy between a FortiGate unit located in a remote
office and a FortiGate unit located in the central office. 

The remote office accesses central resources using IPSec VPN tunnels through two different Internet providers. 

What is the best method for allowing the remote office access to the resources through the FortiGate unit used at the
central office? 

A. Use two or more route-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 

B. Use two or more policy-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 
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C. Use route-based VPNs on the central office FortiGate unit to advertise routes with a dynamic routing protocol and
use a policy-based VPN on the remote office with two or more static default routes. 

D. Dynamic routing protocols cannot be used over IPSec VPN tunnels. 

Correct Answer: A 

 

QUESTION 15

In the case of TCP traffic, which of the following correctly describes the routing table lookups performed by a FortiGate
unit when searching for a suitable gateway? 

A. A look-up is done only when the first packet coming from the client (SYN) arrives. 

B. A look-up is done when the first packet coming from the client (SYN) arrives, and a second is performed when the
first packet coming from the server (SYNC/ACK) arrives. 

C. A look-up is done only during the TCP 3-way handshake (SYNC, SYNC/ACK, ACK). 

D. A look-up is always done each time a packet arrives, from either the server or the client side. 

Correct Answer: B 
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