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QUESTION 1

You are the administrator in charge of a FortiGate unit which acts as a VPN gateway. You have chosen to use Interface
Mode when configuring the VPN tunnel and you want users from either side to be able to initiate new sessions. There is
only 1 subnet at either end and the FortiGate unit already has a default route. 

Which of the following configuration steps are required to achieve these objectives? (Select all that apply.) 

A. Create one firewall policy. 

B. Create two firewall policies. 

C. Add a route for the remote subnet. 

D. Add a route for incoming traffic. 

E. Create a phase 1 definition. 

F. Create a phase 2 definition. 

Correct Answer: BCEF 

 

 

QUESTION 2

The default administrator profile that is assigned to the default "admin" user on a FortGate device
is:____________________. 

A. trusted-admin 

B. super_admin 

C. super_user 

D. admin 

E. fortinet-root 

Correct Answer: B 

 

 

QUESTION 3

Users may require access to a web site that is blocked by a policy. Administrators can give users the ability to override
the block. 

Which of the following statements regarding overrides are cor- rect? (Select all that apply.) 

A. A protection profile may have only one user group defined as an override group. 
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B. A firewall user group can be used to provide override privileges for FortiGuard Web Filtering. 

C. Authentication to allow the override is based on a user\\'s membership in a user group. 

D. Overrides can be allowed by the administrator for a specific period of time. 

Correct Answer: BCD 

 

 

QUESTION 4

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiG- ate Web Config and also
using the CLI. The command used in the CLI to perform this function is __________. 

A. set order 

B. edit policy 

C. reorder 

D. move 

Correct Answer: D 

 

 

QUESTION 5

Which of the following antivirus and attack definition update options are supported by FortiGate units? (Select all that
apply.) 

A. Manual update by downloading the signatures from the support site. 

B. Pull updates from the FortiGate device 

C. Push updates from the FortiGuard Distribution Network. 

D. "update-AV/AS" command from the CLI 

Correct Answer: ABC 

 

 

QUESTION 6

Which of the following network protocols are supported for administrative access to a FortiGate unit? 

A. HTTPS, HTTP, SSH, TELNET, PING, SNMP 

B. FTP, HTTPS, NNTP, TCP, WINS 
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C. HTTP, NNTP, SMTP, DHCP 

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS 

E. Telnet, UDP, NNTP, SMTP 

Correct Answer: A 

 

QUESTION 7

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode? 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer. 

B. The FortiGate unit must use public IP addresses on both the internal and external networks. 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using rk address
translation. 

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network. 

Correct Answer: C 

 

 

QUESTION 8

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

Correct Answer: ABC 

 

QUESTION 9

Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 

C. Virus scanning must be enabled in a UTM security profile and the UTM security profile must be assigned to a firewall
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policy. 

D. Enabling virus scanning in a UTM security profile enables virus scanning for all traffic flowing through the FortiGate
device. 

Correct Answer: C 

 

 

QUESTION 10

SSL content inspection is enabled on the FortiGate unit. 

Which of the following steps is required to prevent a user from being presented with a web browser warning when
accessing an SSL-en- crypted website? 

A. The root certificate of the FortiGate SSL proxy must be imported into the local certificate store on the user\\'s
workstation. 

B. Disable the strict server certificate check in the web browser under Internet Options. 

C. Enable transparent proxy mode on the FortiGate unit. 

D. Enable NTLM authentication on the FortiGate unit. NTLM authentication suppresses the cer- tificate warning
messages in the web browser. 

Correct Answer: A 

 

 

QUESTION 11

Which of the following methods can be used to access the CLI? (Select all that apply.) 

A. By using a direct connection to a serial console. 

B. By using the CLI console window in Web Config. 

C. By using an SSH connection. 

D. By using a Telnet connection. 

Correct Answer: ABCD 

 

QUESTION 12

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received. 

Which of the following statements are possible reasons for this? (Select all that apply.) 
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A. The external facing interface of the FortiGate unit is configured to use DHCP. 

B. The FortiGate unit has not been registered. 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network. 

D. The FortiGate unit is in Transparent mode. 

Correct Answer: ABC 
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