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QUESTION 1

You are working in the security Department of law firm. One of the attorneys asks you about the topic of sending fake
email because he has a client who has been charged with doing just that. His client alleges that he is innocent and that
there is no way for a fake email to actually be sent. You inform the attorney that his client is mistaken and that fake
email is possibility and that you can prove it. You return to your desk and craft a fake email to the attorney that appears
to come from his boss. What port do you send the email to on the company SMTP server? 

A. 10 

B. 25 

C. 110 

D. 135 

Correct Answer: B 

 

QUESTION 2

One technique for hiding information is to change the file extension from the correct one to one that might not be noticed
by an investigator. For example, changing a .jpg extension to a .doc extension so that a picture file appears to be a
document. What can an investigator examine to verify that a file has the correct extension? 

A. the File Allocation Table 

B. the file header 

C. the file footer 

D. the sector map 

Correct Answer: B 

 

QUESTION 3

What is the CIDR from the following screenshot? 
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A. /24A./24A./24 

B. /32 B./32 B./32 

C. /16 C./16 C./16 

D. /8D./8D./8 

Correct Answer: D 

 

QUESTION 4

Microsoft Outlook maintains email messages in a proprietary format in what type of file? 
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A. .email 

B. .mail 

C. .pst 

D. .doc 

Correct Answer: C 

 

QUESTION 5

Which legal document allows law enforcement to search an office, place of business, or other locale for evidence
relating to an alleged crime? 

A. bench warrant 

B. wire tap 

C. subpoena 

D. search warrant 

Correct Answer: D 

 

QUESTION 6

When a file is deleted by Windows Explorer or through the MS-DOS delete command, the operating system inserts
_______________ in the first letter position of the filename in the FAT database. 

A. A Capital X 

B. A Blank Space 

C. The Underscore Symbol 

D. The lowercase Greek Letter Sigma (s) 

Correct Answer: D 

 

QUESTION 7

Sniffers that place NICs in promiscuous mode work at what layer of the OSI model? 

A. Network 

B. Transport 

C. Physical 

D. Data Link 
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Correct Answer: C 

 

QUESTION 8

You should make at least how many bit-stream copies of a suspect drive? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 9

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast
address of his network. What type of DoS attack is James testing against his network? 

A. Smurf 

B. Trinoo 

C. Fraggle 

D. SYN flood 

Correct Answer: A 

 

QUESTION 10

Harold is a web designer who has completed a website for ghttech.net. As part of the maintenance agreement he
signed with the client, Harold is performing research online and seeing how much exposure the site has received so far.
Harold navigates to google.com and types in the following search. link:www.ghttech.net What will this search produce? 

A. All sites that ghttech.net links to 

B. All sites that link to ghttech.net 

C. All search engines that link to .net domains 

D. Sites that contain the code: link:www.ghttech.net 

Correct Answer: B 

 

QUESTION 11
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You have used a newly released forensic investigation tool, which doesn\\'t meet the Daubert Test, during a case. The
case has ended-up in court. What argument could the defense make to weaken your case? 

A. The tool hasn\\'t been tested by the International Standards Organization (ISO) 

B. Only the local law enforcement should use the tool 

C. The total has not been reviewed and accepted by your peers 

D. You are not certified for using the tool 

Correct Answer: C 

 

QUESTION 12

Using Internet logging software to investigate a case of malicious use of computers, the investigator comes across
some entries that appear odd. 

From the log, the investigator can see where the person in question went on the Internet. From the log, it appears that
the user was manually typing in different user ID numbers. What technique this user was trying? 

A. Parameter tampering 

B. Cross site scripting 

C. SQL injection 

D. Cookie Poisoning 

Correct Answer: A 

 

QUESTION 13

What technique is used by JPEGs for compression? 

A. ZIP 
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B. TCD 

C. DCT 

D. TIFF-8 

Correct Answer: C 

 

QUESTION 14

At what layer does a cross site scripting attack occur on? 

A. Presentation 

B. Application 

C. Session 

D. Data Link 

Correct Answer: B 

 

QUESTION 15

You are assigned to work in the computer forensics lab of a state police agency. While working on a high profile criminal
case, you have followed every applicable procedure, however your boss is still concerned that the defense attorney
might question whether evidence has been changed while at the lab. What can you do to prove that the evidence is the
same as it was when it first entered the lab? 

A. make an MD5 hash of the evidence and compare it with the original MD5 hash that was taken when the evidence first
entered the lab 

B. make an MD5 hash of the evidence and compare it to the standard database developed by NIST 

C. there is no reason to worry about this possible claim because state labs are certified 

D. sign a statement attesting that the evidence is the same as it was when it entered the lab 

Correct Answer: A 
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