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QUESTION 1

A company with a multi-node EMC Avamar Data Store has experienced a catastrophic disk failure due to a RAID
controller error on a storage node. Which fault tolerance feature provides protection against data corruption on that
node? 

A. RAID 

B. RAIN 

C. HFSCheck 

D. Checkpoints 

Correct Answer: B 

I am sure answer is NOT A As assessment I was selecting A which is not valid in the results Avamar ensures protection
from disk and data corruption through the use of RAID (redundant array of independent disks). The type of RAID
depends on the particular node type. 

The phases of hfscheck mentioned above run in the following sequence: 1- indexsweep 2- datasweep 3- paritysweep 4-
refcheck During the indexsweep phase, the system confirms the integrity of the index (the index is the "table of
contents" for all the data on the system) and also caches the index entries for each data chunk onto the same disk
where the chunk itself is stored. This is done to improve the performance of later phases of the hfscheck. The
datasweep phase is typically the longest phase of hfscheck. This phase reads each data chunk from the system and
compares the hash of that chunk with the hash that is recorded in the index. This confirms that each data chunk is the
same as it was when it was backed up. As I\\'m sure you know, multi-node Avamar systems are protected by RAIN
parity. During the paritysweep phase, the parity information is recalculated and checked against the parity information
on disk. The refcheck phase of hfscheck checks the referential integrity of the backups by verifying that every chunk of
data that is referenced by a backup can be found in the index. https://community.emc.com/thread/180789 

 

QUESTION 2

What are the three O/S user accounts that are used by the EMC Avamar server for authentication? 

A. root, admin, and dpn 

B. root, MCUser, and repluser 

C. admin, MCUser, and repluser 
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D. root, dpn, and MCUser 

Correct Answer: A 

 

QUESTION 3

Which time zone is used on EMC Avamar nodes? 

A. Local time on the utility node; GMT/UTC on the storage nodes 

B. GMT/UTC on the utility node; local time on the storage nodes 

C. All node types use the local time 

D. All nodes use GMT/UTC time 

Correct Answer: A 

 

 

QUESTION 4

On a single-node Gen4 EMC Avamar Data Store, what is the optional use of the GB2 port? 

A. Outgoing replication 

B. MC and administrative traffic 
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C. High availability 

D. Connection to the internal switch 

Correct Answer: A 

 

QUESTION 5

An EMC Avamar customer needs to estimate how much time it will take to replicate 3 TB of Avamar Source server data
to their target server, given root-to-root migration. Using iperf, it is determined that data will be transferred at 54 GB/hour
between the two Avamar servers. 

How many hours will it take to replicate to the target? 

A. 76 

B. 81 

C. 89 

D. 99 

Correct Answer: B 

 

QUESTION 6

A storage administrator is troubleshooting an EMC Avamar client that is failing with "Time Out - Start". Which log is the
first place to check? 

A. avagent.log 

B. err.log 

C. avtar.log 

D. gsan.log 

Correct Answer: A 

The location of the client logs will vary depending on the platform: On Windows: C:\program files\avs\var\ On Linux:
/usr/local/avamar/var On other UNIX platforms: /opt/AVMRclnt/var On NetWare: sys:\avamar\var On MAC:
/private/var/avamar You can retrieve maintenance logs (checkpoint, hfscheck, gc) using the "dumpmaintlogs" command
and the GSAN itself logs errors in /data01/cur/err.log on each node but in general. 

 

QUESTION 7

When accessing the utility node using a bash shell (putty) session as `admin\\', you receive a message referencing a
possible Man-In-The-Middle attack stating: 

"REMOTE HOST IDENTIFICATION HAS CHANGED!" 
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How do you repair this condition? 

A. Remove the IP address in question from /home/admin/.ssh/known_hosts 

B. Remove the IP address in question from /root/.ssh/known_hosts 

C. Remove "admin" from /etc/passwd on the utility node 

D. Remove "admin_key" key from /home/admin/.ssh 

Correct Answer: A 

 

QUESTION 8

By default, where are the cache files located on an EMC Avamar Windows backup client? 

A. C:\Program Files\avs\var 

B. C:\Program Files\avs\var\clientlogs 

C. C:\Program Files\avs\etc 

D. C:\Program Files\avs\bin 

Correct Answer: A 

 

QUESTION 9

A customer has received an Avamar Gen4 Data Store. They want the software version on the new system to match
their existing Avamar 5.0 system. 

What do you tell the customer? 

A. New system must run a minimum level of Avamar version 6.0 to support Gen4 

B. New system can be downgraded to Avamar version 5.0 

C. New system runs Avamar versions 5 and 6 natively to support existing systems 

D. New system can have VMware added to it to support older Avamar versions 

Correct Answer: A 

 

QUESTION 10

A Microsoft Windows user is about to initiate an on-demand backup from the client interface when the utility node fails
on their multi-node EMC Avamar grid. What must be done prior to initiating the backup to ensure the backup will
complete successfully? 

A. Nothing. Backups are performed from the client to the storage nodes directly. 
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B. The utility node must be replaced and the configuration restored prior to starting the backup. 

C. The spare node must be converted to a utility node and the configuration restored to it prior to starting the backup. 

D. The client must be activated temporarily to the first storage node and then the backup can continue. 

Correct Answer: A 

 

QUESTION 11

A Microsoft Windows user is about to start an on-demand backup using avtar when the utility node fails on their multi-
node EMC Avamar server. What must be done to ensure the backup will run and complete successfully? 

A. The utility node must be replaced and the configuration restored prior to starting the backup 

B. The spare node must be converted to a utility node and the configuration restored to the utility node 

C. The client must be activated temporarily to the first storage node and then the backup can be run 

D. Nothing. Backup is performed from the client to the storage nodes directly 

Correct Answer: D 
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Avamar Node Types and Processes There are several different types of Nodes within an Avamar Server. The Utility
node is the identity of the Avamar Server and provides the bulk of the internal Avamar server processes such as:
Avamar Administrator (used to manage the Avamar Server from a gui), cron jobs, DNS, NTP, external authentication,
web access, MCS and EMS. MCS (Management Console Server) provides centralized management including
scheduling of backups, restore of backups, monitoring and reporting. EMS (Enterprise Manager Server) provides web
based management for multiple Avamar Servers as well as monitoring and configuration for Avamar Replication. Web
Access provides access to documentation, backup plug-ins as well as remote File System restore access to end users.
Are next type of node is the Storage Node, which run a process called gsan. This service communicates with the avtar
command on the individual backup clients. Avtar communicates with a storage nodes gsan process, then that storage
node spreads the data across the available data nodes. A Spare Node is an active node that is present in a multi-node
RAIN (Redundant Array of Independent Nodes) grid. The interesting thing about the Spare Node is that it is NOT a hot
spare. There is a procedure in place that needs to be followed when a failed Storage Node occurs. In fact, the Avamar
Server doesn\\'t even care if the Spare Node is powered on, so if you are a "Green" conscience company, feel free to
leave the Spare Node powered down. EMC Best Practice is to leave the Spare Node up and active though. Avamar
Backups clients can be installed with 2 different types of client plug-ins: File System and Databases. The Avamar client
uses 2 processes in the backup and restore process: Avtar and Avagent. The Avagent process listens for
backup/restore work orders from the MCS service on the Utility Node using port 28002 and executes the avtar
command that handles the backup/restore processes and communicates with the gsan service on the storage nodes.
This process is depicted in the included picture above. Lastly, in a previous blog, I discussed the 2 different licensable
options for Avamar and how the disks are comprised in each Storage Nodes type. These are depicted in the picture
above as well as a breakdown of how the disks are structured. Please stop back by later, I plan to talk about the NDMP
Accelerator and it\\'s role in the Avamar System. 
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QUESTION 12

In steady state, what is the approximate rate of data removed from an EMC Avamar grid during a daily garbage
collection? 

A. 10 GB per hour per node 

B. 10 GB per hour per grid 

C. 100 GB per hour per node 

D. 100 GB per hour per grid 

Correct Answer: A 

http://gregandthenetwork.blogspot.com/2013/12/design-imapact-of-avamar-system.html Garbage Collection is the single
most important process to ensure a consistent state of the Avamar. If garbage collection is running, the system is in a
read-only state and no other maintenance or backup can run. Coincidentally, if backup is still running, garbage collection
will not begin. Garbage collection can free up about 10GB/node/hour once the Avamar is in a steady state, but this will
take longer as utilization of the Avamar grows. 

 

QUESTION 13

A company has an EMC Celerra volume with 40 million files. They want to back up the entire volume using a single
EMC Avamar accelerator. 

According to best practices, what is the minimum number of backup streams that should be used? 

A. 1 

B. 2 

C. 4 

D. 5 

Correct Answer: C 
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QUESTION 14

Which user account and default password should be used when configuring an additional EMC Avamar server in
Enterprise Manager? 

A. MCUser / MCUser1 

B. Avamar internal root / 8RttoTriz 

C. O/S root / changeme 

D. O/S admin / changeme 

Correct Answer: A 

 

QUESTION 15

What is the last step in the hardware installation portion of an EMC Avamar multi-node deployment? 

A. Connecting to the customer network 

B. Cabling the nodes to the switch 
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C. Powering on the nodes 

D. Configuring the internal switches 

Correct Answer: A 
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