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QUESTION 1

Which of the following agencies is responsible for funding the development of many technologies such as computer
networking, as well as NLS? 

A. DIAP 

B. DTIC 

C. DARPA 

D. DISA 

Correct Answer: C 

The Defense Advanced Research Projects Agency (DARPA) is an agency of the United States Department of Defense
responsible for the development of new technology for use by the military. DARPA has been responsible for funding the
development of many technologies which have had a major effect on the world, including computer networking, as well
as NLS, which was both the first hypertext system, and an important precursor to the contemporary ubiquitous graphical
user interface. DARPA supplies technological options for the entire Department, and is designed to be the
"technological engine" for transforming DoD. Answer: D is incorrect. The Defense Information Systems Agency is a
United States Department of Defense combat support agency with the goal of providing real-time information technology
(IT) and communications support to the President, Vice President, Secretary of Defense, the military Services, and the
Combatant Commands. DISA, a Combat Support Agency, engineers and provides command and control capabilities
and enterprise infrastructure to continuously operate and assure a global net- centric enterprise in direct support to joint
warfighters, National level leaders, and other mission and coalition partners across the full spectrum of operations.
Answer: B is incorrect. The Defense Technical Information Center (DTIC) is a repository of scientific and technical
documents for the United States Department of Defense. DTIC serves the DoD community as the largest central
resource for DoD and government-funded scientific, technical, engineering, and business related information available
today. DTIC\\'s documents are available to DoD personnel and defense contractors, with unclassified documents also
available to the public. DTIC\\'s aim is to serve a vital link in the transfer of information among DoD personnel, DoD
contractors, and potential contractors and other U.S. Government agency personnel and their contractors. Answer: A is
incorrect. The Defense-wide Information Assurance Program (DIAP) protects and supports DoD information, information
systems, and information networks, which is important to the Department and the armed forces throughout the day-to-
day operations, and in the time of crisis. The DIAP uses the OSD method to plan, observe, organize, and incorporate IA
activities. The role of DIAP is to act as a facilitator for program execution by the combatant commanders, Military
Services, and Defense Agencies. The DIAP staff combines functional and programmatic skills for a comprehensive
Defense-wide approach to IA. The DIAP\\'s main objective is to ensure that the DoD\\'s vital information resources are
secured and protected by incorporating IA activities to get a secure net-centric GIG operation enablement and
information supremacy by applying a Defense- in-Depth methodology that integrates the capabilities of people,
operations, and technology to establish a multi-layer, multidimensional protection. 

 

QUESTION 2

Which of the following are the tasks performed by the owner in the information classification schemes? Each correct
answer represents a part of the solution. Choose three. 

A. To make original determination to decide what level of classification the information requires, which is based on the
business requirements for the safety of the data. 

B. To review the classification assignments from time to time and make alterations as the business requirements alter. 

C. To perform data restoration from the backups whenever required. 
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D. To delegate the responsibility of the data safeguard duties to the custodian. 

Correct Answer: ABD 

The different tasks performed by the owner are as follows: He makes the original determination to decide what level of
classification the information requires, which is based on the business requirements for the safety of the data. He
reviews the classification assignments from time to time and makes alterations as the business needs change. He
delegates the responsibility of the data safeguard duties to the custodian. He specifies controls to ensure confidentiality,
integrity and availability. Answer: C is incorrect. This task is performed by the custodian and not by the owner. 

 

QUESTION 3

Which of the following is a signature-based intrusion detection system (IDS) ? 

A. RealSecure 

B. StealthWatch 

C. Tripwire 

D. Snort 

Correct Answer: D 

Snort is a signature-based intrusion detection system. Snort is an open source network intrusion prevention and
detection system that operates as a network sniffer. It logs activities of the network that is matched with the predefined
signatures. Signatures can be designed for a wide range of traffic, including Internet Protocol (IP), Transmission Control
Protocol (TCP), User Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP). The three main modes
in which Snort can be configured are as follows: Sniffer mode: It reads the packets of the network and displays them in
a continuous stream on the console. Packet logger mode: It logs the packets to the disk. Network intrusion detection
mode: It is the most complex and configurable configuration, allowing Snort to analyze network traffic for matches
against a user-defined rule set. Answer: B is incorrect. StealthWatch is a behavior-based intrusion detection system.
Answer: A is incorrect. RealSecure is a network-based IDS that monitors TCP, UDP and ICMP traffic and is configured
to look for attack patterns. Answer: C is incorrect. Tripwire is a file integrity checker for UNIX/Linux that can be used for
host-based intrusion detection. 

 

QUESTION 4

Which of the following models manages the software development process if the developers are limited to go back only
one stage to rework? 

A. Waterfall model 

B. Spiral model 

C. RAD model 

D. Prototyping model 

Correct Answer: A 

In the waterfall model, software development can be managed if the developers are limited to go back only one stage to
rework. If this limitation is not imposed mainly on a large project with several team members, then any developer can be
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working on any phase at any time, and the required rework might be accomplished several times. Answer: B is
incorrect. The spiral model is a software development process combining elements of both design and prototyping-in-
stages, in an effort to combine advantages of top-down and bottom-up concepts. The basic principles of the spiral
model are as follows: The focus is on risk assessment and minimizing project risks by breaking a project into smaller
segments and providing more ease-of- change during the development process, as well as providing the opportunity to
evaluate risks and weigh consideration of project continuation throughout the life cycle. Each cycle involves a
progression through the same sequence of steps, for each portion of the product and for each of its levels of
elaboration, from an overall concept-of-operation document down to the coding of each individual program. Each trip
around the spiral traverses the following four basic quadrants: Determine objectives, alternatives, and constraints of the
iteration. Evaluate alternatives, and identify and resolve risks. Develop and verify deliverables from the iteration. Plan
the next iteration. Begin each cycle with an identification of stakeholders and their win conditions, and end each cycle
with review and commitment. Answer: D is incorrect. The Prototyping model is a systems development method (SDM).
In this model, a prototype is created, tested, and then reworked as necessary until an adequate prototype is finally
achieved from which the complete system or product can now be developed. Answer: C is incorrect. Rapid Application
Development (RAD) refers to a type of software development methodology that uses minimal planning in favor of rapid
prototyping. 

 

QUESTION 5

In which of the following deployment models of cloud is the cloud infrastructure administered by the organizations or a
third party? Each correct answer represents a complete solution. Choose two. 

A. Private cloud 

B. Public cloud 

C. Hybrid cloud 

D. Community cloud 

Correct Answer: AD 

In private cloud, the cloud infrastructure is operated exclusively for an organization. The private cloud infrastructure is
administered by the organization or a third party, and exists on premise and off premise. In community cloud, the cloud
infrastructure is shared by a number of organizations and supports a particular community. The community cloud
infrastructure is administered by the organizations or a third party and exists on premise or off premise. Answer: B is
incorrect. In public cloud, the cloud infrastructure is administered by an organization that sells cloud services. Answer: C
is incorrect. In hybrid cloud, the cloud infrastructure is administered by both, i.e., an organization and a third party. 

 

QUESTION 6

Adrian is the project manager of the NHP Project. In her project there are several work packages that deal with electrical
wiring. Rather than to manage the risk internally she has decided to hire a vendor to complete all work packages that
deal with the electrical wiring. By removing the risk internally to a licensed electrician Adrian feels more comfortable with
project team being safe. What type of risk response has Adrian used in this example? 

A. Acceptance 

B. Avoidance 

C. Mitigation 

D. Transference 
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Correct Answer: D 

This is an example of transference. When the risk is transferred to a third party, usually for a fee, it creates a contractual-
relationship for the third party to manage the risk on behalf of the performing organization. Risk response planning is a
method of developing options to decrease the amount of threats and make the most of opportunities. The risk response
should be aligned with the consequence of the risk and cost-effectiveness. This planning documents the processes for
managing risk events. It addresses the owners and their responsibilities, risk identification, results from qualification and
quantification processes, budgets and times for responses, and contingency plans. The various risk response planning
techniques are as follows: Risk acceptance: It indicates that the project team has decided not to change the project
management plan to deal with a risk, or is unable to identify any other suitable response strategy. Risk avoidance: It is a
technique for a threat, which creates changes to the project management plan that are meant to either eliminate the risk
or to protect the project objectives from this impact. Risk mitigation: It is a list of specific actions being taken to deal with
specific risks associated with the threats and seeks to reduce the probability of occurrence or impact of risk below an
acceptable threshold. Risk transference: It is used to shift the impact of a threat to a third party, together with the
ownership of the response. 

 

QUESTION 7

Which of the following disaster recovery tests includes the operations that shut down at the primary site, and are shifted
to the recovery site according to the disaster recovery plan? 

A. Structured walk-through test 

B. Full-interruption test 

C. Parallel test 

D. Simulation test 

Correct Answer: B 

A full-interruption test includes the operations that shut down at the primary site and are shifted to the recovery site
according to the disaster recovery plan. It operates just like a parallel test. The full-interruption test is very expensive
and difficult to arrange. Sometimes, it causes a major disruption of operations if the test fails. Answer: A is incorrect. The
structured walk-through test is also known as the table-top exercise. In structured walk-through test, the team members
walkthrough the plan to identify and correct weaknesses and how they will respond to the emergency scenarios by
stepping in the course of the plan. It is the most effective and competent way to identify the areas of overlap in the plan
before conducting more challenging training exercises. Answer: C is incorrect. A parallel test includes the next level in
the testing procedure, and relocates the employees to an alternate recovery site and implements site activation
procedures. These employees present with their disaster recovery responsibilities as they would for an actual disaster.
The disaster recovery sites have full responsibilities to conduct the day-to-day organization\\'s business. Answer: D is
incorrect. A simulation test is a method used to test the disaster recovery plans. It operates just like a structured walk-
through test. In the simulation test, the members of a disaster recovery team present with a disaster scenario and then,
discuss on appropriate responses. These suggested responses are measured and some of them are taken by the team.
The range of the simulation test should be defined carefully for avoiding excessive disruption of normal business
activities. 

 

QUESTION 8

Mark is the project manager of the NHQ project in StarTech Inc. The project has an asset valued at $195,000 and is
subjected to an exposure factor of 35 percent. What will be the Single Loss Expectancy of the project? 

A. $68,250 
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B. $92,600 

C. $72,650 

D. $67,250 

Correct Answer: A 

The Single Loss Expectancy (SLE) of this project will be $68,250. Single Loss Expectancy is a term related to Risk
Management and Risk Assessment. It can be defined as the monetary value expected from the occurrence of a risk on
an asset. It is mathematically expressed as follows: Single Loss Expectancy (SLE) = Asset Value (AV) * Exposure
Factor (EF) where the Exposure Factor is represented in the impact of the risk over the asset, or percentage of asset
lost. As an example, if the Asset Value is reduced two thirds, the exposure factor value is .66. If the asset is completely
lost, the Exposure Factor is 1.0. The result is a monetary value in the same unit as the Single Loss Expectancy is
expressed. Here, it is as follows: SLE = Asset Value * Exposure Factor = 195,000 * 0.35 = $68,250 Answer: B, C, and D
are incorrect. These are not valid SLE\\'s for this project. 

 

QUESTION 9

Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security
controls built into a computer system? 

A. FITSAF 

B. FIPS 

C. TCSEC 

D. SSAA 

Correct Answer: C 

Trusted Computer System Evaluation Criteria (TCSEC) is a United States Government Department of Defense (DoD)
standard that sets basic requirements for assessing the effectiveness of computer security controls built into a computer
system. TCSEC was used to evaluate, classify, and select computer systems being considered for the processing,
storage, and retrieval of sensitive or classified information. It was replaced with the development of the Common Criteria
international standard originally published in 2005. The TCSEC, frequently referred to as the Orange Book, is the
centerpiece of the DoD Rainbow Series publications. Answer: D is incorrect. System Security Authorization Agreement
(SSAA) is an information security document used in the United States Department of Defense (DoD) to describe and
accredit networks and systems. The SSAA is part of the Department of Defense Information Technology Security
Certification and Accreditation Process, or DITSCAP (superseded by DIACAP). The DoD instruction (issues in
December 1997, that describes DITSCAP and provides an outline for the SSAA document is DODI 5200.40. The
DITSCAP application manual (DoD8510.1- M), published in July 2000, provides additional details. Answer: A is
incorrect. FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for
assessing the security of information systems. It provides an approach for federal agencies. It determines how federal
agencies are meeting existing policy and establish goals. The main advantage of FITSAF is that it addresses the
requirements of Office of Management and Budget (OMB). It also addresses the guidelines provided by the National
Institute of Standards and Technology (NIsT). Answer: B is incorrect. The Federal Information Processing Standards
(FIPS) are publicly announced standards developed by the United States federal government for use by all non-military
government agencies and by government contractors. Many FIPS standards are modified versions of standards used in
the wider community (ANSI, IEEE, ISO, etc.). Some FIPS standards were originally developed by the U.S. government.
For instance, standards for encoding data (e.g., country codes), but more significantly some encryption standards, such
as the Data Encryption Standard (FIPS 46-3) and the Advanced Encryption Standard (FIPS 197). In 1994, NOAA
(Noaa) began broadcasting coded signals called FIPS (Federal Information Processing System) codes along with their
standard weather broadcasts from local stations. These codes identify the type of emergency and the specific
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geographic area (such as a county) affected by the emergency. 

 

QUESTION 10

Which of the following statements about the integrity concept of information security management are true? Each
correct answer represents a complete solution. Choose three. 

A. It ensures that unauthorized modifications are not made to data by authorized personnel or processes. 

B. It determines the actions and behaviors of a single individual within a system 

C. It ensures that internal information is consistent among all subentities and also consistent with the real-world,
external situation. 

D. It ensures that modifications are not made to data by unauthorized personnel or processes. 

Correct Answer: ACD 

The following statements about the integrity concept of information security management are true: It ensures that
modifications are not made to data by unauthorized personnel or processes. It ensures that unauthorized modifications
are not made to data by authorized personnel or processes. It ensures that internal information is consistent among all
subentities and also consistent with the real-world, external situation. Answer: B is incorrect. Accountability determines
the actions and behaviors of an individual within a system, and identifies that particular individual. Audit trails and logs
support accountability. 

 

QUESTION 11

In which of the following testing methods is the test engineer equipped with the knowledge of system and designs test
cases or test data based on system knowledge? 

A. Integration testing 

B. Regression testing 

C. Whitebox testing 

D. Graybox testing 

Correct Answer: D 

Graybox testing is a combination of whitebox testing and blackbox testing. In graybox testing, the test engineer is
equipped with the knowledge of system and designs test cases or test data based on system knowledge. The security
tester typically performs graybox testing to find vulnerabilities in software and network system. Answer: C is incorrect.
Whitebox testing is a testing technique in which an organization provides full knowledge about the infrastructure to the
testing team. The information, provided by the organization, often includes network diagrams, source codes, and IP
addressing information of the infrastructure to be tested. Answer: A is incorrect. Integration testing is a logical extension
of unit testing. It is performed to identify the problems that occur when two or more units are combined into a
component. During integration testing, a developer combines two units that have already been tested into a component,
and tests the interface between the two units. Although integration testing can be performed in various ways, the
following three approaches are generally used: The top-down approach The bottom-up approach The umbrella
approach Answer: B is incorrect. Regression testing can be performed any time when a program needs to be modified
either to add a feature or to fix an error. It is a process of repeating Unit testing and Integration testing whenever existing
tests need to be performed again along with the new tests. Regression testing is performed to ensure that no existing
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errors reappear, and no new errors are introduced. 

 

QUESTION 12

The Phase 4 of DITSCAP CandA is known as Post Accreditation. This phase starts after the system has been
accredited in Phase 3. What are the process activities of this phase? Each correct answer represents a complete
solution. Choose all that apply. 

A. Security operations 

B. Maintenance of the SSAA 

C. Compliance validation 

D. Change management 

E. System operations 

F. Continue to review and refine the SSAA 

Correct Answer: ABCDE 

The Phase 4 of DITSCAP CandA is known as Post Accreditation. This phase starts after the system has been
accredited in the Phase 3. The goal of this phase is to continue to operate and manage the system and to ensure that it
will maintain an acceptable level of residual risk. The process activities of this phase are as follows: System operations
Security operations Maintenance of the SSAA Change management Compliance validation Answer: F is incorrect. It is a
Phase 3 activity. 

 

QUESTION 13

Which of the following techniques is used to identify attacks originating from a botnet? 

A. Passive OS fingerprinting 

B. Recipient filtering 

C. IFilter 

D. BPF-based filter 

Correct Answer: A 

Passive OS fingerprinting can identify attacks originating from a botnet. Network Administrators can configure the
firewall to take action on a botnet attack by using information obtained from passive OS fingerprinting. Passive OS
fingerprinting (POSFP) allows the sensor to determine the operating system used by the hosts. The sensor examines
the traffic flow between two hosts and then stores the operating system of those two hosts along with their IP
addresses. In order to determine the type of operating system, the sensor analyzes TCP SYN and SYN ACK packets
that are traveled on the network. The sensor computes the attack relevance rating to determine the relevancy of victim
attack using the target host OS. After it, the sensor modifies the alert\\'s risk rating or filters the alert for the attack.
Passive OS fingerprinting is also used to improve the alert output by reporting some information, such as victim OS,
relevancy to the victim in the alert, and source of the OS identification. Answer: D is incorrect. A BPF-based filter is used
to limit the number of packets seen by tcpdump; this renders the output more usable on networks with a high volume of
traffic. Answer: B is incorrect. Recipient filtering is used to block messages on the basis of whom they are sent to.
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Answer: C is incorrect. IFilters are used to extract contents from files that are crawled. IFilters also remove application-
specific formatting before the content of a document is indexed by the search engine. 

 

QUESTION 14

Which of the following access control models are used in the commercial sector? Each correct answer represents a
complete solution. Choose two. 

A. Biba model 

B. Clark-Biba model 

C. Clark-Wilson model 

D. Bell-LaPadula model 

Correct Answer: AC 

The Biba and Clark-Wilson access control models are used in the commercial sector. The Biba model is a formal state
transition system of computer security policy that describes a set of access control rules designed to ensure data
integrity. Data and subjects are grouped into ordered levels of integrity. The model is designed so that subjects may not
corrupt data in a level ranked higher than the subject, or be corrupted by data from a lower level than the subject. The
Clark-Wilson security model provides a foundation for specifying and analyzing an integrity policy for a computing
system. Answer: D is incorrect. The Bell-LaPadula access control model is mainly used in military systems. Answer: B is
incorrect. There is no such access control model as Clark-Biba. 

 

QUESTION 15

Which of the following rated systems of the Orange book has mandatory protection of the TCB? 

A. A-rated 

B. B-rated 

C. D-rated 

D. C-rated 

Correct Answer: B 

A B-rated system of the orange book has mandatory protection of the trusted computing base (TCB). 

Trusted computing base (TCB) refers to hardware, software, controls, and processes that cause a computer system or
network to be devoid of malicious software or hardware. Maintaining the trusted computing base (TCB) is essential for 

security policy to be implemented successfully. 
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