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QUESTION 1

Portions of a legacy application are being refactored to discontinue the use of dynamic SQL. Which of the following
would be BEST to implement in the legacy application? 

A. Input validation 

B. SQL injection 

C. Parameterized queries 

D. Web-application firewall 

E. Multifactor authentication 

Correct Answer: C 

 

 

QUESTION 2

HOTSPOT 

Malware is suspected on a server in the environment. The analyst is provided with the output of commands from servers
in the environment and needs to review all output files in order to determine which process running on one of the
servers 

may be malware. Servers 1, 2 and 4 are clickable. Select the Server which hosts the malware, and select the process
which hosts this malware. 

Instructions: 

If any time you would like to bring back the initial state of the simulation, please select the Reset button. 

When you have completed the simulation, please select the Done button to submit. Once the simulation is submitted,
please select the Next button to continue. 

Hot Area: 
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Correct Answer: 
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QUESTION 3

NOTE: Question IP must be 192.168.192.123 

During a network reconnaissance engagement, a penetration tester was given perimeter firewall ACLs to accelerate the
scanning process. The penetration tester has decided to concentrate on trying to brute force log in to destination IP
address 192.168.192.132 via secure shell. 

Given a source IP address of 10.10.10.30, which of the following ACLs will permit this access? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: C 

 

 

QUESTION 4

A security analyst is reviewing packet captures for a specific server that is suspected of containing malware and
discovers the following packets: Which of the following traffic patterns or data would be MOST concerning to the
security analyst? 
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A. Port used for SMTP traffic from 73.252.34.101 

B. Unencrypted password sent from 103.34.243.12 

C. Anonymous access granted by 103.34.243.12 

D. Ports used for HTTP traffic from 202.53.245.78 

Correct Answer: C 

 

QUESTION 5

A product security analyst has been assigned to evaluate and validate a new products security capabilities Part ot the
evaluation involves reviewing design changes at specific intervals tor security deficiencies recommending changes and
checking for changes at the next checkpoint. 

Which of the following BEST defines the activity being conducted? 

A. User acceptance testing 

B. Stress testing 

C. Code review 

D. Security regression testing 

Correct Answer: C 

Once the SDLC reached the development phase, code starts to be generated. That means that the ability to control the
version of the software or component that your team is working on, combined with check-in/check-out functionality and 

revision histories, is a necessary and powerful tool when developing software. 

The question refers to a "new" product so I believe that is key. However, it also makes it seem that it is about the
development of a product that could be in production. 
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Regression testing focuses on testing to ensure that changes that have been made do not create new issues, and
ensure that no new vulnerabilities, misconfigurations, or other issues have been introduced. 

 

QUESTION 6

A security analyst is reviewing the following log after enabling key-based authentication. 

Given the above information, which of the following steps should be performed NEXT to secure the system? 

A. Disable anonymous SSH logins. 

B. Disable password authentication for SSH. 

C. Disable SSHv1. 

D. Disable remote root SSH logins. 

Correct Answer: B 

 

QUESTION 7

During an incident, a cybersecurity analyst found several entries in the web server logs that are related to an IP with a
bad reputation. Which of the following would cause the analyst to further review the incident? 

A. BadReputationIp - - [2019-04-12 10:43Z] "GET /etc/passwd" 403 1023 

B. BadReputationIp - - [2019-04-12 10:43Z] "GET /index.html?src=../.ssh/id_rsa" 401 17044 

C. BadReputationIp - - [2019-04-12 10:43Z] "GET /a.php?src=/etc/passwd" 403 11056 

D. BadReputationIp - - [2019-04-12 10:43Z] "GET /a.php?src=../../.ssh/id_rsa" 200 15036 

E. BadReputationIp - - [2019-04-12 10:43Z] "GET /favicon.ico?src=../usr/share/ icons" 200 19064 

Correct Answer: D 
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QUESTION 8

A security analyst working in the SOC recently discovered Balances m which hosts visited a specific set of domains and
IPs and became infected with malware. Which of the following is the MOST appropriate action to take in the situation? 

A. implement an IPS signature for the malware and update the blacklisting for the associated domains and IPs 

B. Implement an IPS signature for the malware and another signature request to Nock all the associated domains and
IPs 

C. Implement a change request to the firewall setting to not allow traffic to and from the IPs and domains 

D. Implement an IPS signature for the malware and a change request to the firewall setting to not allow traffic to and
from the IPs and domains 

Correct Answer: C 

 

 

QUESTION 9

A pharmacy gives its clients online access to their records and the ability to review bills and make payments. A new SSL
vulnerability on a special platform was discovered, allowing an attacker to capture the data between the end user and 

the web server providing these services. After investigating the platform vulnerability, it was determined that the web
services provided are being impacted by this new threat. 

Which of the following data types are MOST likely at risk of exposure based on this new threat? (Choose two.) 

A. Cardholder data 

B. Intellectual property 

C. Personal health information 

D. Employee records 

E. Corporate financial data 

Correct Answer: AC 

 

QUESTION 10

The security configuration management policy states that all patches must undergo testing procedures before being
moved into production. The security analyst notices a single web application server has been downloading and applying
patches during non-business hours without testing. There are no apparent adverse reactions, server functionality does
not seem to be affected, and no malware was found after a scan. 

Which of the following actions should the analyst take? 

A. Reschedule the automated patching to occur during business hours. 

B. Monitor the web application service for abnormal bandwidth consumption. 

CS0-002 PDF Dumps | CS0-002 Practice Test | CS0-002 Exam Questions                              7 / 18

https://www.certbus.com/CS0-002.html
https://www.certbus.com/CS0-002.html
https://www.certbus.com/CS0-002.html


https://www.certbus.com/CS0-002.html
2023 Latest certbus CS0-002 PDF and VCE dumps Download

C. Create an incident ticket for anomalous activity. 

D. Monitor the web application for service interruptions caused from the patching. 

Correct Answer: C 

 

QUESTION 11

HOTSPOT 

Approximately 100 employees at your company have received a phishing email. As a security analyst you have been
tasked with handling this situation. 

INSTRUCTIONS 

Review the information provided and determine the following: 

1.

 How many employees clicked on the link in the phishing email? 

2.

 On how many workstations was the malware installed? 

3.

 What is the executable file name or the malware? 
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Hot Area: 
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Correct Answer: 
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 How many users clicked the link in the fishing email? 7 How many workstations were infected? 4 Select the malware
excecutable name. Isass.exe 

 

QUESTION 12

A cybersecurity analyst was asked to discover the hardware address of 30 networked assets. From a command line,
which of the following tools would be used to provide ARP scanning and reflects the MOST efficient method for
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accomplishing the task? 

A. nmap 

B. tracert 

C. ping -a 

D. nslookup 

Correct Answer: A 

Reference: https://serverfault.com/questions/10590/how-to-get-a-list-of-all-ip-addresses-and-ideally-device-names-on-a-
lan 

 

QUESTION 13

A company is experiencing a malware attack within its network. A security engineer notices many of the impacted
assets are connecting outbound to a number of remote destinations and exfiltrating data. The security engineer also see
that deployed, up-to-date antivirus signatures are ineffective. Which of the following is the BEST approach to prevent
any impact to the company from similar attacks in the future? 

A. IDS signatures 

B. Data loss prevention 

C. Port security 

D. Sinkholing 

Correct Answer: B 

"Preventing data exfiltration is possible with security solutions that ensure data loss and leakage prevention. For
example, firewalls can block unauthorized access to resources and systems storing sensitive information. On the other
hand, a security information and event management system (SIEM) can secure data in motion, in use, and at rest,
secure endpoints, and identify suspicious data transfers" https://www.fortinet.com/resources/cyberglossary/data-
exfiltration 

 

QUESTION 14

Which of the following incident response components can identify who is the liaison between multiple lines of business
and the public? 

A. Red-team analysis 

B. Escalation process and procedures 

C. Triage and analysis 

D. Communications plan 

Correct Answer: D 
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QUESTION 15

An analyst is participating in the solution analysis process for a cloud-hosted SIEM platform to centralize log monitoring
and alerting capabilities in the SOC. Which of the following is the BEST approach for supply chain assessment when
selecting a vendor? 

A. Gather information from providers, including datacenter specifications and copies of audit reports. 

B. Identify SLA requirements for monitoring and logging. 

C. Consult with senior management for recommendations. 

D. Perform a proof of concept to identify possible solutions. 

Correct Answer: A 
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