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QUESTION 1

A key risk indicator (KRI) flags an exception for exceeding a threshold but remains within risk appetite. Which of the
following should be done NEXT? 

A. Adjust the risk threshold level to match risk appetite. 

B. Review the risk appetite level to ensure it is appropriate. 

C. Review the trend to determine whether action is needed. 

D. Document that the KRI is within risk appetite. 

Correct Answer: C 

 

QUESTION 2

Which of the following provides an organization with the MOST insight with regard to operational readiness associated
with risk? 

A. Capability maturity assessment results 

B. Minutes of the enterprise risk committee meetings 

C. Benchmarking against industry standards 

D. Self-assessment of capabilities 

Correct Answer: D 

 

QUESTION 3

An organization has identified a risk exposure due to weak technical controls in a newly implemented HR system. The
risk practitioner is documenting the risk in the risk register. The risk should be owned by the: 

A. business process owner. 

B. chief information officer. 

C. project manager. 

D. chief risk officer. 

Correct Answer: A 

 

QUESTION 4

Which of the following is an output of risk assessment process? 
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A. Identification of risk 

B. Identification of appropriate controls 

C. Mitigated risk 

D. Enterprise left with residual risk 

Correct Answer: B 

The output of the risk assessment process is identification of appropriate controls for reducing or eliminating risk during
the risk mitigation process. To determine the likelihood of a future adverse event, threats to an IT system must be
analyzed in conjunction with the potential vulnerabilities and the controls in place for the IT system. 

Once risk factors have been identified, existing or new controls are designed and measured for their strength and
likelihood of effectiveness. Controls are preventive, detective or corrective; manual or programmed; and formal or ad
hoc. 

Incorrect Answers: 

A: Risk identification acts as input of the risk assessment process. 

C: This is an output of risk mitigation process, that is, after applying several risk responses. 

D: Residual risk is the latter output after appropriate control. 

 

QUESTION 5

Which among the following acts as a trigger for risk response process? 

A. Risk level increases above risk appetite 

B. Risk level increase above risk tolerance 

C. Risk level equates risk appetite 

D. Risk level equates the risk tolerance 

Correct Answer: B 

The risk response process is triggered when a risk exceeds the enterprise\\'s risk tolerance level. The 

acceptable variation relative to the achievement of an objective is termed as risk tolerance. In other words, 

risk tolerance is the acceptable deviation from the level set by the risk appetite and business objectives. 

Risk tolerance is defined at the enterprise level by the board and clearly communicated to all stakeholders. 

A process should be in place to review and approve any exceptions to such standards. 

Incorrect Answers: 

A, C: Risk appetite level is not relevant in triggering of risk response process. Risk appetite is the amount 

of risk a company or other entity is willing to accept in pursuit of its mission. This is the responsibility of the 
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board to decide risk appetite of an enterprise. When considering the risk appetite levels for the enterprise, 

the following two major factors should be taken into account: 

The enterprise\\'s objective capacity to absorb loss, e.g., financial loss, reputation damage, etc. 

The culture towards risk taking-cautious or aggressive. In other words, the amount of loss the enterprise 

wants to accept in pursue of its objective fulfillment. 

D: Risk response process is triggered when the risk level increases the risk tolerance level of the enterprise, and not
when it just equates the risk tolerance level. 

 

QUESTION 6

You are the project manager of the GHY Project for your company. You need to complete a project management
process that will be on the lookout for new risks, changing risks, and risks that are now outdated. Which project
management process is responsible for these actions? 

A. Risk planning 

B. Risk monitoring and controlling 

C. Risk identification 

D. Risk analysis 

Correct Answer: B 

The risk monitoring and controlling is responsible for identifying new risks, determining the status of risks that may have
changed, and determining which risks may be outdated in the project. 

Incorrect Answers: 

A: Risk planning creates the risk management plan and determines how risks will be identified, analyzed, monitored and
controlled, and responded to. 

C: Risk identification is a process that identifies risk events in the project. 

D: Risk analysis helps determine the severity of the risk events, the risks\\' priority, and the probability and impact of
risks. 

 

QUESTION 7

Which of the following is the MOST important objective of the information system control? 

A. Business objectives are achieved and undesired risk events are detected and corrected 

B. Ensuring effective and efficient operations 

C. Developing business continuity and disaster recovery plans 

D. Safeguarding assets 
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Correct Answer: A 

Explanation: 

The basic purpose of Information System control in an organization is to ensure that the business 

objectives are achieved and undesired risk events are detected and corrected. Some of the IS control 

objectives are given below: 

Safeguarding assets 

Assuring integrity of sensitive and critical application system environments 

Assuring integrity of general operating system 

Ensuring effective and efficient operations 

Fulfilling user requirements, organizational policies and procedures, and applicable laws and regulations 

Changing management 

Developing business continuity and disaster recovery plans 

Developing incident response and handling plans 

Hence the most important objective is to ensure that business objectives are achieved and undesired risk 

events are detected and corrected. 

Incorrect Answers: 

B, C, D: These are also the objectives of the information system control but are not the best answer. 

 

QUESTION 8

Which of the following will significantly affect the standard information security governance model? 

A. Currency with changing legislative requirements 

B. Number of employees 

C. Complexity of the organizational structure 

D. Cultural differences between physical locations 

Correct Answer: C 

Complexity of the organizational structure will have the most significant impact on the Information security governance
model. Some of the elements that impact organizational structure are multiple business units and functions across the
organization. 

Incorrect Answers: 

A: Currency with changing legislative requirements should not have major impact once good governance models are
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placed, hence, governance will help in effective management of the organization\\'s ongoing compliance. 

B, D: The numbers of employees and the distance between physical locations have less impact on Information security
models as well-defined process, technology and people components together provide the proper governance. 

 

QUESTION 9

You are the project manager of RFT project. You have identified a risk that the enterprise\\'s IT system and application
landscape is so complex that, within a few years, extending capacity will become difficult and maintaining software will
become very expensive. To overcome this risk, the response adopted is re-architecture of the existing system and
purchase of new integrated system. In which of the following risk prioritization options would this case be categorized? 

A. Deferrals 

B. Quick win 

C. Business case to be made 

D. Contagious risk 

Correct Answer: C 

This is categorized as a Business case to be made because the project cost is very large. The response to be
implemented requires quite large investment. Therefore it comes under business case to be made. 

Incorrect Answers: 

A: It addresses costly risk response to a low risk. But here the response is less costly than that of business case to be
made. 

B: Quick win is very effective and efficient response that addresses medium to high risk. But in this the response does
not require large investments. 

D: This is not risk response prioritization option, instead it is a type of risk that happen with the several of the
enterprise\\'s business partners within a very short time frame. 

 

QUESTION 10

Which of the following is the BEST reason to use qualitative measures to express residual risk levels related to
emerging threats? 

A. Qualitative measures are easier to update. 

B. Qualitative measures are better aligned to regulatory requirements. 

C. Qualitative measures are better able to incorporate expert judgment. 

D. Qualitative measures require less ongoing monitoring. 

Correct Answer: C 
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QUESTION 11

You are the project manager of GHT project. Your hardware vendor left you a voicemail saying that the delivery of the
equipment you have ordered would not arrive on time. She wanted to give you a heads-up and asked that you return the
call. Which of the following statements is TRUE? 

A. This is a residual risk. 

B. This is a trigger. 

C. This is a contingency plan. 

D. This is a secondary risk. 

Correct Answer: B 

Triggers are warning signs of an upcoming risk event. Here delay in delivery signifies that there may be a risk event like
delay in completion of project. Hence it is referred to as a trigger. 

Incorrect Answers: 

A: Residual risk is the risk that remains after applying controls. But here in this scenario, risk event has not occurred
yet. 

C: A contingency plan is a plan devised for a specific situation when things go wrong. Contingency plans are often
devised by governments or businesses who want to be prepared for anything that could happen. Here there are no such
plans. 

D: Secondary risks are risks that come about as a result of implementing a risk response. But here in this scenario, risk
event has not occurred yet. 

 

QUESTION 12

What type of policy would an organization use to forbid its employees from using organizational e-mail for personal
use? 

A. Anti-harassment policy 

B. Acceptable use policy 

C. Intellectual property policy 

D. Privacy policy 

Correct Answer: B 

An acceptable use policy is a set of rules applied by the owner/manager of a network, website or large 

computer system that restrict the ways in which the network site or system may be used. Acceptable Use 

Policies are an integral part of the framework of information security policies. 

Incorrect Answers: 

A, C: These two policies are not related to Information system security. 
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D: Privacy policy is a statement or a legal document (privacy law) that discloses some or all of the ways a party gathers,
uses, discloses and manages a customer or client\\'s data. 

 

QUESTION 13

An application runs a scheduled job that compiles financial data from multiple business systems and updates the
financial reporting system. If this job runs too long, it can delay financial reporting. Which of the following is the risk
practitioner\\'s BEST recommendation? 

A. Implement database activity and capacity monitoring. 

B. Consider providing additional system resource to this job. 

C. Ensure the enterprise has a process to detect such situations. 

D. Ensure the business is aware of the risk. 

Correct Answer: C 

 

QUESTION 14

Which of the following would be the BEST way to help ensure the effectiveness of a data loss prevention (DLP) control
that has been implemented to prevent the loss of credit card data? 

A. Reviewing logs for unauthorized data transfers 

B. Configuring the DLP control to block credit card numbers 

C. Testing the transmission of credit card numbers 

D. Testing the DLP rule change control process 

Correct Answer: A 

Reference: https://www.esecurityplanet.com/network-security/data-loss-prevention-dlp.html 

 

QUESTION 15

Of the following, who is BEST suited to assist a risk practitioner in developing a relevant set of risk scenarios? 

A. Control owner 

B. Internal auditor 

C. Asset owner 

D. Finance manager 

Correct Answer: A 
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