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QUESTION 1

A Java program is being developed to read a file from computer A and write it to computer B, using a third computer C.
The program is not working as expected. What is the MOST probable security feature of Java preventing the program
from operating as intended? 

A. Least privilege 

B. Privilege escalation 

C. Defense in depth 

D. Privilege bracketing 

Correct Answer: A 

 

QUESTION 2

Which of the following factors is a PRIMARY reason to drive changes in an Information Security Continuous Monitoring
(ISCM) strategy? 

A. Testing and Evaluation (TE) personnel changes 

B. Changes to core missions or business processes 

C. Increased Cross-Site Request Forgery (CSRF) attacks 

D. Changes in Service Organization Control (SOC) 2 reporting requirements 

Correct Answer: B 

 

 

QUESTION 3

Which of the following is used to support the concept of defense in depth during the development phase of a software
product? 

A. Maintenance hooks 

B. Polyinstantiation 

C. Known vulnerability list 

D. Security auditing 

Correct Answer: D 

 

QUESTION 4
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Which Hyper Text Markup Language 5 (HTML5) option presents a security challenge for network data leakage
prevention and/or monitoring? 

A. Cross Origin Resource Sharing (CORS) 

B. WebSockets 

C. Document Object Model (DOM) trees 

D. Web Interface Definition Language (IDL) 

Correct Answer: B 

 

QUESTION 5

Which of the following routing protocols is used to exchange route information between public autonomous systems? 

A. OSPF 

B. BGP 

C. EIGRP 

D. RIP 

Correct Answer: B 

 

QUESTION 6

What is the FIRST step in developing a security test and its evaluation? 

A. Determine testing methods 

B. Develop testing procedures 

C. Identify all applicable security requirements 

D. Identify people, processes, and products not in compliance 

Correct Answer: C 

 

QUESTION 7

Which of the following provides the MOST protection against data theft of sensitive information when a laptop is stolen? 

A. Set up a BIOS and operating system password 

B. Encrypt the virtual drive where confidential files can be stored 

C. Implement a mandatory policy in which sensitive data cannot be stored on laptops, but only on the corporate
network 

Latest CISSP Dumps | CISSP PDF Dumps | CISSP Exam Questions                                3 / 6

https://www.certbus.com/cissp.html
https://www.certbus.com/cissp.html
https://www.certbus.com/cissp.html


https://www.certbus.com/cissp.html
2024 Latest certbus CISSP PDF and VCE dumps Download

D. Encrypt the entire disk and delete contents after a set number of failed access attempts 

Correct Answer: D 

 

QUESTION 8

Who has the PRIMARY responsibility to ensure that security objectives are aligned with organization goals? 

A. Senior management 

B. Information security department 

C. Audit committee 

D. All users 

Correct Answer: C 

 

QUESTION 9

If a content management system (CSM) is implemented, which one of the following would occur? 

A. The test and production systems would be riming the same software 

B. The applications placed into production would be secure 

C. Developers would no longer have access to production systems 

D. Patching the systems would be completed mere quickly 

Correct Answer: A 

 

QUESTION 10

Which of the following Service Organization Control (SOC) report types should an organization request if they require a
period of time report covering security and availability for a particular system? 

A. SOC 1 Type 1 

B. SOC 1 Type 2 

C. SOC 2 Type 1 

D. SOC 2 Type 2 

Correct Answer: D 
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QUESTION 11

Which stage in the identity management (IdM) lifecycle constitutes the GREATEST risk for an enterprise if performed
incorrectly? 

A. Propagating 

B. Deprovisioning 

C. Provisioning 

D. Maintaining 

Correct Answer: B 

 

 

QUESTION 12

A chemical plan wants to upgrade the Industrial Control System (ICS) to transmit data using Ethernet instead of RS422.
The project manager wants to simplify administration and maintenance by utilizing the office network infrastructure and
staff to implement this upgrade. 

Which of the following is the GREATEST impact on security for the network? 

A. The network administrators have no knowledge of ICS 

B. The ICS is now accessible from the office network 

C. The ICS does not support the office password policy 

D. RS422 is more reliable than Ethernet 

Correct Answer: B 

 

QUESTION 13

Which of the following provides the minimum set of privileges required to perform a job function and restricts the user to
a domain with the required privileges? 

A. Access based on rules 

B. Access based on user\\'s role 

C. Access determined by the system 

D. Access based on data sensitivity 

Correct Answer: B 

 

QUESTION 14
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Which of the following is a security weakness in the evaluation of Common Criteria (CC) products? 

A. The manufacturer can state what configuration of the product is to be evaluated 

B. The product can be evaluated by labs in other countries 

C. The Target of Evaluation\\'s (TOE) testing environment is identical to the operating environment 

D. The evaluations are expensive and time-consuming to perform 

Correct Answer: A 

 

QUESTION 15

Which of the following is the MAIN benefit of off-site storage? 

A. Cost effectiveness 

B. Backup simplicity 

C. Fast recovery 

D. Data availability 

Correct Answer: D 
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