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QUESTION 1

An organization plans to contract with an outside service provider to host its corporate web site. The MOST important
concern for the information security manager is to ensure that: 

A. an audit of the service provider uncovers no significant weakness. 

B. the contract includes a nondisclosure agreement (NDA) to protect the organization\\'s intellectual property. 

C. the contract should mandate that the service provider will comply with security policies. 

D. the third-party service provider conducts regular penetration testing. 

Correct Answer: C 

It is critical to include the security requirements in the contract based ON the company\\'s security policy to ensure that
the necessary security controls are implemented by the service provider. The audit is normally a one-time effort and
cannot provide ongoing assurance of the security. A nondisclosure agreement (NDA) should be part of the contract;
however, it is not critical to the security of the web site. Penetration testing alone would not provide total security to the
web site; there are lots of controls that cannot be tested through penetration testing. 

 

QUESTION 2

What should a global information security manager do FIRST when informed that a new regulation with significant
impact will go into effect soon? 

A. Perform a vulnerability assessment. 

B. Perform a business impact analysis (BIA). 

C. Perform a privacy impact assessment. 

D. Perform a gap analysis. 

Correct Answer: D 

 

QUESTION 3

If the inherent risk of a business activity is higher than the acceptable risk level, the information security manager should
FIRST: 

A. transfer risk to a third party to avoid cost of impact. 

B. recommend that management avoid the business activity. 

C. assess the gap between current and acceptable level of risk. 

D. implement controls to mitigate the risk to an acceptable level. 

Correct Answer: C 
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QUESTION 4

Quantitative risk analysis is MOST appropriate when assessment data: 

A. include customer perceptions. 

B. contain percentage estimates. 

C. do not contain specific details. 

D. contain subjective information. 

Correct Answer: B 

Percentage estimates are characteristic of quantitative risk analysis. Customer perceptions, lack of specific details or
subjective information lend themselves more to qualitative risk analysis. 

 

QUESTION 5

Which of the following MOST effectively allows for disaster recovery testing without interrupting business operations? 

A. Structured walk-through 

B. Simulation testing 

C. Parallel testing 

D. Full interruption testing 

Correct Answer: C 

 

QUESTION 6

On which of the following should a firewall be placed? 

A. Web server 

B. Intrusion detection system (IDS) server 

C. Screened subnet 

D. Domain boundary 

Correct Answer: D 

A firewall should be placed on a (security) domain boundary. Placing it on a web server or screened subnet, which is a
demilitarized zone (DMZ), does not provide any protection. Since firewalls should be installed on hardened servers with
minimal services enabled, it is inappropriate to have the firewall and the intrusion detection system (IDS) on the same
physical device. 
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QUESTION 7

Which of the following is the MOST important action when using a web application that has recognized vulnerabilities? 

A. Deploy an application firewall. 

B. Deploy host-based intrusion detection. 

C. Install anti-spyware software. 

D. Monitor application level logs. 

Correct Answer: A 

 

QUESTION 8

Which of the following is the BEST indication that an information security control is no longer relevant? 

A. Users regularly bypass or ignore the control. 

B. The control does not support a specific business function. 

C. IT management does not support the control. 

D. Following the control costs the business more than not following it. 

Correct Answer: B 

 

QUESTION 9

Which of the following is the BEST approach for determining the maturity level of an information security program? 

A. Evaluate key performance indicators (KPIs) 

B. Engage a third-party review 

C. Review internal audit results 

D. Perform a self-assessment 

Correct Answer: A 

 

QUESTION 10

Which of the following is the MOST important risk associated with middleware in a client-server environment? 

A. Server patching may be prevented 

B. System backups may be incomplete 

C. System integrity may be affected 
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D. End-user sessions may be hijacked 

Correct Answer: C 

The major risk associated with middleware in a client-server environment is that system integrity may be adversely
affected because of the very purpose of middleware, which is intended to support multiple operating environments
interacting concurrently. Lack of proper software to control portability of data or programs across multiple platforms
could result in a loss of data or program integrity. All other choices are less likely to occur. 

 

QUESTION 11

Which of the following is MOST important to the effectiveness of an information security program? 

A. Organizational culture 

B. Risk management 

C. IT governance 

D. Security metrics 

Correct Answer: A 

 

QUESTION 12

When application-level security controlled by business process owners is found to be poorly managed, which of the
following could BEST improve current practices? 

A. Centralizing security management 

B. Implementing sanctions for noncompliance 

C. Policy enforcement by IT management 

D. Periodic compliance reviews 

Correct Answer: A 

By centralizing security management, the organization can ensure that security standards are applied to all systems
equally and in line with established policy. Sanctions for noncompliance would not be the best way to correct poor
management practices caused by work overloads or insufficient knowledge of security practices. Enforcement of
policies is not solely the responsibility of IT management. Periodic compliance reviews would not correct the problems,
by themselves, although reports to management would trigger corrective action such as centralizing security
management. 

 

QUESTION 13

An organization without any formal information security program that has decided to implement information security best
practices should FIRST: A. invite an external consultant to create the security strategy. 

B. allocate budget based on best practices. 
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C. benchmark similar organizations. 

D. define high-level business security requirements. 

Correct Answer: D 

All four options are valid steps in the process of implementing information security best practices; however, defining high-
level business security requirements should precede the others because the implementation should be based on those
security requirements. 

 

QUESTION 14

Which of the following will BEST protect against malicious activity by a former employee? 

A. Preemployment screening 

B. Close monitoring of users 

C. Periodic awareness training 

D. Effective termination procedures 

Correct Answer: D 

When an employee leaves an organization, the former employee may attempt to use their credentials to perform
unauthorized or malicious activity. Accordingly, it is important to ensure timely revocation of all access at the time an
individual is terminated. Security awareness training, preemployment screening and monitoring are all important, but are
not as effective in preventing this type of situation. 

 

QUESTION 15

Which of the following is MOST important to evaluate after completing a risk action plan? 

A. Threat profile 

B. Inherent risk 

C. Residual risk 

D. Vulnerability landscape 

Correct Answer: A 
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