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QUESTION 1

IT staff within a company often conduct remote desktop sharing sessions with vendors to troubleshoot vendor product-
related issues. Drag and drop the following security controls to match the associated security concern. Options may be
used once or not at all. 

Select and Place: 

Latest CAS-003 Dumps | CAS-003 Practice Test | CAS-003 Study Guide                              2 / 16

https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html


https://www.certbus.com/cas-003.html
2023 Latest certbus CAS-003 PDF and VCE dumps Download

Correct Answer: 
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Vendor may accidentally or maliciously make changes to the IT system - Allow view-only access. 
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With view-only access, the third party can view the desktop but cannot interact with it. In other words, they cannot
control the keyboard or mouse to make any changes. 

Desktop sharing traffic may be intercepted by network attackers - Use SSL for remote sessions. 

SSL (Secure Sockets Layer) encrypts data in transit between computers. If an attacker intercepted the traffic, the data
would be encrypted and therefore unreadable to the attacker. 

No guarantees that shoulder surfing attacks are not occurring at the vendor - Identified control gap. 

Shoulder surfing is where someone else gains information by looking at your computer screen. This should be identified
as a risk. A control gap occurs when there are either insufficient or no actions taken to avoid or mitigate a significant
risk. 

Vendor may inadvertently see confidential material from the company such as email and IMs - Limit desktop session to
certain windows. 

The easiest way to prevent a third party from viewing your emails and IMs is to close the email and IM application
windows for the duration of the desktop sharing session. 

 

QUESTION 2

A security technician receives a copy of a report that was originally sent to the board of directors by the Chief
Information Security Officer (CISO). The report outlines the following KPI/KRI data for the last 12 months: 

Which of the following BEST describes what could be interpreted from the above data? 

A. 1. AV coverage across the fleet improved 

2.
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 There is no correlation between infected systems and AV coverage. 

3.

 There is no correlation between detected phishing attempts and infected systems 

4.

 A correlation between threat landscape rating and infected systems appears to exist. 

5.

 Effectiveness and performance of the security team appears to be degrading. 

B. 1. AV signature coverage has remained consistently high 

2.

 AV coverage across the fleet improved 

3.

 A correlation between phishing attempts and infected systems appears to exist 

4.

 There is a correlation between the threat landscape rating and the security team\\'s performance. 

5.

 There is no correlation between detected phishing attempts and infected systems 

C. 1. There is no correlation between infected systems and AV coverage 

2.

 AV coverage across the fleet improved 

3.

 A correlation between phishing attempts and infected systems appears to exist 

4.

 There is no correlation between the threat landscape rating and the security team\\'s performance. 

5.

 There is a correlation between detected phishing attempts and infected systems 

D. 1. AV coverage across the fleet declined 

2.

 There is no correlation between infected systems and AV coverage. 

3.
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 A correlation between phishing attempts and infected systems appears to exist 

4.

 There is no correlation between the threat landscape rating and the security team\\'s performance 

5.

 Effectiveness and performance of the security team appears to be degrading. 

Correct Answer: A 

 

QUESTION 3

A security analyst is attempting to identify code that is vulnerable to butler and integer overflow attacks. Which of the
following code snippets is safe from these types of attacks? 

A. B. C. D. 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 4

A security analyst who is concerned about sensitive data exfiltration reviews the following: 

Which of the following tools would allow the analyst to confirm if data exfiltration is occuring? 

A. Port scanner 
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B. SCAP tool 

C. File integrity monitor 

D. Protocol analyzer 

Correct Answer: D 

 

 

QUESTION 5

Which of the following provides the BEST risk calculation methodology? 

A. Annual Loss Expectancy (ALE) x Value of Asset 

B. Potential Loss x Event Probability x Control Failure Probability 

C. Impact x Threat x Vulnerability 

D. Risk Likelihood x Annual Loss Expectancy (ALE) 

Correct Answer: B 

Of the options given, the BEST risk calculation methodology would be Potential Loss x Event Probability x Control
Failure Probability. This exam is about computer and data security so `loss\\' caused by risk is not necessarily a
monetary value. 

For example: 

Potential Loss could refer to the data lost in the event of a data storage failure. 

Event probability could be the risk a disk drive or drives failing. 

Control Failure Probability could be the risk of the storage RAID not being able to handle the number of failed hard
drives without losing data. 

 

QUESTION 6

A university\\'s help desk is receiving reports that Internet access on campus is not functioning. The network
administrator looks at the management tools and sees the 1Gbps Internet is completely saturated with ingress traffic.
The administrator sees the following output on the Internet router: 

The administrator calls the university\\'s ISP for assistance, but it takes more than four hours to speak to a network

Latest CAS-003 Dumps | CAS-003 Practice Test | CAS-003 Study Guide                              8 / 16

https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html
https://www.certbus.com/cas-003.html


https://www.certbus.com/cas-003.html
2023 Latest certbus CAS-003 PDF and VCE dumps Download

engineer who can resolve the problem. Based on the information above, which of the following should the ISP engineer
do to resolve the issue? 

A. The ISP engineer should null route traffic to the web server immediately to restore Internet connectivity. The
university should implement a remotely triggered black hole with the ISP to resolve this more quickly in the future. 

B. A university web server is under increased load during enrollment. The ISP engineer should immediately increase
bandwidth to 2Gbps to restore Internet connectivity. In the future, the university should pay for more bandwidth to
handle spikes in web server traffic. 

C. The ISP engineer should immediately begin blocking IP addresses that are attacking the web server to restore
Internet connectivity. In the future, the university should install a WAF to prevent this attack from happening again. 

D. The ISP engineer should begin refusing network connections to the web server immediately to restore Internet
connectivity on campus. The university should purchase an IPS device to stop DDoS attacks in the future. 

Correct Answer: D 

 

QUESTION 7

The Chief Information Security Officer (CISO) is asking for ways to protect against zero-day exploits. The CISO is
concerned that an unrecognized threat could compromise corporate data and result in regulatory fines as well as poor
corporate publicity. The network is mostly flat, with split staff/guest wireless functionality. Which of the following
equipment MUST be deployed to guard against unknown threats? 

A. Cloud-based antivirus solution, running as local admin, with push technology for definition updates. 

B. Implementation of an offsite data center hosting all company data, as well as deployment of VDI for all client
computing needs. 

C. Host based heuristic IPS, segregated on a management VLAN, with direct control of the perimeter firewall ACLs. 

D. Behavior based IPS with a communication link to a cloud based vulnerability and threat feed. 

Correct Answer: D 

Good preventive security practices are a must. These include installing and keeping firewall policies carefully matched
to business and application needs, keeping antivirus software updated, blocking potentially harmful file attachments and
keeping all systems patched against known vulnerabilities. Vulnerability scans are a good means of measuring the
effectiveness of preventive procedures. Real-time protection: Deploy inline intrusion-prevention systems (IPS) that offer
comprehensive protection. When considering an IPS, seek the following capabilities: network-level protection,
application integrity checking, application protocol Request for Comment (RFC) validation, content validation and
forensics capability. In this case it would be behavior-based IPS with a communication link to a cloud-based vulnerability
and threat feed. 

 

QUESTION 8

Click on the exhibit buttons to view the four messages. 
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A security architect is working with a project team to deliver an important service that stores and processes customer
banking details. The project, internally known as ProjectX, is due to launch its first set of features publicly within a week,
but the team has not been able to implement encryption-at-rest of the customer records. The security architect is
drafting an escalation email to senior leadership. 

Which of the following BEST conveys the business impact for senior leadership? 
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A. Message 1 

B. Message 2 

C. Message 3 

D. Message 4 

Correct Answer: D 

 

QUESTION 9

An analyst discovers the following while reviewing some recent activity logs: 

Which of the following tools would MOST likely identify a future incident in a timely manner? 

A. DDoS protection 

B. File integrity monitoring 

C. SCAP scanner 

D. Protocol analyzer 

Correct Answer: A 

Reference: https7%ww cloudflare com/lp/DDc/ddos-m/?and bt=545481184035and bk=ddos%20protectionand bm=eand
bn=qand bq=107086992232and placement=and tarqet=and loc=9076927and
dv=candawsearchcpc=1andQclid=C|0KCQ [wv5uKBhD6ARIsAGv9a-
xs25kzPU42pMSSkiJt03hbOoC8mxs4MIGe9rG9UDbakhBhBs30YaAikQEALwwcBandaclsrc=aw ds 

 

QUESTION 10
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A security officer is leading a lessons learned meeting. Which of the following should be components of that meeting?
(Select TWO). 

A. Demonstration of IPS system 

B. Review vendor selection process 

C. Calculate the ALE for the event 

D. Discussion of event timeline 

E. Assigning of follow up items 

Correct Answer: DE 

Lessons learned process is the sixth step in the Incident Response process. Everybody that was involved in the process
reviews what happened and why it happened. It is during this step that they determine what changes should be
introduced to prevent future problems. 

 

QUESTION 11

Following the merger of two large companies the newly combined security team is overwhelmed by the volume of logs
flowing from the IT systems The company\\'s data retention schedule complicates the issue by requiring detailed logs to
be collected and available for months Which of the following designs BEST meets the company\\'s security and
retention requirement? 

A. Forward logs to both a SlEM and a cheaper longer-term storage and then delete logs from the SlEM after 14 days 

B. Reduce the log volume by disabling logging of routine maintenance activities or failed authentication attempts 

C. Send logs to a SlEM that correlates security data and store only the alerts and relevant data arising from that
system. 

D. Maintain both companies\\' logging and SlEM solutions separately but merge the resulting alerts and reports. 

Correct Answer: C 

 

QUESTION 12

A forensic analyst suspects that a buffer overflow exists in a kernel module. The analyst executes the following
command: 

dd if=/dev/ram of=/tmp/mem/dmp The analyst then reviews the associated output:
^34^#AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA/bin/bash^21^03#45 

However, the analyst is unable to find any evidence of the running shell. 

Which of the following of the MOST likely reason the analyst cannot find a process ID for the shell? 

A. The NX bit is enabled 

B. The system uses ASLR 
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C. The shell is obfuscated 

D. The code uses dynamic libraries 

Correct Answer: B 

 

QUESTION 13

An investigator wants to collect the most volatile data first in an incident to preserve the data that runs the highest risk of
being lost. After memory, which of the following BEST represents the remaining order of volatility that the investigator
should follow? 

A. File system information, swap files, network processes, system processes and raw disk blocks. 

B. Raw disk blocks, network processes, system processes, swap files and file system information. 

C. System processes, network processes, file system information, swap files and raw disk blocks. 

D. Raw disk blocks, swap files, network processes, system processes, and file system information. 

Correct Answer: C 

The order in which you should collect evidence is referred to as the Order of volatility. Generally, evidence should be
collected from the most volatile to the least volatile. The order of volatility from most volatile to least volatile is as follows:
Data in RAM, including CPU cache and recently used data and applications Data in RAM, including system and network
processes Swap files (also known as paging files) stored on local disk drives Data stored on local disk drives Logs
stored on remote systems Archive media 

 

QUESTION 14

The following has been discovered in an internally developed application: 

Error - Memory allocated but not freed: 

char *myBuffer = malloc(BUFFER_SIZE); 

if (myBuffer != NULL) { 

*myBuffer = STRING_WELCOME_MESSAGE; 

printf("Welcome to: %s\n", myBuffer); 

} 

exit(0); 

Which of the following security assessment methods are likely to reveal this security weakness? (Select TWO). 

A. Static code analysis 

B. Memory dumping 

C. Manual code review 
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D. Application sandboxing 

E. Penetration testing 

F. Black box testing 

Correct Answer: AC 

A Code review refers to the examination of an application (the new network based software product in this case) that is
designed to identify and assess threats to the organization. Application code review ?whether manual or static will
reveal the type of security weakness as shown in the exhibit. 

 

QUESTION 15

As part of an organization\\'s ongoing vulnerability assessment program, the Chief Information Security Officer (CISO)
wants to evaluate the organization\\'s systems, personnel, and facilities for various threats As part of the assessment
the CISO plans to engage an independent cybersecurity assessment firm to perform social engineering and physical
penetration testing against the organization\\'s corporate offices and remote locations. Which of the following techniques
would MOST likely be employed as part of this assessment? (Select THREE). 

A. Privilege escalation 

B. SQL injection 

C. TOC/TOU exploitation 

D. Rogue AP substitution 

E. Tailgating 

F. Vulnerability scanning 

G. Vishing 

H. Badge skimming 

Correct Answer: EGH 
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