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QUESTION 1

-- Exhibit 

-- Exhibit -

Company management has indicated that instant messengers (IM) add to employee productivity. Management would
like to implement an IM solution, but does not have a budget for the project. The security engineer creates a feature
matrix 

to help decide the most secure product. Click on the Exhibit button. 

Which of the following would the security engineer MOST likely recommend based on the table? 

A. Product A 

B. Product B 

C. Product C 

D. Product D 

Correct Answer: C 

 

QUESTION 2

The security administrator has just installed an active\passive cluster of two firewalls for enterprise perimeter defense of
the corporate network. Stateful firewall inspection is being used in the firewall implementation. There have been
numerous reports of dropped connections with external clients. 

Which of the following is MOST likely the cause of this problem? 

A. TCP sessions are traversing one firewall and return traffic is being sent through the secondary firewall and sessions
are being dropped. 

B. TCP and UDP sessions are being balanced across both firewalls and connections are being dropped because the
session IDs are not recognized by the secondary firewall. 

C. Prioritize UDP traffic and associated stateful UDP session information is traversing the passive firewall causing the
connections to be dropped. 

D. The firewall administrator connected a dedicated communication cable between the firewalls in order to share a
single state table across the cluster causing the sessions to be dropped. 
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Correct Answer: A 

 

QUESTION 3

The Information Security Officer (ISO) is reviewing new policies that have been recently made effective and now apply
to the company. Upon review, the ISO identifies a new requirement to implement two-factor authentication on the
company\\'s wireless system. Due to budget constraints, the company will be unable to implement the requirement for
the next two years. The ISO is required to submit a policy exception form to the Chief Information Officer (CIO). 

Which of the following are MOST important to include when submitting the exception form? (Select THREE). 

A. Business or technical justification for not implementing the requirements. 

B. Risks associated with the inability to implement the requirements. 

C. Industry best practices with respect to the technical implementation of the current controls. 

D. All section of the policy that may justify non-implementation of the requirements. 

E. A revised DRP and COOP plan to the exception form. 

F. Internal procedures that may justify a budget submission to implement the new requirement. 

G. Current and planned controls to mitigate the risks. 

Correct Answer: ABG 

 

 

QUESTION 4

The audit department at a company requires proof of exploitation when conducting internal network penetration tests. 

Which of the following provides the MOST conclusive proof of compromise without further compromising the integrity of
the system? 

A. Provide a list of grabbed service banners. 

B. Modify a file on the system and include the path in the test\\'s report. 

C. Take a packet capture of the test activity. 

D. Add a new test user account on the system. 

Correct Answer: C 

 

 

QUESTION 5

A new web based application has been developed and deployed in production. A security engineer decides to use an
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HTTP interceptor for testing the application. Which of the following problems would MOST likely be uncovered by this
tool? 

A. The tool could show that input validation was only enabled on the client side 

B. The tool could enumerate backend SQL database table and column names 

C. The tool could force HTTP methods such as DELETE that the server has denied 

D. The tool could fuzz the application to determine where memory leaks occur 

Correct Answer: A 

 

 

QUESTION 6

The Chief Executive Officer (CEO) has asked a security project manager to provide recommendations on the breakout
of tasks for the development of a new product. The CEO thinks that by assigning areas of work appropriately the overall
security of the product will be increased, because staff will focus on their areas of expertise. 

Given the below groups and tasks select the BEST list of assignments. 

Groups: Networks, Development, Project Management, Security, Systems Engineering, Testing Tasks: Decomposing
requirements, Secure coding standards, Code stability, Functional validation, Stakeholder engagement, Secure
transport 

A. Systems Engineering. Decomposing requirements Development: Secure coding standards Testing. Code stability
Project Management: Stakeholder engagement Security: Secure transport Networks: Functional validation 

B. Systems Engineering. Decomposing requirements Development: Code stability Testing. Functional validation Project
Management: Stakeholder engagement Security: Secure coding standards Networks: Secure transport 

C. Systems Engineering. Functional validation Development: Stakeholder engagement Testing. Code stability Project
Management: Decomposing requirements Security: Secure coding standards Networks: Secure transport 

D. Systems Engineering. Decomposing requirements Development: Stakeholder engagement Testing. Code stability
Project Management: Functional validation Security: Secure coding standards Networks: Secure transport 

Correct Answer: B 

 

 

QUESTION 7

The security manager of a company has hired an external consultant to conduct a security assessment of the company
network. The contract stipulates that the consultant is not allowed to transmit any data on the company network while
performing wired and wireless security assessments. 

Which of the following technical means can the consultant use to determine the manufacturer and likely operating
system of the company wireless and wired network devices, as well as the computers connected to the company
network? 
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A. Social engineering 

B. Protocol analyzer 

C. Port scanner 

D. Grey box testing 

Correct Answer: B 

 

 

QUESTION 8

A security engineer wants to implement forward secrecy but still wants to ensure the number of requests handled by the
web server is not drastically reduced due to the larger computational overheads. Browser compatibility is not a concern;
however system performance is. 

Which of the following, when implemented, would BEST meet the engineer\\'s requirements? 

A. DHE 

B. ECDHE 

C. AES128-SHA 

D. DH 

Correct Answer: B 

 

 

QUESTION 9

After a security incident, an administrator would like to implement policies that would help reduce fraud and the potential
for collusion between employees. Which of the following would help meet these goals by having co-workers
occasionally audit another worker\\'s position? 

A. Least privilege 

B. Job rotation 

C. Mandatory vacation 

D. Separation of duties 

Correct Answer: B 

 

 

QUESTION 10
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Company A is merging with Company B. Company B uses mostly hosted services from an outside vendor, while
Company A uses mostly in-house products. 

The project manager of the merger states the merged systems should meet these goals: 

Ability to customize systems per department 

Quick implementation along with an immediate ROI 

The internal IT team having administrative level control over all products 

The project manager states the in-house services are the best solution. Because of staff shortages, the senior security
administrator argues that security will be best maintained by continuing to use outsourced services. 

Which of the following solutions BEST solves the disagreement? 

A. Raise the issue to the Chief Executive Officer (CEO) to escalate the decision to senior management with the
recommendation to continue the outsourcing of all IT services. 

B. Calculate the time to deploy and support the in-sourced systems accounting for the staff shortage and compare the
costs to the ROI costs minus outsourcing costs. Present the document numbers to management for a final decision. 

C. Perform a detailed cost benefit analysis of outsourcing vs. in-sourcing the IT systems and review the system
documentation to assess the ROI of in-sourcing. Select COTS products to eliminate development time to meet the ROI
goals. 

D. Arrange a meeting between the project manager and the senior security administrator to review the requirements and
determine how critical all the requirements are. 

Correct Answer: B 

 

 

QUESTION 11

A security consultant is investigating acts of corporate espionage within an organization. Each time the organization
releases confidential information to high- ranking engineers, the information is soon leaked to competing companies.
Which of the following techniques should the consultant use to discover the source of the information leaks? 

A. Digital watermarking 

B. Steganography 

C. Enforce non-disclosure agreements 

D. Digital rights management 

Correct Answer: A 

 

 

QUESTION 12
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The security team for Company XYZ has determined that someone from outside the organization has obtained sensitive
information about the internal organization by querying the external DNS server of the company. The security manager
is tasked with making sure this problem does not occur in the future. 

How would the security manager address this problem? 

A. Implement a split DNS, only allowing the external DNS server to contain information about domains that only the
outside world should be aware, and an internal DNS server to maintain authoritative records for internal systems. 

B. Implement a split DNS, only allowing the external DNS server to contain information about internal domain resources
that the outside world would be interested in, and an internal DNS server to maintain authoritative records for internal
systems. 

C. Implement a split DNS, only allowing the external DNS server to contain information about domains that only the
outside world should be aware, and an internal DNS server to maintain non-authoritative records for external systems. 

D. Implement a split DNS, only allowing the internal DNS server to contain information about domains the outside world
should be aware of, and an external DNS server to maintain authoritative records for internal systems. 

Correct Answer: A  
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