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QUESTION 1

What information is available when a vulnerability is discovered via traditional dynamic testing (i.e. not via Glassbox
testing or JavaScript analysis)?

A. Fix recommendation

B. Line number of the affected code

C. Automatic code correction button

D. Directory and file location of the affected code

Correct Answer: D

QUESTION 2

Which three reports layout options are available?
A. Font size

B. Font type

C. Report title

D. Report type

E. Company logo

F. Background color

Correct Answer:. BCF

QUESTION 3

In the Automatic Form Fill window, if the URL field is blank for a particular row, which value will be passed for that
row\\'s parameter?

A. Blank

B. That row\\'s parameter value

C. The parameter will be skipped.

D. The value of the "Fill unknown fields with" box

Correct Answer: B

QUESTION 4
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You just updated the error page for the application.

When will that update affect the scan results?

A. Immediately

B. After the next time you open the scan C. After you click "Apply to Current Results"
D. After the next scan of the same application

Correct Answer: C

QUESTION 5

Why is it important to define error pages in IBM Security AppScan Standard Edition?

A. There would be is no way to review failed requests.

B. Web applications deployed to production may have different server settings.

C. This allows IBM Security AppScan Standard Edition to differentiate application errors from server errors.

D. Web applications often use customized error pages that may be hard for IBM Security AppScan Standard Edition to
recognize automatically.

Correct Answer: B

QUESTION 6

Do you need to install a license server for IBM Security AppScan Standard Edition V8.7?
A. No, it is not necessary.

B. Yes, and the license server must be at least V7.0.

C. Yes, and the license server must be at least V7.1.

D. Yes. and the license server must be at least V8.1.1.

Correct Answer: D

QUESTION 7

The starting URL is: http://www.mysite.com/myfolder/index.aspx. You want to restrict the scan to the folder: http
Jlwww.mysite.com/myfolder/.

How should you configure the scan?

A. 1.Add an Exclude item with path http://www.mysite.com/myfolder/ 2.Add an Exception item below the Exclude item,
with the path of the folder to be scanned: http://www.mysite.com/
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B. 1.Add an Exception item with path http://www.mysite.com/myfolder/ 2.Add an Exclude item below the Exclude item,
with the path of the folder to be scanned: http://www.mysite.com

C. 1.Add an Exclude item with path http://www.mysite.com/ 2.Add an Exception item below the Exclude item, with the
path of the folder to be canned:http://www.mysite.com/myfolder/

D. 1.Add an Exception item with path http://www.mysite.com/ 2.Add an Exclude item below the Exclude item, with the
path of the folder to be scanned: http://www.mysite.com/myfolder/

Correct Answer: B

QUESTION 8

What is the purpose of the Automatic Form Fill in the scan configuration?

A. Exclude paths and file types from the scan

B. Provide information about the application environment

C. Identify session IDs and list parameters to exclude from the scan

D. Provide IBM Security AppScan Standard Edition with valid application input

Correct Answer: D

QUESTION 9

What are the two main components of the Glass Box agent?
A. gbAgent.jar Java agent

B. GBApp.war web application

C. glassbox_agentjar Java agent

D. G Bootstrap .war web application

E. glassbox_server.war web application

Correct Answer: DE

QUESTION 10

Which situation presents a valid reason for reducing the severity of vulnerability?

A. A Medium severity Link Injection vulnerability should be reduced when it only occurs on a login page.
B. A High severity SQL Injection vulnerability should be reduced when the affected database is read only.

C. A High severity Cross-Site Scripting vulnerability is confirmed to be a Reflected XSS and would require user
authentication to be exploited.
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D. A High severity Unencrypted Login Request vulnerability should be reduced when the application is using a database
that is encrypted with Triple DES (Data Encryption Standard) and a 168 bit key.

Correct Answer: A
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