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QUESTION 1

HOTSPOT 

You have an Azure subscription named Sub1 that contains the resources shown in the following table. 

Sub1 contains the following alert rule: 

Name: Alert1 Scope: All resource groups in Sub1

 -Include all future resources Condition: All administrative operations Actions: Action1 

Sub1 contains the following alert processing rule: 

Name: Rule1 Scope: Sub1 Rule type: Suppress notifications Apply the rule: On a specific time

 -Start: August 10, 2022

 -End: August 13, 2022 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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Explanation: 

Box 1: Yes 

The alert processing rule Rule1 suppresses notifications between August 10. 2022 and August 13. 2022. 

However: 

Suppression: This action removes all the action groups from the affected fired alerts. So, the fired alerts won\\'t invoke
any of their action groups, not even at the end of the maintenance window. Those fired alerts will still be visible when
you list 

your alerts in the portal, Azure Resource Graph, API, or PowerShell 

Note: Alert processing rules allow you to apply processing on fired alerts. Alert processing rules are different from alert
rules. Alert rules generate new alerts, while alert processing rules modify the fired alerts as they\\'re being fired. 

Use case, Suppress notifications during planned maintenance 

Many customers set up a planned maintenance time for their resources, either on a one-time basis or on a regular
schedule. The planned maintenance might cover a single resource, like a virtual machine, or multiple resources, like all
virtual 

machines in a resource group. So, you might want to stop receiving alert notifications for those resources during the
maintenance window. 

Box 2: No 

The alert action is suppressed. 

Box 3: Yes 

No suppression. 

Reference: 

https://learn.microsoft.com/en-us/azure/azure-monitor/alerts/alerts-processing-rules 

 

QUESTION 2

You have an Azure subscription that contains the resources shown in the following table. 

You need to manage outbound traffic from VNET1 by using Firewall1. What should you do first? 

A. Configure the Hybrid Connection Manager. 
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B. Upgrade ASP1 to the Premium SKU. 

C. Create a route table. 

D. Create an Azure Network Watcher. 

Correct Answer: C 

Explanation: 

Integrate your app with an Azure virtual network, network routing 

You can use route tables to route outbound traffic from your app without restriction. Common destinations can include
firewall devices or gateways. 

Route tables and network security groups only apply to traffic routed through the virtual network integration. 

Reference: https://learn.microsoft.com/en-us/azure/app-service/overview-vnet-integration 

 

QUESTION 3

You have an Azure subscription named Subscription1. Subscription1 contains the resource groups in the following
table. 

RG1 has a web app named WebApp1. WebApp1 is located in West Europe. 

You move WebApp1 to RG2. 

What is the effect of the move? 

A. The App Service plan to WebApp1 moves to North Europe. Policy2 applies to WebApp1. 

B. The App Service plan to WebApp1 moves to North Europe. Policy1 applies to WebApp1. 

C. The App Service plan to WebApp1 remains to West Europe. Policy2 applies to WebApp1. 

D. The App Service plan to WebApp1 remains to West Europe. Policy1 applies to WebApp1. 

Correct Answer: C 

You can move an app to another App Service plan, as long as the source plan and the target plan are in the same
resource group and geographical region. The region in which your app runs is the region of the App Service plan it\\'s in.
However, you cannot change an App Service plan\\'s region. 

References: https://docs.microsoft.com/en-us/azure/app-service/app-service-plan-manage 
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QUESTION 4

Your company deploys several virtual machines on-premises and to Azure. ExpressRoute is deployed and configured
for on-premises to Azure connectivity. Several virtual machines exhibit network connectivity issues. You need to
analyze 

the network traffic to identify whether packets are being allowed or denied to the virtual machines. 

Solution: Use Azure Advisor to analyze the network traffic. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify- overview 

 

QUESTION 5

You plan to deploy route-based Site-to-Site VPN connections between several on-premises locations and an Azure
virtual network. Which tunneling protocol should you use? 

A. L2TP 

B. |KEv2 

C. PPTP 

D. IKEv1 

Correct Answer: B 

 

QUESTION 6

You have an Azure subscription named Subscription1. 

You deploy a Linux virtual machine named VM1 to Subscription1. 

You need to monitor the metrics and the logs of VM1. 

What should you use? 

A. Linux Diagnostic Extension (LAD) 3.0 

B. Azure Analysis Services 

C. the AzurePerformanceDiagnostics extension 
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D. Azure HDInsight 

Correct Answer: A 

You can use extensions to configure diagnostics on your VMs to collect additional metric data. The basic host metrics
are available, but to see more granular and VM-specific metrics, you need to install the Azure diagnostics extension on
the 

VM. The Azure diagnostics extension allows additional monitoring and diagnostics data to be retrieved from the VM. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/tutorial-monitor 

 

QUESTION 7

You have an Azure subscription that contains a web app named webapp1. You need to add a custom domain named
www.contoso.com to webapp1. What should you do first? 

A. Upload a certificate. 

B. Add a connection string. 

C. Stop webapp1. 

D. Create a DNS record. 

Correct Answer: D 

You can use either a CNAME record or an A record to map a custom DNS name to App Service. 

Reference: https://docs.microsoft.com/en-us/Azure/app-service/app-service-web-tutorial-custom-domain 

 

QUESTION 8

HOTSPOT 

You have an Azure subscription that contains the resources in the following table. 

You install the Web Server server role (IIS) on VM1 and VM2, and then add VM1 and VM2 to LB1. LB1 is configured as
shown in the LB1 exhibit. (Click the LB1 tab.) 
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Rule1 is configured as shown in the Rule1 exhibit. (Click the Rule1 tab.) 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: Yes 

A Basic Load Balancer supports virtual machines in a single availability set or virtual machine scale set. 

Box 2: Yes 

When using load-balancing rules with Azure Load Balancer, you need to specify health probes to allow Load Balancer
to detect the backend endpoint status. The configuration of the health probe and probe responses determine which 

backend pool instances will receive new flows. You can use health probes to detect the failure of an application on a
backend endpoint. You can also generate a custom response to a health probe and use the health probe for flow control
to 

manage load or planned downtime. When a health probe fails, Load Balancer will stop sending new flows to the
respective unhealthy instance. Outbound connectivity is not impacted, only inbound connectivity is impacted. 
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Box 3: No 

Reference: 

https://docs.microsoft.com/en-us/azure/load-balancer/skus 

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-custom-probe-overview 

 

QUESTION 9

You need to recommend an identify solution that meets the technical requirements. What should you recommend? 

A. federated single-on (SSO) and Active Directory Federation Services (AD FS) 

B. password hash synchronization and single sign-on (SSO) 

C. cloud-only user accounts 

D. Pass-through Authentication and single sign-on (SSO) 

Correct Answer: A 

Active Directory Federation Services is a feature and web service in the Windows Server Operating System that allows
sharing of identity information outside a company\\'s network. 

Scenario: Technical Requirements include: 

Prevent user passwords or hashes of passwords from being stored in Azure. References:
https://www.sherweb.com/blog/active-directory-federation-services/ 

 

QUESTION 10

HOTSPOT 

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com that contains the users shown
in the following table. 

You configure the authentication methods for password reset as shown in the Authentication Methods exhibit. (Click the
Authentication Methods tab.) 
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You configure the authentication methods for password reset as shown in the Authentication Methods exhibit. (Click the
Authentication Methods tab.) 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: No 

Two methods are required. 

Box 2: No 

Self-service password reset is only enabled for Group2, and User1 is not a member of Group2. 

Box 3: Yes 

As a User Administrator, User3 can add security questions to the reset process. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/quickstart-sspr 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-passwords-faq 

 

QUESTION 11

You have a virtual network named VNet1 as shown in the exhibit. (Click the Exhibit tab.) 
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No devices are connected to VNet1. 

You plan to peer VNet1 to another virtual network named VNet2 in the same region. VNet2 has an address space of
10.2.0.0/16. 

You need to create the peering. 

What should you do first? 

A. Configure a service endpoint on VNet2. 

B. Modify the address space of VNet1. 

C. Add a gateway subnet to VNet1. 

D. Create a subnet on VNet1 and VNet2. 

Correct Answer: B 

The virtual networks you peer must have non-overlapping IP address spaces. The exhibit indicates that VNet1 has an
address space of 10.2.0.0/16, which is the same as VNet2, and thus overlaps. We need to change the address space
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for 

VNet1. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage- peering#requirements-and-constraints 

 

QUESTION 12

HOTSPOT 

You have an Azure subscription that contains a storage account named storage1. The subscription is linked to an Azure
Active Directory (Azure AD) tenant named contoso.com that syncs to an on-premises Active Directory domain. 

The domain contains the security principals shown in the following table. 

In Azure AD, you create a user named User2. 

The storage1 account contains a file share named share1 and has the following configurations. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/storage/files/storage-files-identity-ad-ds-assign-
permissions?tabs=azure-portal 

 

QUESTION 13

Your company has virtual machines (VMs) hosted in Microsoft Azure. The VMs are located in a single Azure virtual
network named VNet1. 

The company has users that work remotely. The remote workers require access to the VMs on VNet1. 

You need to provide access for the remote workers. 

What should you do? 

A. Configure a Site-to-Site (S2S) VPN. 

B. Configure a VNet-toVNet VPN. 

C. Configure a Point-to-Site (P2S) VPN. 

D. Configure DirectAccess on a Windows Server 2012 server VM. 

E. Configure a Multi-Site VPN 

Correct Answer: C 

A Point-to-Site (P2S) VPN gateway connection lets you create a secure connection to your virtual network from an
individual client computer. 

Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways 

 

QUESTION 14
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You have an Azure Active Directory (Azure AD) tenant that syncs with an on-premises Active Directory domain. 

You have an internal web app named WebApp1 that is hosted on-premises. 

WebApp1 uses Integrated Windows authentication. 

Some users work remotely and do NOT have VPN access to the on-premises network. You need to provide the remote
users with single sign-on (SSO) access to WebApp1. Which two features should you include in the solution? Each
correct 

answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Azure AD Application Proxy 

B. Azure AD Privileged Identity Management (PIM) 

C. Conditional Access policies 

D. Azure Arc 

E. Azure AD enterprise applications 

F. Azure Application Gateway 

Correct Answer: AC 

 

QUESTION 15

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that contains the following users in an Azure Active Directory tenant named
contoso.onmicrosoft.com: 

User1 creates a new Azure Active Directory tenant named external.contoso.onmicrosoft.com. 

You need to create new user accounts in external.contoso.onmicrosoft.com. 

Solution: You instruct User4 to create the user accounts. 

Does that meet the goal? 
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A. yes 

B. No 

Correct Answer: B 

Only a global administrator can add users to this tenant. 

Reference: 

https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/add-users-to-azure-ad 
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