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QUESTION 1

A company has multiple AWS accounts. The company uses AWS Organizations with an organizational unit (OU) for the
production account and another OU for the development account. Corporate policies state that developers may use only
approved AWS services in the production account. 

What is the MOST operationally efficient solution to control the production account? 

A. Create a customer managed policy in AWS Identity and Access Management (IAM). Apply the policy to all users
within the production account. 

B. Create a job function policy in AWS Identity and Access Management (IAM). Apply the policy to all users within the
production OU. 

C. Create a service control policy (SCP). Apply the SCP to the production OU. 

D. Create an IAM policy. Apply the policy in Amazon API Gateway to restrict the production account. 

Correct Answer: A 

 

QUESTION 2

What does Amazon IAM provide? 

A. A mechanism to authorize Internet Access Modularity (IAM) 

B. A mechanism to authenticate users when accessing Amazon Web Services 

C. A mechanism to integrate on-premises authentication protocols with the Cloud 

D. None of the above 

Correct Answer: B 

Explanation: 

Amazon IAM provides a mechanism to authenticate users when accessing Amazon Web Services. 

AWS Identity and Access Management (IAM) is a web service that helps you securely control ac-cess to 

AWS resources for your users. You use IAM to control who can use your AWS resources (authentication) 

and what resources they can use and in what ways (authorization). 

Reference: 

http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html 

 

QUESTION 3

Your company Is moving towards tracking web page users with a small tracking 
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Image loaded on each page Currently you are serving this image out of US-East, but are starting to get 

concerned about the time It takes to load the image for users on the west coast. 

What are the two best ways to speed up serving this image? (Choose two.) 

A. Use Route 53\\'s Latency Based Routing and serve the image out of US-West-2 as well as US-East-1 

B. Serve the image out through CloudFront 

C. Serve the image out of S3 so that it isn\\'t being served oft of your web application tier 

D. Use EBS PIOPs to serve the image faster out of your EC2 instances 

Correct Answer: AB 

Explanation: 

Cloudfront gets the image closer to the user and Route53 ensures the best connection based on network 

latency. 

 

QUESTION 4

A SysOps Administrator wants to automate the process of configuration, deployment, and management of Amazon EC2
instances using Chef or Puppet. 

Which AWS service will satisfy the requirement? 

A. AWS Elastic Beanstalk 

B. AWS CloudFormation 

C. AWS OpsWorks 

D. AWS Config 

Correct Answer: C 

Reference: https://aws.amazon.com/opsworks/ 

 

QUESTION 5

During a security investigation, it is determined that there is a coordinated attack on the web applications deployed on
Amazon EC2. The attack is performed through malformed HTTP headers. 

What AWS service of feature would prevent this traffic from reaching the EC2 instances? 

A. Amazon Inspector 

B. Amazon Security Groups 

C. AWS WAF 

SOA-C01 PDF Dumps | SOA-C01 VCE Dumps | SOA-C01 Braindumps                              3 / 10

https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html


https://www.certbus.com/AWS-SysOps.html
2023 Latest certbus SOA-C01 PDF and VCE dumps Download

D. Application Load Balancer (ALB) 

Correct Answer: C 

Reference: https://aws.amazon.com/waf/ 

 

QUESTION 6

A sys admin is planning to subscribe to the RDS event notifications. For which of the below mentioned source
categories the subscription cannot be configured? 

A. DB security group 

B. DB snapshot 

C. DB options group 

D. DB parameter group 

Correct Answer: C 

Explanation: 

Amazon RDS uses the Amazon Simple Notification Service (SNS. to provide a notification when an 

Amazon RDS event occurs. These events can be configured for source categories, such as DB instance, 

DB security group, DB snapshot and DB parameter group. 

 

QUESTION 7

A SysOps Administrator is receiving multiple reports from customers that they are unable to connect to the company\\'s
website. which is being served through Amazon CloudFront. Customers are receiving HTTP response codes for both
4XX and 5XX errors. 

Which metric can the Administrator use to monitor the elevated error rates in CloudFront? 

A. TotalErrorRate 

B. RejectedConnectionCount 

C. NetworkTransmitThroughput 

D. HealthyHostCount 

Correct Answer: A 

Reference: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/monitoring-usingcloudwatch.html 
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QUESTION 8

Which of the below mentioned AWS RDS logs cannot be viewed from the console for MySQL? 

A. Error Log 

B. Slow Query Log 

C. Transaction Log 

D. General Log 

Correct Answer: C 

Explanation: 

The user can view, download, and watch the database logs using the Amazon RDS console, the 

Command Line Interface (CLI., or the Amazon RDS API. For the MySQL RDS, the user can view the error 

log, slow query log, and general logs. RDS does not support viewing the transaction logs. 

 

QUESTION 9

An organization has two AWS accounts: Development and Production. A SysOps Administrator manages access of IAM
users to both accounts. Some IAM users in Development should have access to certain resources in Production. 

How can this be accomplished? 

A. Create an IAM role in the Production account with the Development account as a trusted entity and then allow those
users from the Development account to assume the Production account IAM role. 

B. Create a group of IAM users in the Development account, and add Production account service ARNs as resources in
the IAM policy. 

C. Establish a federation between the two accounts using the on-premises Microsoft Active Directory, and allow the
Development account to access the Production account through this federation. 

D. Establish an Amazon Cognito Federated Identity between the two accounts, and allow the Development account to
access the Production account through this federation. 

Correct Answer: A 

 

 

QUESTION 10

A user has created a subnet with VPC and launched an EC2 instance in that subnet with only default settings. Which of
the below mentioned options is ready to use on the EC2 instance as soon as it is launched? 

A. Elastic IP 

B. Private IP 
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C. Public IP 

D. Internet gateway 

Correct Answer: B 

Explanation: A Virtual Private Cloud (VPC is a virtual network dedicated to a user\\'s AWS account. A subnet is a range
of IP addresses in the VPC. The user can launch the AWS resources into a subnet. There are two supported platforms
into which a user can launch instances: EC2-Classic and EC2-VPC. When the user launches an instance which is not a
part of the non-default subnet, it will only have a private IP assigned to it. The instances part of a subnet can
communicate with each other but cannot communicate over the internet or to the AWS services, such as RDS / S3. 

 

QUESTION 11

A security officer has requested that internet access be removed from subnets in a VPC. The subnets currently route
internet-bound traffic to a NAT gateway. A SysOps administrator needs to remove this access while allowing access to
Amazon S3. 

Which solution will meet these requirements? 

A. Set up an internet gateway. Update the route table on the subnets to use the internet gateway to route traffic to
Amazon S3. 

B. Set up an S3 VPC gateway endpoint. Update the route table on the subnets to use the gateway endpoint to route
traffic to Amazon S3. 

C. Set up additional NAT gateways in each Availability Zone. Update the route table on the subnets to use the NAT
gateways to route traffic to Amazon S3. 

D. Set up an egress-only internet gateway. Update the route table on the subnets to use the egress-only internet
gateway to route traffic to Amazon S3. 

Correct Answer: C 

 

QUESTION 12

What would happen to an RDS (Relational Database Service) multi-Availability Zone deployment if the primary DB
instance fails? 

A. The IP of the primary DB Instance is switched to the standby DB Instance. 

B. A new DB instance is created in the standby availability zone. 

C. The canonical name record (CNAME) is changed from primary to standby. 

D. The RDS (Relational Database Service) DB instance reboots. 

Correct Answer: C 

Explanation: 

Failover Process for Amazon RDS: 

SOA-C01 PDF Dumps | SOA-C01 VCE Dumps | SOA-C01 Braindumps                              6 / 10

https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html
https://www.certbus.com/AWS-SysOps.html


https://www.certbus.com/AWS-SysOps.html
2023 Latest certbus SOA-C01 PDF and VCE dumps Download

In the event of a planned or unplanned outage of your DB instance, Amazon RDS automatically switches 

to a standby replica in another Availability Zone if you have enabled Multi-AZ. The time it takes for the 

failover to complete depends on the database activity and other conditions at the time the primary DB 

instance became unavailable. 

The failover mechanism automatically changes the DNS record of the DB instance to point to the standby 

DB instance. As a result, you will need to re-establish any existing connections to your DB instance. 

Reference: 

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html 

 

QUESTION 13

You are managing the AWS account of a big organization. The organization has more than 1000+ employees and they
want to provide access to the various services to most of the employees. Which of the below mentioned options is the
best possible solution in this case? 

A. The user should create a separate IAM user for each employee and provide access to them as per the policy 

B. The user should create an IAM role and attach STS with the role. The user should attach that role to the EC2
instance and setup AWS authentication on that server 

C. The user should create IAM groups as per the organization\\'s departments and add each user to the group for better
access control 

D. Attach an IAM role with the organization\\'s authentication service to authorize each user for various AWS services 

Correct Answer: D 

Explanation: AWS Identity and Access Management is a web service which allows organizations to manage users and
user permissions for various AWS services. The user is managing an AWS account for an organization that already has
an identity system, such as the login system for the corporate network (SSO). In this case, instead of creating individual
IAM users or groups for each user who need AWS access, it may be more practical to use a proxy server to translate
the user identities from the organization network into the temporary AWS security credentials. This proxy server will
attach an IAM role to the user after authentication. 

 

QUESTION 14

A user is trying to send custom metrics to CloudWatch using the PutMetricData APIs. Which of the below mentioned
points should the user needs to take care while sending the data to CloudWatch? 

A. The size of a request is limited to 8KB for HTTP GET requests and 40KB for HTTP POST requests 

B. The size of a request is limited to 128KB for HTTP GET requests and 64KB for HTTP POST requests 

C. The size of a request is limited to 40KB for HTTP GET requests and 8KB for HTTP POST requests 

D. The size of a request is limited to 16KB for HTTP GET requests and 80KB for HTTP POST requests 
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Correct Answer: A 

Explanation: With AWS CloudWatch, the user can publish data points for a metric that share not only the same time
stamp, but also the same namespace and dimensions. CloudWatch can accept multiple data points in the same
PutMetricData call with the same time stamp. The only thing that the user needs to take care of is that the size of a
PutMetricData request is limited to 8KB for HTTP GET requests and 40KB for HTTP POST requests. 

 

QUESTION 15

You have set up an IAM policy for your users to access Elastic Load Balancers and you know that an IAM policy is a
JSON document that consists of one or more statements. Which of the following elements is not a part of the statement
in an IAM policy document? 

A. Action 

B. Resource 

C. Effect 

D. Key 

Correct Answer: D 

Explanation: 

When you attach a policy to a user or group of users to control access to your load balancer, it al-lows or 

denies the users permission to perform the specified tasks on the specified resources. 

An IAM policy is a JSON document that consists of one or more statements. Each statement is structured 

as follows: 

Effect: The effect can be Allow or Deny. By default, IAM users don\\'t have permission to use re-sources 

and API actions, so all requests are denied. An explicit allow overrides the default. An ex-plicit deny 

overrides any allows. 

Action: The action is the specific API action for which you are granting or denying permission. 

Resource: The resource that\\'s affected by the action. With many Elastic Load Balancing API ac-tions, you 

can restrict the permissions granted or denied to a specific load balancer by specifying its Amazon 

Resource Name (ARN) in this statement. Otherwise, you can use the * wildcard to specify all of your load 

balancers. 

Condition: You can optionally use conditions to control when your policies in effect. 

Reference: 

http://docs.aws.amazon.com/ElasticLoadBalancing/latest/DeveloperGuide/UsingIAM.html 
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