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QUESTION 1

The purpose of Microsoft Baseline Security Analyzer is to: 

A. List system vulnerabilities. 

B. Apply all current patches to a server. 

C. Set permissions to a default level. 

D. Correct a company\\'s security state. 

Correct Answer: A 

 

QUESTION 2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 3

What is an example of non-propagating malicious code? 

A. A back door 

B. A hoax 

C. A Trojan horse 

D. A worm 

Correct Answer: A 

 

QUESTION 4

Which of the following is a attack type that is used to poison a network or computer to the point where the system is
turned into unusable state? 

A. Mail bombing 

B. Pharming 

C. Protocol spoofing 

D. Denial of service (DOS) 

Correct Answer: D 

Denial of service (DOS) attack is an attack that is used to poison a network or computer to the point where the system is
turned into a unusable state. Answer A is incorrect. Mail bombing is an attack that is used to overwhelm mail: 
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servers and clients by sending a large number of unwanted e-mails. The aim of this type of attack is to completely fill the
recipient\\'s hard disk with immense, useless files, causing at best irritation, and at worst total computer failure. E-mail 

filtering and properly configuring email relay functionality on mail servers can be helpful for protection against this type
of attack. 

Answer: B is incorrect. Pharming is a hacker\\'s attack aiming to redirect a Web site\\'s traffic to another Web site.
Pharming can be conducted either by changing the hosts files on a victim\\'s computer or by exploitation of a
vulnerability in DNS 

server software. DNS servers are computers responsible for resolving Internet names into their IP addresses. Incorrect
entries in a computer\\'s hosts files are a popular target for malware. 

Answer: C is incorrect. Protocol spoofing is used in data communications for enhancing the performance in situations
where an currently working protocol is inadequate. In a computer security context, it refers to several forms of
falsification of 

technically unrelated data. 

 

QUESTION 5

Which of the following is the most common method for an attacker to spoof email? 

A. Back door 

B. Replay attack 

C. Man-in-the-middle attack 

D. Open relay 

Correct Answer: D 

An open relay is the most common method for an attacker to spoof email. An open relay is an SMTP mail server
configured in such a way that it allows anyone on the Internet to send e-mail through it. By processing mail that is
neither for nor from a local user, an open relay makes it possible for a spammer to route large volumes of spam.
Answer: C is incorrect. Man-in-the-middle attacks occur when an attacker successfully inserts an intermediary software
or program between two communicating hosts. The intermediary software or program allows attackers to listen to and
modify the communication packets passing between the two hosts. The software intercepts the communication packets
and then sends the information to the receiving host. The receiving host responds to the software, presuming it to be the
legitimate client. Answer: A is incorrect. A backdoor is a program or account that allows access to a system by skipping
the security checks. Many vendors and developers implement backdoors to save time and effort by skipping the security
checks while troubleshooting. A backdoor is considered to be a security threat and should be kept with the highest
security. If a backdoor becomes known to attackers and malicious users, they can use it to exploit the system. Answer:
B is incorrect. A replay attack is a type of attack in which attackers capture packets containing passwords or digital
signatures whenever packets pass between two hosts on a network. In an attempt to obtain an authenticated
connection, the attackers then resend the captured packet to the system. In this type of attack, the attacker does not
know the actual password, but can simply replay the captured packet. 

 

QUESTION 6

Which of the following is the reason of properly securing an audit log? 

Latest 98-367 Dumps | 98-367 Exam Questions | 98-367 Braindumps                              4 / 13

https://www.certbus.com/98-367.html
https://www.certbus.com/98-367.html
https://www.certbus.com/98-367.html


https://www.certbus.com/98-367.html
2023 Latest certbus 98-367 PDF and VCE dumps Download

A. To ensure that only authorized person can check the log file. 

B. To ensure that no one can remove it as there is no back up is provided for this log. 

C. To ensure that potential hackers becomes unable to delete the event logs for covering their tracks. 

D. To ensure that potential hackers can be tracked easily without changing the network configuration. 

Correct Answer: C 

The reason of properly securing an audit log is used to ensure that potential hackers becomes unable to delete the
event logs for covering their tracks. 

 

QUESTION 7

You are using the Microsoft Edge browser to connect to a web server that hosts a test version of a web application. You
receive the following message: 

Instructions: Use the drop-down menus to select the answer choice that completes each statement based on the
information. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 8

Which of the following is a set of rules that control the working environment of user accounts and computer accounts? 

A. Mandatory Access Control 

B. Access control list 

C. Group Policy 

D. Intrusion detection system 

Correct Answer: C 

Group Policy is a feature of the Microsoft Windows NT family of operating systems. It is a set of rules, which control the
working environment of user accounts and computer accounts. Group Policy provides the centralized management and
configuration of operating systems, applications, and users\\' settings in an Active Directory environment. Group Policy
is often used to restrict certain actions that may pose potential security risks. For example, block access to the Task
Manager, restrict access to certain folders, disable the downloading of executable files, and so on. As part of
Microsoft\\'s IntelliMirror technologies, Group Policy aims to reduce the cost of supporting users. IntelliMirror
technologies relate to the management of disconnected machines or roaming users and include roaming user profiles,
folde redirection, and offline files. 
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Answer: A is incorrect. Mandatory Access Control (MAC) is a model that uses a predefined set of access privileges for
an object of the system. Access to an object is restricted on the basis of the sensitivity of the object and granted through
authorization. Sensitivity of an object is defined by the label assigned to it. For example, if a user receives a copy of an
object that is marked as "secret", he cannot grant permission to other users to see this object unless they have the
appropriate permission. Answer: D is incorrect. An Intrusion detection system (IDS) is used to detect unauthorized
attempts to access and manipulate computer systems locally or through the Internet or an intranet. It can detect several
types of attacks and malicious behaviors that can compromise the security of a network and computers. This includes
network attacks against vulnerable services, unauthorized logins, and access to sensitive data, and malware (e.g.
viruses, worms, etc.). An IDS also detects attacks that originate from within a system. In most cases, an IDS has three
main components: Sensors, Console, and Engine. Sensors generate security events. A console is used to alert and
control sensors and to monitor events. An engine is used to record events and to generate security alerts based on
received security events. In many IDS implementations, these three components are combined into a single device.
Basically, the following two types of IDS are used: Network-based IDS Host-based IDS Answer: B is incorrect. Access
control list (ACL) is a rule list containing access control entries. It is used to allow or deny access to network resources.
ACL can be implemented on network users and network devices such as routers and firewalls. Routers and firewalls
use ACL to determine which packets should be forwarded or dropped. 

 

QUESTION 9

You need to hide internal IP addresses from the Internet while maintaining client access to the Internet. 

What should you implement? 

A. Port forwarding 

B. Secure Sockets Layer (SSL) 
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C. Access Control Lists 

D. Network Address Translation (NAT) 

Correct Answer: D 

 

QUESTION 10

A process by which DNS zone data is obtained by an attacker is referred to as: 

A. spoofing 

B. footprinting 

C. phishing 

D. Denial of Service 

Correct Answer: B 

 

QUESTION 11

Your anti-spam program is blocking emails from a particular sender. Your company needs to receive emails from this
sender. 

What should you do? 

A. Accept RSS feeds from their domain 

B. List the sender\\'s email address in DNS 

C. Add the email addresses to the whitelist 

D. Reconfigure the SMS Gateway 

Correct Answer: C 

 

QUESTION 12

Which of the following tools traces all or specific activities of a user on a computer? 

A. Task Manager 

B. Event Viewer 

C. Network Monitor 

D. Keylogger 

Correct Answer: D 

Latest 98-367 Dumps | 98-367 Exam Questions | 98-367 Braindumps                              8 / 13

https://www.certbus.com/98-367.html
https://www.certbus.com/98-367.html
https://www.certbus.com/98-367.html


https://www.certbus.com/98-367.html
2023 Latest certbus 98-367 PDF and VCE dumps Download

A keylogger is a software tool that traces all or specific activities of a user on a computer. Once a keylogger is installed
on a victim\\'s computer, it can be used for recording all keystrokes on the victim\\'s computer in a predefined log file.
An 

attacker can configure a log file in such a manner that it can be sent automatically to a predefined e-mail address. Some
of the main features of a keylogger are as follows: 

It can record all keystrokes. 

It can capture all screenshots. 

It can record all instant messenger conversations. It can be remotely installed. 

It can be delivered via FTP or e-mail. 

Answer: A is incorrect. Task Manager is a utility that is used for managing applications, processes, and the general
system performance and also for viewing the networking and user statistics. The Task Manager utility is used to run or
end 

programs or applications. Administrators use this tool to quickly identify and terminate a rogue application. 

This utility can be run by invoking a Windows Security menu by using the Ctrl+Alt+Delkey combination and then clicking
the Task Manager button or by right- clicking the task bar and then clicking the Task Managermenu option. Answer: B
is 

incorrect. Event Viewer is an administrative utility that displays the event log of a computer running Windows NT. Event
Viewer displays the following categories of events: 

Error: These events show significant problems, such as loss of data or loss of functionality. Warning: These events are
not necessarily significant but indicate possible problems. Information: These events describe the successful operation
of 
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an application, driver, or service. Success Audit: These events show successful audited security access attempts. 

Failure Audit: These events show failed audited security access attempts. Answer: C is incorrect. Network Monitor
(Netmon) is a protocol analyzer. It is used to analyze the network traffic. It is installed by default during the installation of
the 

operating system. It can be installed by using Windows Components Wizard in the Add or Remove Programs tool in
Control Panel. Network Monitor is used to perform the following tasks: 

1.Capture frames directly from the network. 

2.Display and filter captured frames immediately after capture or a later time. 3.Edit captured frames and transmit them
on the network. 

4.Capture frames from a remote computer. 

 

QUESTION 13

Which two security settings can be controlled by using group policy? (Choose two.) 

A. Password complexity 

B. Access to the Run... command 

C. Automatic file locking 

D. Encrypted access from a smart phone 

Correct Answer: AB 

Reference: http://technet.microsoft.com/en-us/library/cc875814.aspx 

 

QUESTION 14

You are configuring the network settings of computers in your school\\'s computer lab. 

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer:  

 

QUESTION 15

Which of the following is the process used by attackers for listening to the network traffic? 

A. Eavesdropping 

B. Subnetting 

C. Sanitization 

D. Hacking 

Correct Answer: A 

Eavesdropping is the process of listening to private conversations. It also includes attackers listening the network traffic.
For example, it can be done over telephone lines (wiretapping), email, instant messaging, and any other method of 
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communication considered private. 

Answer: C is incorrect. Sanitization is the process of removing sensitive information from a document or other medium
so that it may be distributed to a broader audience. When dealing with classified information, sanitization attempts to 

reduce the document\\'s classification level, possibly yielding an unclassified document. Originally, the term sanitization
was applied to printed documents; it has since been extended to apply to computer media and the problem of data 

remanence as well. 

Answer: D is incorrect. Hacking is a process by which a person acquires illegal access to a computer or network through
a security break or by implanting a virus on the computer or network. 

Answer: B is incorrect. Subnetting is a process through which an IP address network is divided into smaller networks. It
is a hierarchical partitioning of the network address space of an organization into several subnets. Subnetting creates 

smaller broadcast domains. It helps in the better utilization of the bits in the Host ID. 
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