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QUESTION 1

You need to create a group that includes users from different domains in a single forest. You also need to enable the
group to access resources in any domain in the forest. Which type of group should you create? 

A. Workgroup 

B. Local group 

C. Universal group 

D. Global group 

E. Domain Local group 

Correct Answer: C 

Universal Group: Group can include as members... Accounts from any domain within the forest in which this Universal
Group resides Global groups from any domain within the forest in which this Universal Group resides Universal groups
from any domain within the forest in which this Universal Group resides Group can be assigned permissions in... Any
domain or forest 

 

QUESTION 2

By default, what port does SMTP use? 

A. 80 

B. 23 

C. 25 

D. 21 

Correct Answer: C 

SMTP uses TCP port 25. 

 

QUESTION 3

You work as a System Administrator for company Inc. The task of setting up ten servers and twenty workstations per
specification is assigned to you. If you set up each individually, it will take approximately one week to accomplish the
task. You do not want to waste so much time for this. 

What will you do? 

A. Use Windows PowerShell. 

B. Use Server Manager. 

C. Use Windows Deployment Services. 
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D. Use Computer Management console. 

Correct Answer: C 

In order to save your time and to successfully accomplish the assigned task, you should use Windows Deployment
Services. 

Windows DS is used to install operating systems to set up new computers through a network without having to be
physically present at each computer and without having to install directly from a CD or DVD. Windows DS is commonly
used to deploy Windows operating systems in large to medium size business environment computers. 

Incorrect Answers: 

A: Windows PowerShell is an extensible command-line tool and associated scripting language. It provides
administrators comprehensive control and automation of system administration tasks to increase their productivity. It
integrates with the Microsoft .NET Framework and provides an environment to perform administrative tasks by
execution of commands. It includes many system administration utilities, consistent syntax and naming conventions,
and improved navigation of 

common management data such as the registry, certificate store, or Windows Management Instrumentation (WMI).
Windows PowerShell also includes a scripting language specifically designed for administrative purposes. 

B: Server Manager is a primary tool available in Windows Server 2016. It manages and secures multiple server roles in
an enterprise. The Server Manager console allows an administrator to perform the following tasks: 

Install Windows Server roles and features. View the Event Viewer logs. 

Access performance monitoring tools, Device Manager, Task Scheduler, Windows Firewall with Advanced Security,
Services, Local Users and Groups, Windows Server Backup, and Disk management. 

D: Computer Management is a collection of Microsoft Management Console (MMC) snap-ins, including the Device
Manager, Disk Defragmenter, Internet Information Services, Disk Management, Event Viewer, Local Users and Groups, 

Shared Folders, and other tools. Computer Management is the most prolific MCC that appears in the Administrative
Tools folder in the Control Panel. Computer Management can also be pointed at another Windows machine altogether, 

allowing for monitoring and configuration of other computers on the local network that the user has access to. 

 

QUESTION 4

You often stop by Fourth Coffee before class. The owner knows you are studying computer networking. One morning,
the owner asks for your help with a file server because it is running slower than usual. Which two tools should you use
to diagnose the problem with this server? (Choose two.) 

A. Task Manager 

B. Share and Storage Management 

C. Device Manager 

D. Perfmon 

E. Profiler 

Correct Answer: AD 
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A: The Performance tab of the Task Manager could be checked. 

D: Perfmon is the performance monitor in Windows. 

 

QUESTION 5

What part of the boot-up process initializes hardware and finds an operating system to load? 

A. POST 

B. MBR boot 

C. WinBoot 

D. PXEBoot 

Correct Answer: A 

Every time you turn on a computer, it goes through the Power-On Self Test (POST), which initializes hardware and finds
an operating system to load. 

 

QUESTION 6

You need to control which Microsoft Office updates are automatically deployed to client computers. Which tool should
you use? 

A. Microsoft Office SharePoint Services (MOSS) 

B. Windows Server Update Services (WSUS) 

C. Windows Update 

D. Microsoft Office Update 

Correct Answer: B 

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft
product updates to computers that are running the Windows operating system. By using WSUS, administrators can fully
manage the distribution of updates that are released through Microsoft Update to computers in their network. 

 

QUESTION 7

What technology is used to standardize the Windows environment on all client computers? 

A. Group Policy 

B. Registry 

C. Bindery 

D. DMZ 
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Correct Answer: A 

One of Active Directory\\'s most powerful features is Group Policy, which controls the working environment for user
accounts and computer accounts. Group Policy provides centralized management and configuration of operating
systems, applications, and user settings in an Active Directory environment. 

 

QUESTION 8

This question requires that you evaluate the underlined text to determine if it is correct. 

You install three 600GB hard disks in a computer running Windows Server 2016 Standard edition. You need to
configure at least 1TB of fault-tolerant storage from the hard disks. 

You configure that hard disks as a RAID 5 configuration. 

Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice that makes the statement correct. 

A. RAID 0 

B. RAID 1 

C. RAID 10 

D. No change is needed 

Correct Answer: C 

References: https://www.prepressure.com/library/technology/raid 

 

QUESTION 9

What Windows server attached to a domain is not a domain controller? 

A. member server 

B. bridgehead server 

C. LDAP server 

D. Kerberos server 

Correct Answer: A 

A server that is not running as a domain controller is known as a member server. 

To demote a domain controller to a member server, you rerun the dcpromo program. 

 

QUESTION 10

Which tool enables an administrator to centralize the distribution of Microsoft security updates? 
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A. Microsoft Security Response Center (MSRC) 

B. Windows Server Update Services (WSUS) 

C. Windows Update 

D. Microsoft Software Assurance 

E. Microsoft Update 

Correct Answer: B 

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft
product updates to computers that are running the Windows operating system. By using WSUS, administrators can fully
manage the distribution of updates that are released through Microsoft Update to computers in their network. 

 

QUESTION 11

Services that are required to enable another service to run are referred to as service: 

A. Roots 

B. Prerequisites 

C. Dependencies 

D. Parents 

E. Hosts 

Correct Answer: C 

Some services have dependency services that do not start until their dependency services start first. 

 

QUESTION 12

A system error window keeps displaying. 

Where do you find detailed information about that error? 

A. Event Viewer 

B. Resource Monitor 

C. Task Manager 

D. Device Manager 

Correct Answer: A 

Event Viewer is a tool that displays detailed information about significant events (for example, programs that don\\'t start
as expected or updates that are downloaded automatically) on your computer. Event Viewer can be helpful when
troubleshooting problems and errors with Windows and other programs. 
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References: http://windows.microsoft.com/en-us/windows/open-event-viewer 

 

QUESTION 13

You maintain backup schedules for a Windows Server 2016 server. Some users store vital information on their local
hard drives. 

You need to include the users\\' data when you perform nightly backups of the server. 

Which built-in process should you use? 

A. Agent backup 

B. Folder redirection 

C. Local backup schedules 

D. System state data backup 

Correct Answer: B 

Use folder redirection to store the vital information on a network share instead. Then it will be easy to backup this data. 

Note: Folder Redirection lets administrators redirect the path of a folder to a new location. The location can be a folder
on the local computer or a directory on a network file share. Users can work with documents on a server as if the
documents were based on a local drive. 

References: Folder Redirection Overview https://technet.microsoft.com/en-us/library/cc732275.aspx 

 

QUESTION 14

What is Microsoft\\'s virtualization server called? 

A. RRAS 

B. VPN 

C. Telnet 

D. Hyper-V 

Correct Answer: D 

Virtualization has become quite popular during the last few years. 

By using virtual machine technology, you can run multiple operating systems concurrently on a single machine, which
allows separation of services while keeping costs to a minimum. It can also be used to create Windows test systems in
a 

safe, self-contained environment. Microsoft Hyper-V is a hypervisor-based virtualization system for 64-bit computers
starting with Windows Server 2016. 
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QUESTION 15

You work as a Server Administrator for company Inc. The company has a virtual server hosted on a Windows Server
2016 server with the Hyper-V role installed. 

You have upgraded an application on the virtual server. You experience that this upgrade causes problems. Now, you
want to quickly revert back to the point before the changes are made. Which of the following will you use to accomplish
the task? 

A. Virtual Server Migration Toolkit 

B. Checkpoints 

C. Windows System Resource Manager 

D. Logical unit number 

Correct Answer: B 

In order to accomplish the task, you should use checkpoints. Snapshots have been improved in Windows Server 2016
and are now called checkpoints. 

Checkpoints are files that contain the configuration and data in a virtualized machine. 

The Hyper-V Manager Console provides the facility to take a snapshot of a virtual machine running under Hyper-V. This
snapshot can be used to quickly roll-back the instance of an operating system when the snapshot was taken. In state of 

any disaster such as malfunctioning virtual machine, these snapshots are very helpful to recover from such situations. 

Incorrect Answers: 

A: The Virtual Server Migration Toolkit (VSMT), a command-line-based tool provided by Windows Server 2016, is used
to migrate existing servers in the network environment to a virtualized partition of Windows Server 2016. VSMT has
been 

specially designed for administrators to handle small number of servers that needs to be virtualized. 

It however, cannot be used to manage these servers. It uses XML files to store configuration data during the migration
process. The tool is compatible with both the Hyper-V and the Virtual Server 2005 R2. 

C: Windows System Resource Manager (WSRM) is a tool for resource management and enables the allocation of
resources, including processor and memory resources, among multiple applications based on business priorities. With
WSRM, 

a system administrator can set CPU and memory allocation policies on applications, manage CPU utilization, and apply
policies to users or groups on a Terminal Services application server. WSRM also applies limits to process working set 

size and committed memory consumption. 

D: The logical unit number or LUN is the identifier of a SCSI logical unit, and by extension of a Fibre Channel or iSCSI
logical unit. A logical unit is a SCSI protocol entity, which performs classic storage operations such as read and write.
Each 

SCSI target provides one or more logical units. A logical unit typically corresponds to a storage volume and is
represented within a computer operating system as a device. 
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