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QUESTION 1

You have a server named Server1 that runs Windows Server 2016. Server1 has the Windows Server Update Services
server role installed. 

Windows Server Update Services (WSUS) updates for Server1 are stored on a volume named D. The hard disk that
contains volume D fails. 

You replace the hard disk. You recreate volume D and the WSUS folder hierarchy in the volume. 

You need to ensure that the updates listed in the WSUS console are available in the WSUS folder. What should you
run? 

A. wsusutil.exe /import 

B. wsusutil.exe /reset 

C. Set-WsusServerSynchronization 

D. Invoke-WsusServerCleanup 

Correct Answer: B 

https://technet.microsoft.com/en-us/library/cc720466%28v=ws.10%29.aspx?f=255and MSPPError=-2147217396
WSUSutil.exe is a tool that you can use to manage your WSUS server from the command line. WSUSutil.exeis located
in the % drive%\\Program Files\\UpdateServices\\Tools folder on your WSUS server.You can run specific commands
with WSUSutil.exe to perform specific functions, as summarized in thefollowing table.The syntax you would use to run
WSUSutil.exe with specific commands follows the table. 
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QUESTION 2

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. 

You need to prevent direct .NET scripts invoked by interactive Windows PowerShell sessions from running on the
servers. 

What should you do for each server? 

A. Create an AppLocker rule. 

B. Create a Code Integrity rule. 

C. Disable PowerShell Remoting. 
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D. Modify the local Kerberos policy settings. 

Correct Answer: C 

 

QUESTION 3

Your network contains an Active Directory forest named contoso.com. The functional level of the forest and the domain
is Windows Server 2012 R2. 

You plan to use Local Administrator Password Solution (LAPS) for all member servers. 

You need to prepare the forest for LAPS. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Run the Set-AdmPwdComputerSelfPermission cmdlet. 

B. Install the LAPS client-side extension on all domain controllers. 

C. Run the Update-AdmPwdADSchema cmdlet. 

D. Run the Set-AdmPwdAuditing cmdlet. 

E. Deploy an enterprise certification authority (CA). 

Correct Answer: AC 

https://blog.thesysadmins.co.uk/deploying-microsoft-laps-part-1.html 

 

QUESTION 4

Your network contains an Active Directory domain. 

Microsoft Advanced Threat Analytics (ATA) is deployed to the domain. 

A database administrator named DBA1 suspects that her user account was compromised. 

Which three events can you identify by using ATA? Each correct answer presents a complete solution. 

A. Spam messages received by DBA1. 

B. Phishing attempts that targeted DBA1 

C. The last time DBA1 experienced a failed logon attempt 

D. Domain computers into which DBA1 recently signed. 

E. Servers that DBA1 recently accessed. 

Correct Answer: CDE 
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https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-threatsSuspicious authentication failures (Behavioral
brute force)Attackers attempt to use brute force on credentials to compromise accounts.ATA raises an alert when
abnormal failed authentication behavior is detected.Abnormal behaviorLateral movement is a technique often used by
attackers, to move between devices and areas in the victim\\'snetwork to gain access to privileged credentials
orsensitive information of interest to the attacker. ATA is able to detect lateral movement by analyzing thebehavior of
users, devices and their relationship inside thecorporate network, and detect on any abnormal access patterns which
may indicate a lateral movementperformed by an attacker. https://gallery.technet.microsoft.com/ATA-Playbook-
ef0a8e38/view/ReviewsATA Suspicious Activity Playbook Page 35 Action: Attempt to authenticate to DC1 

 

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains a DNS server named
Server1 that runs Windows Server 2016. 

A domain-based Group Policy object (GPO) is used to configure the security policy of Server1. 

You plan to use Security Compliance Manager (SCM) 4.0 to compare the security policy of Server1 to the WS2012 DNS
Server Security 1.0 baseline. 

You need to import the security policy into SCM. What should you do first? 

A. From Security Configuration and Analysis, use the Export Template option. 

B. Run the Copy-GPO cmdlet and specify the -TargetName parameter. 

C. Run the Backup-GPO cmdlet and specify the -Path parameter. 

D. Run the secedit.exe command and specify the/export parameter. 

Correct Answer: C 

https://technet.microsoft.com/en-us/library/ee461052.aspx Backup-GPO cmdlet and specify the -Path parameter creates
a GPO backup folder with GUID name and issuitable to import to SCM 4.0 

 

QUESTION 6

You plan to enable Credential Guard on four servers. Credential Guard secrets will be bound to the TPM. The servers
run Windows Server 2016 and are configured as shown in the following table. 

Which of the above server you could enable Credential Guard? 

A. Server1 

B. Server2 

C. Server3 
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D. Server4 

Correct Answer: D 

https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-guard-requirements Hardware
and software requirementsTo provide basic protections against OS level attempts to read Credential Manager domain
credentials, NTLMand Kerberos derived credentials, WindowsDefender Credential Guard uses:-Support for
Virtualization-based security (required)-Secure boot (required)-TPM 2.0 either discrete or firmware (preferred ?provides
binding to hardware)-UEFI lock (preferred ?prevents attacker from disabling with a simple registry key change) 

 

QUESTION 7

You have two servers named Setver1 and Server2 that run Windows Server 2016 and are in a workgroup. Server1 is
used as a reference computer to configure the security baseline for the other computers in the workgroup. 

You need to apply the Group Policy computer settings of Server1 to Server2. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer:  
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QUESTION 8

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 10. 

You plan to deploy a Remote Desktop connection solution for the client computers. 

You have four available servers in the domain that can be configured as Remote Desktop servers. The servers are
configured as shown in the following table. 

You need to ensure that all Remote Desktop connections can be protected by using Remote Credential Guard. 

Solution: You deploy the Remote Desktop connection solution by using Server3. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Yes, since all client computers run Windows 10, and Server2 is Windows Server 2016 which fulfills the following
requirements of using Remote Credential Guard. https://docs.microsoft.com/en-us/windows/access-protection/remote-
credential-guardRemote Credential Guard requirementsTo use Windows Defender Remote Credential Guard, the
Remote Desktop client and remote host must meetthe following requirements:The Remote Desktop client device:Must
be running at least Windows 10, version 1703 to be able to supply credentials.Must be running at least Windows 10,
version 1607 or Windows Server 2016 to use the user\\'s signed-incredentials. This requires the user\\'s account be able
tosign in to both the client device and the remote host.Must be running the Remote Desktop Classic Windows
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application. The Remote Desktop Universal WindowsPlatform application doesn\\'t support WindowsDefender Remote
Credential Guard.Must use Kerberos authentication to connect to the remote host. If the client cannot connect to a
domaincontroller, then RDP attempts to fall back to NTLM.Windows Defender Remote Credential Guard does not allow
NTLM fallback because this would exposecredentials to risk.The Remote Desktop remote host:Must be running at least
Windows 10, version 1607 or Windows Server 2016.Must allow Restricted Admin connections.Must allow the client\\'s
domain user to access Remote Desktop connections. Must allow delegation of non-exportable credentials 

 

QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in
the following table. 

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker). 

Solution: You run the Lock-BitLocker cmdlet. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

References: https://docs.microsoft.com/en-us/powershell/module/bitlocker/lock-bitlocker?view=win10-ps 

 

QUESTION 10

Note: This question b part of a series of questions that use the same or simitar answer choices. An answer choice may
be correct for more than one question in the series. Each question is independent of the other questions in this series.
Information and details provided in a question apply only to that question. 

Your network contains an Active Directory domain named contoso.com The domain contains a server named Server1

70-744 Practice Test | 70-744 Exam Questions | 70-744 Braindumps                              8 / 14

https://www.certbus.com/70-744.html
https://www.certbus.com/70-744.html
https://www.certbus.com/70-744.html


https://www.certbus.com/70-744.html
2022 Latest certbus 70-744 PDF and VCE dumps Download

that runs Windows Server 2016. 

Server1 has a shared folder named Share1. 

You need to ensure that all access to Share1 uses SMB Encryption. 

Which tool should you use? 

A. File Explorer 

B. Shared Folders 

C. Server Manager 

D. Disk Management 

E. Storage Explorer 

F. Computer Management 

G. System Configuration 

H. File Server Resource Manager (FSRM)> 

Correct Answer: C 

https://blogs.technet.microsoft.com/filecab/2012/05/03/smb-3-security-enhancements-in-windows-server-2012/ 
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QUESTION 11

Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers. 

You deploy the Local Administrator Password Solution (LAPS) to the network. 

You discover that the members of a group named FinanceAdministartors can view the password of the local
Administrator accounts on the servers in an organizational unit (OU) named FinanceServers. 

You need to prevent the FinanceAdministartors members from viewing the local administrators ‘passwords on the
servers in FinanceServers. Which permission should you remove from FinanceAdministartors? 

A. all extended rights 

B. read all properties 

C. read permissions 

D. list contents 

Correct Answer: A 

https://4sysops.com/archives/set-up-microsoft-laps-local-administrator-password-solution-in-active-directory/ 

 

QUESTION 12

You implement Log Analytics in Microsoft Operations Management Suite (OMS) on all servers that run Windows Server
2016. 

You need to generate a daily report that identifies which servers restarted during the last 24 hours. 

Which query should you use? 

A. EventLog=Application EventId:6009 Type:Event TimeGenerated>NOW+24HOURS 

B. EventLog=Application EventId:6009 Type:Event TimeGenerated>NOW-24HOURS 

C. EventLog=System EventId:6009 Type:Event TimeGenerated>NOW-24HOURS 

D. EventLog=System EventId:6009 Type:Event TimeGenerated>NOW+24HOURS 

Correct Answer: C 

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-log-searchesComputer restart events are stored in
"System" eventlog instead of Application even log."NOW-24HOURS" clause matches all events generated in the last 24
hours. 
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QUESTION 13

Your network contains an Active Directory domain named contoso.com. 

You download Microsoft Security Compliance Toolkit 1.0 and all the security baselines. 

You need to deploy one of the security baselines to all the computers in an organizational unit (OU) named OU1. 

What should you do? 

A. Run 1gpo.exe and specify the /g parameter. From Policy Analyzer, click Add. 

B. From Group Policy Management, create and link a Group Policy object (GPO). Select the GPO and run the Import
Settings Wizard. 

C. From Group Policy Management, click Group Policy Objects, and then click Manage Backups... 

D. From Group Policy Management, create and link a Group Policy object (GPO). Run 1gpo.exe and specify the /g
parameter. 

Correct Answer: B 

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-
using-group-policy 

 

QUESTION 14

Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers. 

You deploy the Local Administrator Password Solution (LAPS) to the network. 
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You deploy a new server named FinanceServer5, and join FinanceServerS to the domain. 

You need to ensure that the passwords of the local administrators of FinanceServer5 are available to the LAPS
administrators. 

What should you do? 

A. On FinanceServerS, register AdmPwd.dll. 

B. On FmanceServerS, install the LAPS Windows PowerShell module. 

C. In the domain, modify the permissions for the computer account of FmanceServer5. 

D. In the domain, modify the permissions of the Domain Controllers organizational unit (OU). 

Correct Answer: A 

References: https://gallery.technet.microsoft.com/Step-by-Step-Deploy-Local-7c9ef772 

 

QUESTION 15

Your network contains an Active Directory domain named contoso.com. 

The domain contains two DNS servers that run Windows Server 2016. 

The servers host two zones named contoso.com and admin.contoso.com. 

You sign both zones. 

You need to ensure that all client computers in the domain validate the zone records when they query the zone. 

What should you deploy? 

A. a Microsoft Security Compliance Manager (SCM) policy 

B. a zone transfer policy 

C. a Name Resolution Policy Table (NRPT) 

D. a connection security rule 

Correct Answer: C 

You should use Group Policy NRPT to for a DNS Client to perform DNSSEC validation of DNS zone records. 
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