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QUESTION 1

Your network contains an Active Directory domain named contoso com. The domain contains a DNS server named
Server1 

You enable Response Rate Limiting on Server1. 

You need to prevent Response Rate Limiting from applying to hosts that reside on the network of 10.0.0.0/24. 

Which cmdlets should you run? To answer, select the appropriate options in the answer area 

Hot Area: 

Correct Answer: 
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By default RRL, is disabled on Windows DNS Server. To enable it the admin has to input SetDNSServerRRL 

This enables RRL on the DNS server with default settings (See more at Set-DnsServerResponseRateLimiting ) 

References: 

https://blogs.technet.microsoft.com/teamdhcp/2015/08/28/response-rate-limiting-in-windows-dns-server/ 

https://docs.microsoft.com/en-us/powershell/module/dnsserver/add-dnsserverclientsubnet?view=win10-ps 

https://docs.microsoft.com/en-us/powershell/module/dnsserver/add-
dnsserverresponseratelimitingexceptionlist?view=win10-ps 

 

QUESTION 2

You have an IP Address Management (IPAM) deployment that is used to manage all of the DNS servers on your
network. IPAM is configured to use Group Policy provisioning. 

You discover that a user adds a new mail exchanger (MX) record to one of the DNS zones. 

You want to identify which user added the record. 

You open Event Catalog on an IPAM server, and you discover that the most recent event occurred yesterday. 

You need to ensure that the operational events in the event catalog are never older than one hour. 

What should you do? 

A. From an IPAM_DNS Group Policy object (GPO), modify the Group Policy refresh interval. 

B. From Task Scheduler, create a scheduled task that runs the Update-IpamServer cmdlet. 

C. From the properties on the DNS zone, modify the refresh interval. 
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D. From Task Scheduler, modify the Microsoft\Windows\IPAM\Audit task. 

Correct Answer: D 

 

QUESTION 3

You have a server named Served that runs Windows Server 2016. 

Server1 will be used as a VPN server. 

You need to configure Server1 to support VPN Reconnect. 

Which VPN protocol should you use? 

A. PPTP 

B. L2TP 

C. SSTP 

D. lKEv2 

Correct Answer: D 

VPN reconnect enables Windows to reestablish a dropped VPN connection without requiring user intervention you must
implement an IKEv2 VPN 

References: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-7/dd637817(v=ws.10) 

 

QUESTION 4

You use Application Request Routing (ARR) to make internal web applications available to the Internet by using NTLM
authentication. 

You need to replace ARR by using the Web Application Proxy. 

Which server role should you deploy first? 

A. Active Directory Rights Management Services 

B. Active Directory Federation Services 

C. Active Directory Certificate Services 

D. Active Directory Lightweight Directory Services 

Correct Answer: B 

 

QUESTION 5

You have a DHCP server named Server1 that runs Windows Server 2016. 
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You have a single IP subnet. 

Server1 has an IPv4 scope named Scope1. Scope1 has an IP address range of 10.0.1.10 to 10.0.1.200 and a length of
24 bits. 

You need to create a second logical IP network on the subnet. The subnet will use an IP address range of 10.0.2.10 to
10.0.2.200 and a length of 24 bits. 

What should you do? 

A. Create a second scope, and then create a superscope. 

B. Create a superscope, and then configure an exclusion range in Scope1. 

C. Create a new scope, and then modify the IPv4 bindings. 

D. Create a second scope, and then run the DHCP Split-Scope Configuration Wizard. 

Correct Answer: A 

References: https://technet.microsoft.com/en-us/library/cc958938.aspx 

 

QUESTION 6

Each question is independent of the other questions in this series. 

Information and details provided in a question apply only to that question. 

You have three servers named Server1, Server2. Server3 that run Windows Server 2016 Server1 and Server2 have the
Hyper-V server role installed. 

Server3 has the iSCSI Target Server role service installed. 

You need to create a Hyper-V cluster. 

Which tool should you use first? 

A. the clussvc.exe command 

B. the cluster.exe command 

C. the Computer Management console 

D. the configurehyperv.exe command 

E. the Disk Management console 

F. the Failover Cluster Manager console 

G. the Hyper-V Manager console 

H. the Server Manager Desktop app 

Correct Answer: H 
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QUESTION 7

Note: This question is part of a series of a questions that present the same scenario. Each question in the series
contains a unique solution that might meet the stated goals. Some questions sets might have more than one correct
solutions, 

while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. The forest contains a member server named
Server1 that runs Windows Server 2016. All domain controllers run Windows Server 2012 R2. 

Contoso.com has the following configuration. 

You plan to deploy an Active Directory Federation Services (AD FS) farm on Server1 and to configure device
registration. 

You need to configure Active Directory to support the planned deployment. 

Solution: You upgrade a domain controller to Windows Server 2016. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

New installations of AD FS 2016 require the Active Directory 2016 schema (minimum version 85). Upgrading a domain
controller will upgrade the schema. Note: upgrading the schema is not the same as upgrading the domain for forest
functional level. Upgrading the functional level is not required. 

 

QUESTION 8

You have a Hyper-V host named Server1 that runs Windows Server 2016. Server1 hosts a virtual machine named VM1.
VM1 is in a workgroup. VM1 is currently in a running state. 

You need to create 10 copies of VM1 on Server1 in the least amount of time possible. 

Which cmdlets should you use? 
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A. Stop-VM, and then Import-VM 

B. Export-VM, and then Import-VM 

C. Checkpoint-VM, and then New-VM 

D. Copy-VMFile, and then New-VM 

Correct Answer: B 

References: http://www.thegeekstuff.com/2014/03/import-export-vm-hyper-v/ 

 

QUESTION 9

This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution. 

After your answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. 

You need to identify which server is the schema master. Solution: From a command prompt, you run netdom query
fsmo. Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Windows PowerShell Copyright (C) 2016 Microsoft Corporation. All rights reserved. PS C:\Windows\system32> netdom
query fsmo Schema master dc10.contoso.com Domain naming master dc10.contoso.com PDC dc10.contoso.com RID
pool manager dc10.contoso.com Infrastructure master dc10.contoso.com The command completed successfully. 

References: https://blogs.technet.microsoft.com/mempson/2007/11/08/how-to-find-out-who-has-your-fsmo-roles/ 

 

QUESTION 10

You have a DNS server named Server1 that runs Windows Server 2016. Server1 has network interfaces that have the
following IP addresses: 

10.0.0.100 

131.107.0.100 

The internal network uses an IP address space of 10.0.0.0/16. 

Server1 provides DNS name resolution to both internal and external clients. Server1 hosts the primary zone for
contoso.com. 

You need to configure Server1 to meet the following requirements: 
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Internal clients must be able to use Server 1 to resolve internal-based DNS names. 

*

 External clients must not be able to use Server1 to resolve Internal-based DNS names. 

*

 External clients must able to use Server1 to resolve names in the contoso.com zone. 

Which commands should you run on Server1.? To answer select the appropriate option in answer area. 

Hot Area: 

Correct Answer: 
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QUESTION 11

Your network contains an Active Directory domain named contoso.com. The domain contains three servers named
Server1, Server2, and Server3 that run Windows Server 2016. 

Server1 has IP Address Management (IPAM) installed. Server2 and Server3 have the DHCP Server role installed and
have several DHCP scopes configured. The IPAM server retrieves data from Server2 and Server3. 

A domain user named User1 is a member of the groups shown in the following table. 

On Server1, you create a security policy for User1. The policy grants the IPAM DHCP Scope Administrator Role with the
\Global access scope to the user. Which actions can User1 perform? To answer, select the appropriate options in the
answer area. 

Hot Area: 
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Correct Answer: 

User1 is using Server Manager, not IPAM to perform the administration. Therefore, only the “DHCP Administrators”
permission on Server2 and the “DHCP Users” permissions on Server3 are applied. The permissions granted through
membership of the “IPAM DHCP Scope Administrator Role” are not applied when the user is not using the IPAM
console. 

 

QUESTION 12

You are a network administrator for a company named Contoso, Ltd. The network is configured as shown in the exhibit: 
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You install the Remote Access server role on Server2. Server2 has the following configured: 

Network address translation (NAT). 

The DHCP Server server role. 

The Security Policy of Contoso states that only TCP ports 80 and 443 are allowed from the internet to Server2. 

You identify the following requirements: 

Add 28 devices to Subnet2 for a temporary project. 

Configure Server2 to accept VPN connections from the internet. 

Ensure that devices on Subnet2 obtain TCP/IP settings from DHCP on Server2. 

You add a computer to Subnet1. The computer has an IP address of 10.10.0.129. Web1 receives a request from the
new computer and sends a response. 

Which IP address should you choose? 

A. 10.10.0.129 

B. 10.10.0.224 

C. 131.107.0.223 
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D. 172.16.128.222 

Correct Answer: C 

 

 

QUESTION 13

Your network contains an Active Directory forest. The forest contains one domain named contoso.com. The domain
contains two domain controllers named DC1 and DC2. DC1 holds all of the operations master roles. During normal
network operations, you run the following commands on DC2: 

DC1 fails. 

You remove DC1 from the network, and then you run the following command: 

For each of the following statements, select Yes if the statement if true. Otherwise, select No. 

Hot Area: 

Correct Answer: 
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PS C:\Windows\system32> Move-ADDirectoryServerOperationMasterRole -Identity dc02 OperationMasterRole
PDCEmulator Move Operation Master Role Do you want to move role \\'PDCEmulator\\' to server \\'dc02.contoso.com\\'
? 

[Y]

 Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): Y PS C:\Windows\system32> Move-
ADDirectoryServerOperationMasterRole -Identity dc02 - OperationMasterRole RIDMaster Move Operation Master Role
Do you want to move role \\'RIDMaster\\' to server \\'dc02.contoso.com\\' ? 

[Y]

 Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): Y PS C:\Windows\system32> netdom query
fsmo Schema master dc01.contoso.com Domain naming master dc01.contoso.com PDC dc02.contoso.com RID pool
manager dc02.contoso.com Infrastructure master dc01.contoso.com The command completed successfully. DC1 is now
removed from the network PS C:\Windows\system32> Move-ADDirectoryServerOperationMasterRole -Identity dc02
OperationMasterRole SchemaMaster Move Operation Master Role Do you want to move role \\'SchemaMaster\\' to
server \\'dc02.contoso.com\\' ? 

[Y]

 Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): Y Move-
ADDirectoryServerOperationMasterRole : The directory service is unavailable At line:1 char:1 

+

 Move-ADDirectoryServerOperationMasterRole -Identity dc02 -OperationMa ... 

+

 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

+

 CategoryInfo : NotSpecified: (dc02:ADDirectoryServer) [Move-ADDirector...ationMasterRole], ADException 

+

 FullyQualifiedErrorId :
ActiveDirectoryServer:8207,Microsoft.ActiveDirectory.Management.Commands.MoveADDirectoryServerOperati
onMasterRole PS C:\Windows\system32> 
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QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution. Determine whether the solution meets the stated goals. 

In this section, you\\'ll see one or more sets of questions with the same scenario and problem. Each question presents a
unique solution to the problem, and you must determine whether the solution meets the stated goals. 

Any of the solutions might solve the problem. It is also possible that none of the solutions solve the problem. 

Once you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory domain named contoso.com. The domain contains a DNS server named
Server1. All client computers run Windows 10. 

On Server1, you have the following zone configuration. 

You need to prevent Server1 from resolving queries from DNS clients located on Subnet4. Server1 must resolve queries
from all other DNS clients. 

Solution: From the Security setting of each zone on Server1, you modify the permissions. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution. Determine whether the solution meets the stated goals. Your network contains an Active Directory 

domain named contoso.com. The domain contains a DNS server named Server1. All client computers run Windows 10. 

On Server1, you have the following zone configuration. 
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You need to ensure that all of the client computers in the domain perform DNSSEC validation for the fabrikam.com
namespace. 

Solution: From a Group Policy object (GPO) in the domain, you modify the Network List Manager Policies. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Network List Manager Policies are security settings that you can use to configure different aspects of how networks are
listed and displayed on one computer or on many computers. Network List Manager Policies are not related to
DNSSEC. 

References: https://technet.microsoft.com/en-us/library/jj966256(v=ws.11).aspx https://docs.microsoft.com/en-
us/windows/device-security/security-policy-settings/network-list-manager-policies 
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