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QUESTION 1

Your network contains Windows 8.1 Enterprise client computers. The computers are members of an Active Directory
domain. 

Your company purchases a subscription to Windows Intune. 

Synchronization between Active Directory and Windows Intune is not configured. 

You enroll all of the computers in Windows Intune. 

You plan to create groups that contain the computers by using dynamic membership. 

You need to identify which criteria you can use to populate the groups dynamically. 

Which three criteria should you identify? (Each correct answer presents a complete solution. Choose three.) 

A. organizational unit (OU) 

B. domain 

C. security group 

D. manager 

E. device type 

Correct Answer: ABE 

Explanation: A device group dynamic membership criteria: 

*

 (A) Organizational unit (OU): You can specify the OU for computers as membership criteria. OUs cannot be retrieved
for mobile devices. The OUs are retrieved directly from the Windows Intune inventory. *(B) Domain: You can specify the
domain for a computer as membership criteria. This information is retrieved from the Windows Intune inventory. Domain
names cannot be retrieved for mobile devices. 

*

 (E) Device type: You can specify computers as membership criteria, and if your environment is configured to support
mobile devices, mobile devices. Device type information for computers is retrieved from the Windows Intune inventory.
Device type information for mobile devices is retrieved from Exchange. 

Reference: Windows Intune, Device and User Group Considerations 

 

QUESTION 2

Your network contains Windows RT client computers. All certificates are issued by an internal certification authority
(CA). All of the computers are managed by using Windows Intune. 

You have a Windows 8.1 client computer named Clientl and a Windows RT client computer named Client2. 
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On Clientl, you develop a Windows Store app named Appl. 

You need to recommend the tasks that must be completed to ensure that Client2 can install Appl. 

What should you recommend? (To answer, drag the appropriate tasks to the correct location or locations. Each task
may be used once, more than once, or not at all. You may need to drag the 

split bar between panes or scroll to view content.) 

Select and Place: 

Correct Answer: 

http://technet.microsoft.com/en-us/library/hh852635.aspx http://technet.microsoft.com/en-us/windows/jj874388.aspx 

 

QUESTION 3

You support desktop computers and tablets that run Windows 8 Enterprise. All of the computers are able to connect to
your company network from the Internet by using DirectAccess. 

Your company wants to deploy a new application to the tablets. 

The deployment solution must meet the following requirements: 

The application is not accessible if a user is working offline. The application is isolated from other applications. The
application uses the least amount of disk space. You need to deploy the new application to the tablets. 

What should you do? 

A. Deploy the application as an Application Virtualization (App-V) package. Install the App- V 4.6 client on the tablets. 
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B. Deploy the application as a published application on the Remote Desktop server. Create a Remote Desktop
connection on the tablets. 

C. Install the application on a local drive on the tablets. 

D. Install the application in a Windows To Go workspace. 

E. Install Hyper-V on tablets. Install the application on a virtual machine. 

F. Publish the application to Windows Store. 

G. Install the application within a separate Windows 8 installation in a virtual hard disk (VHD) file. Configure the tablets
with dual boot. 

H. Install the application within a separate Windows 8 installation in a VHDX file. Configure the tablets with dual boot. 

Correct Answer: A 

Explanation: Microsoft Application Virtualization (App-V) 

Microsoft Application Virtualization (App-V) enables enterprises to meet the needs of users and IT by empowering
anywhere productivity and accelerated application deployment. App- V provides anywhere user access to applications
that available on any authorized device without application installs. Virtual applications and user settings are preserved
whether users are online or offline. App-V increases business agility through faster application deployment and updates
with no user interruptions. It minimizes conflicts between applications, allowing enterprises to reduce application
compatibility testing time. App-V together with Microsoft User State Virtualization (USV) provides users with a consistent
experience and reliable access to applications and business data, no matter their location and connection to the
Internet. 

Reference: 

http://www.microsoft.com/en-us/windows/enterprise/products-and- technologies/virtualization/app-v.aspx 

 

QUESTION 4

You administer laptop and desktop computers that run Windows 8 Pro. Your company uses Active Directory Domain
Services (AD DS) and Active Directory Certificate Services (AD CS). 

Your company decides that access to the company network for all users must be controlled by two-factor
authentication. 

You need to configure the computers to meet this requirement. 

What should you do? 

A. Install smart card readers on all computers. Issue smart cards to all users. 

B. Enable the Password must meet complexity requirements policy setting. Instruct users to log on by using the domain
\username format for their username and their strong password. 

C. Create an Internet Protocol security (IPsec) policy that requires the use of Kerberos to authenticate all traffic. Apply
the IPsec policy to the domain. 

D. Issue photo identification to all users. Instruct all users to set up and use PIN Logon. 
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Correct Answer: A 

Explanation: Smart cards contain a microcomputer and a small amount of memory, and they provide secure, tamper-
proof storage for private keys and X.509 security certificates. A smart card is a form of two-factor authentication that
requires the user to have a smart card and know the PIN to gain access to network resources. Registry certificates
cannot be used for two factor authentication. Although certificates are ideal candidates for two-factor authentication,
registry certificates ?which are protected by a strong private key and are the most appropriate certificates for two-factor
authentication - cannot be used. The reason for this is that Windows does not support registry certificates and
completely ignores them. As a result, organizations must deploy and manage complex and expensive smart card
solutions rather than using registry based certificates. http://technet.microsoft.com/en-us/library/cc770519.aspx]
http://technet.microsoft.com/ en-us/library/ jj200227.aspx 

 

QUESTION 5

You support computers that run Windows 8 Enterprise. Company policy requires that Microsoft Internet Explorer be the
only browser allowed and supported. 

You collect software metering data and discover that several users are running other third-party browsers. 

You need to block other web browsers from running on the computers. All other applications should be allowed. 

Which three actions should you perform in sequence? (To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.) 

Select and Place: 

Correct Answer: 
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Note: 

* Use Computer Configuration (not user configuration). 

* Restrict Access to Programs with AppLocker in Windows 7 

If you share a computer and don’t want other users accessing certain applications, there is a new feature in Windows 7
that allows you to block them. We restrict what programs other users can access using AppLocker. 

Under Local Computer Policy go to Computer Configuration \ Windows Settings \ Security Settings \ Application Control
Policies \ AppLocker. 

Now under AppLocker Properties check the boxes next to Configured under Executable rules then click Ok. 
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Finally create a Deny Executable rule for each browser you want to block. 

Reference: 

http://technet.microsoft.com/library/hh831440.aspx 

 

QUESTION 6

You are a systems administrator for your company. The company has employees who work remotely by using a virtual
private network (VPN) connection from their computers, which run Windows 8 Pro. These employees use an application
to access the company intranet database servers. The company recently decided to distribute the latest version of the
application through using a public cloud. 

Some users report that every time they try to download the application by using Internet Explorer, they receive a
warning message that indicates the application could harm their computer. You need to recommend a solution that
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prevents this warning message from appearing, without compromising the security protection of the computers. 

What should you do? 

A. Publish the application through a public file transfer protocol (FTP) site. 

B. Digitally sign the application by using a trusted certificate, and then update the default App Package Deployment
policy on all computers. 

C. Change the default Software Restriction Policies on the client computers. 

D. Change the default Applications Control Policies on the client computers. 

Correct Answer: B 

Explanation: Note: The app package signature ensures that the package and contents haven\\'t been modified after they
were signed. If the signing certificate validates to a Trusted Root Certification Authorities Certificate, the signature also
identifies who signed the package. http://technet.microsoft.com/en-us/library/dd361898.aspx
http://technet.microsoft.com/en-us/library/bb123793%28v=EXCHG.65%29.aspx http:// technet.microsoft.com/en-
us/library/cc754841.aspx 

 

QUESTION 7

You support computers that run Windows 8 Pro. 

You plug a legacy hardware adapter into a computer. You open Device Manager and notice that the legacy hardware
adapter is not listed. 

Ycker policies are deployed. Company policy states that AppLocker must be disabr. 

To which node should you add the legacy hardware adapter? (To answer, select the appropriate object in the answer
area.) 

Hot Area: 
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Correct Answer: 
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http://technet.microsoft.com/en-us/library/cc731478.aspx 

 

QUESTION 8

You support client Windows 8.1 computers. Some of these computers have the Application Virtualization (App-V) client
installed. Multiple App-V applications are published on the network. 

A user reports that it is taking a long time to launch App-V applications. You discover that the user has a roaming profile
on the computer. 

You need to minimize the time that is required for the user to start App-V applications on her computer. 

What should you do? 

A. Change the location of the App-V client cache file. 

B. Change the user profile to Local. 

C. Increase the size of the App-V client cache. 
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D. Change the user profile to Mandatory. 

Correct Answer: B 

Explanation: The current App-V Client VFS driver cannot write to network locations, so the App-V Client detects the
presence of folder redirection and copies the data on the local drive during publishing and when the virtual environment
starts. After the user closes the App-V application and the App-V Client closes the virtual environment, the local storage
of the VFS AppData is copied back to the network, enabling roaming to additional machines, where the process will be
repeated. The detailed steps of the processes are: During publishing or virtual environment startup, the App-V Client
detects the location of the AppData directory. If the roaming AppData path is local or ino AppData\Roaming location is
mapped, nothing happens. If the roaming AppData path is not local, the VFS AppData directory is mapped to the local
AppData directory. 

Note: App-V 5.0 SP2 supports folder redirection of the roaming AppData folder (%AppData%). When the virtual
environment is started, the roaming AppData state from the user\\'s roaming AppData directory is copied to the local
cache. Conversely, when the virtual environment is shut down, the local cache that is associated with a specific user\\'s
roaming AppData is transferred to the actual location of that user\\'s roaming AppData directory. 

Reference: Application Publishing and Client Interaction 

 

QUESTION 9

Your company has a main office that has a connection to the Internet. 

The company has 100 Windows 8.1 Pro client computers that run Microsoft Office 2010. 

You purchase a subscription to Office 365 for each user. You download the Office Deployment Tool for Click-to-Run, 

You need to deploy Office 365 ProPlus to the computers. The solution must minimize the amount of traffic over the
Internet connection. 

Which two actions should you perform? (Each correct answer presents part of the solution. 

Choose two.) 

A. On a file server, run setup.exe and specify the /download parameter. 

B. On each client computer, run setup.exe and specify the /configure parameter. 

C. On a file server, run setup.exe and specify the /configure parameter. 

D. On each client computer, run setup.exe and specify the /download parameter, 

Correct Answer: CD 

Explanation: http://technet.microsoft.com/enus/windows/jj219423%28v=office.14%29.aspx 

 

QUESTION 10

You support computers that run Windows 8 Pro and are members of an Active Directory domain. Several desktop
computers are located in a subnet that is protected by a firewall. The firewall allows incoming TCP connections only to
ports 80 
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and 443. 

You want to manage disk volumes on the desktop computers from your computer, which is located outside the
protected subnet. 

You need to configure the network to support the required remote administration access. 

What should you do? 

A. Enable Remote Desktop on the desktop computers. 

B. Run the winrm quickconfig command on your computer. 

C. Install Remote Server Administration Tools (RSAT) on your computer. 

D. Run the winrm quickconfig command on the desktop computers. 

Correct Answer: D 

Explanation: Installation and Configuration for Windows Remote Management (Windows) 

Reference: 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa384372(v=vs.85).aspx Quick default configuration 

Starting with Windows Vista, you can enable the WS-Management protocol on the local computer and set up the default
configuration for remote management with the following command: Winrm quickconfig. 

Windows Server 2003 R2: The Winrm quickconfig command is not available. 

The winrm quickconfig command (or the abbreviated version winrm qc) performs the following operations: 

Starts the WinRM service, and sets the service startup type to auto-start. 

Configures a listener for the ports that send and receive WS-Management protocol messages using either HTTP or
HTTPS on any IP address. 

Defines ICF exceptions for the WinRM service, and opens the ports for HTTP and HTTPS. 

Note The winrm quickconfig command creates a firewall exception only for the current user profile. If the firewall profile
is changed for any reason, winrm quickconfig should be run to enable the firewall exception for the new profile;
otherwise, 

the exception might not be enabled. 

Reference 2: 

http://blogs.technet.com/b/jonjor/archive/2009/01/09/winrm-windows-remote-management- troubleshooting.aspx 

WinRM (Windows Remote Management) Troubleshooting 

While WinRM listens on port 80 by default, it doesn\\'t mean traffic is unencrypted. Traffic by default is only accepted by
WinRM when it is encrypted using the Negotiate or Kerberos SSP. WinRM uses HTTP (TCP 80) or HTTPS (TCP 443). 

WinRM also includes helper code that lets the WinRM listener share port 80 with IIS or any other application that may
need to use that port. 
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http://technet.microsoft.com/en-us/library/hh921475.aspx 

 

QUESTION 11

You have laptops that run Windows 8. The laptops have Microsoft User Experience Virtualization (UE-V) installed. 

You need to ensure that the application settings, which are synchronized by using UE-V, apply to computers that are
disconnected from the network. 

What should you do? 

A. From a command prompt, run sc config PeerDistSvc start=auto. 

B. From Group Policy Management Editor, configure the Windows Connection Manager settings. 

C. From a command prompt, run sc config CscService start=auto. 

D. From Group Policy Management Editor, configure the Network Connections settings. 

Correct Answer: C 

Explanation: Problem: UE-V Agent installation fails with error: The Offline Files service is not running Cause: The UE-V
Agent installation failed because Offline Files was not enabled on the system. 

Resolution: To resolve the issue, enable Windows Offline files on the system. 

Windows 7 and Windows 8 

Run the following command from an elevated command prompt: 

sc config cscservice start=auto 

http://technet.microsoft.com/en-US/library/jj680025.aspx http://technet.microsoft.com/en-US/library/cc990290.aspx 

 

QUESTION 12

You are an application developer for a federal government agency. You maintain a legacy application that the agency
originally developed for Windows 2000. The agency is upgrading all desktop computers to Windows 8.1. 

The legacy application does not run on Windows 8.1. You use the Application Compatibility Toolkit (ACT) to create a
shim. 

You need to deploy the shim to all Windows 8.1 computers. 

What should you do? 

A. Run the sdbinst.exe utility on each computer to install the shim locally. 

B. Configure a Group Policy to install the shim with user privileges. 

C. Install the shim on all Windows XP computers prior to the Windows 8.1 upgrade. 

D. Install the shim with a PowerShell script by using the ACT PowerShell add-in. 
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Correct Answer: D 

Explanation: Deploying a custom shim database to users requires the following two actions: 

*

 Placing the custom shim database (*.sdb file) in a location to which the user\\'s computer has access (either locally or
on the network) 

*

 Calling the sdbinst.exe command-line utility to install the custom shim database locally While any approach that
completes these two actions will work, customers commonly use one of the following two approaches: 

*

 Packaging the *.sdb file and a script in an .msi file and then deploying the .msi file, making sure to mark the custom
action not to impersonate the calling user. For example, if using Microsoft Visual Basic?Scripting Edition (VBScript)
script, the custom action type would be msidbCustomActionTypeVBScript + msidbCustomActionTypeInScript +
msidbCustomActionTypeNoImpersonate = 0x0006 + 0x0400 + 0x0800 = 0x0C06 = 3078 decimal. 

*

 Placing the *.sdb file on a network share, and then calling a script on target computers, making sure to call the script at
a time when it will receive elevated rights (for example, from a computer start-up script instead of a user log-in script).
Reference: Custom Shim Database Deployment https://technet.microsoft.com/en-us/library/dd837647(v=ws.10).aspx 
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