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QUESTION 1

SQL injection attack consists of insertion or "injection" of either a partial or complete SQL query via the 

data input or transmitted from the client (browser) to the web application. 

A successful SQL injection attack can: 

i)Read sensitive data from the database 

iii)Modify database data (insert/update/delete) 

iii)Execute administration operations on the database (such as shutdown the DBMS) 

iV)Recover the content of a given file existing on the DBMS file system or write files into the file system 

v)Issue commands to the operating system 

Pen tester needs to perform various tests to detect SQL injection vulnerability. He has to make a list of all input fields
whose values could be used in crafting a SQL query, including the hidden fields of POST requests and then test them
separately, trying to interfere with the query and to generate an error. 

In which of the following tests is the source code of the application tested in a non-runtime environment to detect the
SQL injection vulnerabilities? 

A. Automated Testing 

B. Function Testing 

C. Dynamic Testing 

D. Static Testing 

Correct Answer: D 

Reference: 
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http://ijritcc.org/IJRITCC%20Vol_2%20Issue_5/Removal%20of%20Data%20Vulnerabilities %20Using% 

20SQL.pdf 

 

QUESTION 2

How many bits is Source Port Number in TCP Header packet? 

A. 48 

B. 32 

C. 64 

D. 16 

Correct Answer: D 

 

QUESTION 3

TCP/IP model is a framework for the Internet Protocol suite of computer network protocols that defines the
communication in an IP-based network. It provides end-to-end connectivity specifying how data should be formatted,
addressed, transmitted, routed and received at the destination. This functionality has been organized into four
abstraction layers which are used to sort all related protocols according to the scope of networking involved. 

Which of the following TCP/IP layers selects the best path through the network for packets to travel? 

A. Transport layer 

B. Network Access layer 

C. Internet layer 

D. Application layer 
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Correct Answer: C 

 

QUESTION 4

Which of the following will not handle routing protocols properly? 

A. "Internet-router-firewall-net architecture" 

B. "Internet-firewall-router-net architecture" 

C. "Internet-firewall -net architecture" 

D. "Internet-firewall/router(edge device)-net architecture" 

Correct Answer: B 

 

QUESTION 5

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host. 

The time-to-live (TTL) value, also known as hop limit, is used in determining the intermediate routers being traversed
towards the destination. 
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During routing, each router reduces packets\\' TTL value by 

B. 1 

C. 4 

D. 2 

Correct Answer: B 

Reference: http://www.packetu.com/2009/10/09/traceroute-through-the-asa/ 

 

QUESTION 6

Assessing a network from a hacker\\'s point of view to discover the exploits and vulnerabilities that are accessible to the
outside world is which sort of vulnerability assessment? 

A. Network Assessments 

B. Application Assessments 

C. Wireless Network Assessments 

D. External Assessment 

Correct Answer: D 

Reference: http://controlcase.com/managed_compliance_pci_vulnerability_scan.html 

 

QUESTION 7

Information gathering is performed to: 

i) Collect basic information about the target company and its network 

ii) Determine the operating system used, platforms running, web server versions, etc. 

iii) Find vulnerabilities and exploits 
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Which of the following pen testing tests yields information about a company\\'s technology infrastructure? 

A. Searching for web page posting patterns 

B. Analyzing the link popularity of the company\\'s website 

C. Searching for trade association directories 

D. Searching for a company\\'s job postings 

Correct Answer: D 

 

QUESTION 8

Phishing is typically carried out by email spoofing or instant messaging and it often directs users to enter details at a
fake website whose look and feel are almost identical to the legitimate one. 

Phishing is an example of social engineering techniques used to deceive users, and exploits the poor usability of current
web security technologies. Attempts to deal with the growing number of reported phishing incidents include legislation,
user training, public awareness, and technical security measures. 
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What characteristics do phishing messages often have that may make them identifiable? 

A. Invalid email signatures or contact information 

B. Suspiciously good grammar and capitalization 

C. They trigger warning pop-ups 

D. Suspicious attachments 

Correct Answer: C 

 

QUESTION 9

Which of the following acts is a proprietary information security standard for organizations that handle cardholder
information for the major debit, credit, prepaid, e-purse, ATM, and POS cards and applies to all entities involved in
payment card processing? 

A. PIPEDA 

B. PCI DSS 

C. Human Rights Act 1998 

D. Data Protection Act 1998 

Correct Answer: B 

Reference: http://en.wikipedia.org/wiki/Payment_Card_Industry_Data_Security_Standard 

 

QUESTION 10
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During external penetration testing, which of the following techniques uses tools like Nmap to predict the sequence
numbers generated by the targeted server and use this information to perform session hijacking techniques? 

A. TCP Sequence Number Prediction 

B. IPID State Number Prediction 

C. TCP State Number Prediction 

D. IPID Sequence Number Prediction 

Correct Answer: A 

Reference: http://www.scribd.com/doc/133636402/LPTv4-Module-18-External-Penetration- Testing-NoRestriction
(p.43) 

 

QUESTION 11

One needs to run "Scan Server Configuration" tool to allow a remote connection to Nessus from the remote Nessus
clients. This tool allows the port and bound interface of the Nessus daemon to be configured. By default, the Nessus
daemon listens to connections on which one of the following? 

A. Localhost (127.0.0.1) and port 1241 

B. Localhost (127.0.0.1) and port 1240 

C. Localhost (127.0.0.1) and port 1246 

D. Localhost (127.0.0.0) and port 1243 

Correct Answer: A 

 

QUESTION 12

SQL injection attacks are becoming significantly more popular amongst hackers and there has been an estimated 69
percent increase of this attack type. 

This exploit is used to great effect by the hacking community since it is the primary way to steal sensitive data from web
applications. It takes advantage of non-validated input vulnerabilities to pass SQL commands through a web application
for execution by a back- end database. 

The below diagram shows how attackers launched SQL injection attacks on web applications. 
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Which of the following can the attacker use to launch an SQL injection attack? 

A. Blah\\' "2=2 ? 

B. Blah\\' and 2=2 -

C. Blah\\' and 1=1 -

D. Blah\\' or 1=1 -

Correct Answer: D 

 

QUESTION 13

The IP protocol was designed for use on a wide variety of transmission links. Although the maximum length of an IP
datagram is 64K, most transmission links enforce a smaller maximum packet length limit, called a MTU. 

The value of the MTU depends on the type of the transmission link. The design of IP accommodates MTU differences
by allowing routers to fragment IP datagrams as necessary. The receiving station is responsible for reassembling the
fragments back into the original full size IP datagram. 

IP fragmentation involves breaking a datagram into a number of pieces that can be reassembled later. The IP source,
destination, identification, total length, and fragment offset fields in the IP header, are used for IP fragmentation and
reassembly. 
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The fragment offset is 13 bits and indicates where a fragment belongs in the original IP datagram. This value is a: 

A. Multiple of four bytes 

B. Multiple of two bytes 

C. Multiple of eight bytes 

D. Multiple of six bytes 

Correct Answer: C 

Reference: http://www.freesoft.org/CIE/Course/Section3/7.htm (fragment offset: 13 bits) 

 

QUESTION 14

An automated electronic mail message from a mail system which indicates that the user does not exist on that server is
called as? 

A. SMTP Queue Bouncing 

B. SMTP Message Bouncing 

C. SMTP Server Bouncing 

D. SMTP Mail Bouncing 

Correct Answer: D 

Reference: http://en.wikipedia.org/wiki/Bounce_message 

 

QUESTION 15

412-79V10 PDF Dumps | 412-79V10 Exam Questions | 412-79V10 Braindumps                             10 / 12

https://www.certbus.com/412-79v10.html
https://www.certbus.com/412-79v10.html
https://www.certbus.com/412-79v10.html


https://www.certbus.com/412-79v10.html
2023 Latest certbus 412-79V10 PDF and VCE dumps Download

Which of the following is a framework of open standards developed by the Internet Engineering Task Force (IETF) that
provides secure transmission of the sensitive data over an unprotected medium, such as the Internet? 

A. DNSSEC 

B. Netsec 

C. IKE 

D. IPsec 

Correct Answer: D 

 

Reference: http://www.cisco.com/c/en/us/td/docs/net_mgmt/vpn_solutions_center/2- 0/ip_security/
provisioning/guide/IPsecPG1.html 
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