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QUESTION 1

Refer to the exhibit. 

An administrator is adding a new Cisco FTD device to their network and wants to manage it with Cisco FMC. The Cisco
FTD is not behind a NAT device. Which command is needed to enable this on the Cisco FTD? 

A. configure manager add DONTRESOLVE kregistration key> 

B. configure manager add 16 

C. configure manager add DONTRESOLVE FTD123 

D. configure manager add  

Correct Answer: D 

Reference: https://cyruslab.net/2019/09/03/ciscocisco-firepower-lab-setup/ 

 

QUESTION 2

Which two key and block sizes are valid for AES? (Choose two) A. 64-bit block size, 112-bit key length 

B. 64-bit block size, 168-bit key length 

C. 128-bit block size, 192-bit key length 

D. 128-bit block size, 256-bit key length 
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E. 192-bit block size, 256-bit key length 

Correct Answer: CD 

The AES encryption algorithm encrypts and decrypts data in blocks of 128 bits (block size). It can do this using 128-bit,
192-bit, or 256-bit keys 

 

QUESTION 3

An organization must add new firewalls to its infrastructure and wants to use Cisco ASA or Cisco FTD. 

The chosen firewalls must provide methods of blocking traffic that include offering the user the option to bypass the
block for certain sites after displaying a warning page and to reset the connection. Which solution should the
organization choose? 

A. Cisco FTD because it supports system rate level traffic blocking, whereas Cisco ASA does not 

B. Cisco ASA because it allows for interactive blocking and blocking with reset to be configured via the GUI, whereas
Cisco FTD does not. 

C. Cisco FTD because it enables interactive blocking and blocking with reset natively, whereas Cisco ASA does not 

D. Cisco ASA because it has an additional module that can be installed to provide multiple blocking capabilities,
whereas Cisco FTD does not. 

Correct Answer: C 

 

QUESTION 4

Which two actions does the Cisco identity Services Engine posture module provide that ensures endpoint
security?(Choose two.) 

A. The latest antivirus updates are applied before access is allowed. 

B. Assignments to endpoint groups are made dynamically, based on endpoint attributes. 

C. Patch management remediation is performed. 

D. A centralized management solution is deployed. 

E. Endpoint supplicant configuration is deployed. 

Correct Answer: AC 

ISE posture assessment includes a set of rules in a security policy that define a series of checks before an endpoint is
granted access to the network. Posture assessment checks include the installation of OS patches, host based firewall,
antivirus and anti-malware software, disk encryption and more 

 

QUESTION 5

Refer to the exhibit. 
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An engineer is implementing a certificate based VPN. What is the result of the existing configuration? 

A. The OU of the IKEv2 peer certificate is used as the identity when matching an IKEv2 authorization policy. 

B. Only an IKEv2 peer that has an OU certificate attribute set to MANGLER establishes an IKEv2 SA successfully 

C. The OU of the IKEv2 peer certificate is encrypted when the OU is set to MANGLER 

D. The OU of the IKEv2 peer certificate is set to MANGLER 

Correct Answer: A 

 

QUESTION 6

Which risk is created when using an Internet browser to access cloud-based service? 

A. misconfiguration of infrastructure, which allows unauthorized access 

B. intermittent connection to the cloud connectors 

C. vulnerabilities within protocol 

D. insecure implementation of API 

Correct Answer: C 

 

QUESTION 7

An administrator enables Cisco Threat Intelligence Director on a Cisco FMC. Which process uses STIX and allows
uploads and downloads of block lists? 

A. consumption 

B. sharing 

C. editing 

D. authoring 

Correct Answer: A 
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QUESTION 8

Which telemetry data captures variations seen within the flow, such as the packets TTL, IP/TCP flags, and payload
length? 

A. interpacket variation 

B. software package variation 

C. flow insight variation 

D. process details variation 

Correct Answer: A 

Reference: 

https://www.cisco.com/c/dam/global/en_uk/products/switches/cisco_nexus_9300_ex_platfo
rm_switches_white_paper_uki.pdf 

 

QUESTION 9

What does endpoint isolation in Cisco AMP for Endpoints security protect from? 

A. an infection spreading across the network E 

B. a malware spreading across the user device 

C. an infection spreading across the LDAP or Active Directory domain from a user account 

D. a malware spreading across the LDAP or Active Directory domain from a user account 

Correct Answer: C 

https://community.cisco.com/t5/endpoint-security/amp-endpoint-isolation/td-
p/4086674#:~:text=Isolating%20an%20endpoint%20blocks%20all,your%20IP%20isolation %20allow%20list 

 

QUESTION 10

What is a benefit of using Cisco CWS compared to an on-premises Cisco WSA? 

A. Cisco CWS eliminates the need to backhaul traffic through headquarters for remote workers whereas Cisco WSA
does not 

B. Cisco CWS minimizes the load on the internal network and security infrastructure as compared to Cisco WSA. 

C. URL categories are updated more frequently on Cisco CWS than they are on Cisco WSA 

D. Content scanning for SAAS cloud applications is available through Cisco CWS and not available through Cisco WSA 

Correct Answer: A 
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QUESTION 11

What are two workloaded security models? (Choose two) 

A. SaaS 

B. IaaS 

C. on-premises 

D. off-premises 

E. PaaS 

Correct Answer: CD 

 

QUESTION 12

Refer to the exhibit. 

What does this Python script accomplish? 
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A. It allows authentication with TLSv1 SSL protocol 

B. It authenticates to a Cisco ISE with an SSH connection. 

C. lt authenticates to a Cisco ISE server using the username of ersad 

D. It lists the LDAP users from the external identity store configured on Cisco ISE 

Correct Answer: C 

 

QUESTION 13

What is a difference between Cisco AMP for Endpoints and Cisco Umbrella? 

A. Cisco AMP for Endpoints is a cloud-based service, and Cisco Umbrella is not. 

B. Cisco AMP for Endpoints prevents connections to malicious destinations, and C malware. 

C. Cisco AMP for Endpoints automatically researches indicators of compromise .. 

D. Cisco AMP for Endpoints prevents, detects, and responds to attacks before and against Internet threats. 

Correct Answer: D 

https://learn-umbrella.cisco.com/i/802005-umbrella-security-report/3?
https://www.cisco.com/site/us/en/products/security/endpoint-security/secure-
endpoint/index.html#:~:text=Powerful%20EDR%20capabilities,from%20Kenna%20Security . Cisco Advanced Malware
Protection (AMP) for endpoints can be seen as a replacement for the traditional antivirus solution. It is a next
generation, cloud delivered endpoint protection platform (EPP), and advanced endpoint detection and response (EDR).
Providing Protection ?Detection Response While Cisco Umbrella can enforce security at the DNS-, IP-, and HTTP/S-
layer, this report does not require that blocking is enabled and only monitors your DNS activity. Any malicious domains
requested and IPs resolved are indicators of compromise (IOC). Any malicious domains requested and IPs resolved are
indicators of compromise (IOC) 

 

QUESTION 14

Which two capabilities of Integration APIs are utilized with Cisco DNA Center? (Choose two.) 

A. Upgrade software on switches and routers 

B. Third party reporting 

C. Connect to ITSM platforms 

D. Create new SSIDs on a wireless LAN controller 

E. Automatically deploy new virtual routers 

Correct Answer: BC 

IT Service Management (ITSM) minimizes handoffs, reduces duplication of issues, and optimizes processes by
integrating the Cisco DNA Center platform into incident-management, change-management and problem-management
systems. It also integrates the Cisco DNA Center platform into approval- and pre-approval chains, and it links the Cisco
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DNA Center platform with formal change- and maintenance-window schedules. 

The platform also integrates with Reporting and Analytics capabilities for capacity planning, asset management,
compliance control, and auditing. The Cisco DNA Center platform boosts IT efficiency and automation by integrating
seamlessly with other IT systems through RESTful APIs. 

 

QUESTION 15

Refer to the exhibit. 

All servers are in the same VLAN/Subnet. DNS Server-1 and DNS Server-2 must communicate with each other, and all
servers must communicate with default gateway multilayer switch. Which type of private VLAN ports should be
configured to prevent communication between DNS servers and the file server? 

A. Configure GigabitEthernet0/1 as community port, GigabitEthernet0/2 as isolated port, and GigabitEthernet0/3 and
GigabitEthernet0/4 as promiscuous ports. 

B. Configure GigabitEthernet0/1 as community port, GigabitEthernet0/2 as promiscuous port, Gigabit Ethernet0/3 and
GigabitEthernet0/4 as isolated ports. 

C. Configure GigabitEthernet0/1 as promiscuous port, GigabitEthernet0/2 as isolated port and GigabitEthernet0/3 and
GrgabitEthernet0/4 as community ports 

D. Configure GigabitEthernet0/1 as promiscuous port, GigabitEthernet0/2 as community port, and GigabitEthernet0/3
and GrgabitEthernet0/4 as isolated ports. 

Correct Answer: C 
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