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QUESTION 1

Windows LAN Manager (LM) hashes are known to be weak. 

Which of the following are known weaknesses of LM? (Choose three.) 

A. Converts passwords to uppercase. 

B. Hashes are sent in clear text over the network. 

C. Makes use of only 32-bit encryption. 

D. Effective length is 7 characters. 

Correct Answer: ABD Section: (none)

 

QUESTION 2

You are tasked to perform a penetration test. While you are performing information gathering, you find an employee list
in Google. You find the receptionist\\'s email, and you send her an email changing the source email to her boss\\'s email
( boss@company ). In this email, you ask for a pdf with information. She reads your email and sends back a pdf with
links. You exchange the pdf links with your malicious links (these links contain malware) and send back the modified
pdf, saying that the links don\\'t work. She reads your email, opens the links, and her machine gets infected. You now
have access to the company network. 

What testing method did you use? 

A. Social engineering 

B. Tailgating 

C. Piggybacking 

D. Eavesdropping 

Correct Answer: A Section: (none)

Social engineering, in the context of information security, refers to psychological manipulation of people into performing
actions or divulging confidential information. A type of confidence trick for the purpose of information gathering, fraud, or
system access, it differs from a traditional "con" in that it is often one of many steps in a more complex fraud scheme. 

Incorrect Answers: 

B: Using tailgaiting an attacker, seeking entry to a restricted area secured by unattended, electronic access control, e.g.
by RFID card, simply walks in behind a person who has legitimate access. 

References: https://en.wikipedia.org/wiki/Social_engineering_(security) 

 

QUESTION 3

During a security audit of IT processes, an IS auditor found that there were no documented security procedures. What
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should the IS auditor do? 

A. Identify and evaluate existing practices 

B. Create a procedures document 

C. Conduct compliance testing 

D. Terminate the audit 

Correct Answer: A Section: (none)

The auditor should first evaluated existing policies and practices to identify problem areas and opportunities. 

 

QUESTION 4

In order to show improvement of security over time, what must be developed? 

A. Reports 

B. Testing tools 

C. Metrics 

D. Taxonomy of vulnerabilities 

Correct Answer: C Section: (none)

Today, management demands metrics to get a clearer view of security. 

Metrics that measure participation, effectiveness, and window of exposure, however, offer information the 

organization can use to make plans and improve programs. 

References: http://www.infoworld.com/article/2974642/security/4-security-metrics-that-matter.html 

 

QUESTION 5

When purchasing a biometric system, one of the considerations that should be reviewed is the processing speed. Which
of the following best describes what it is meant by processing? 

A. The amount of time it takes to convert biometric data into a template on a smart card. 

B. The amount of time and resources that are necessary to maintain a biometric system. 

C. The amount of time it takes to be either accepted or rejected form when an individual provides Identification and
authentication information. 

D. How long it takes to setup individual user accounts. 

Correct Answer: C Section: (none)
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QUESTION 6

To determine if a software program properly handles a wide range of invalid input, a form of automated testing can be
used to randomly generate invalid input in an attempt to crash the program. 

What term is commonly used when referring to this type of testing? 

A. Fuzzing 

B. Randomizing 

C. Mutating 

D. Bounding 

Correct Answer: A Section: (none)

Fuzz testing or fuzzing is a software testing technique, often automated or semi-automated, that involves providing
invalid, unexpected, or random data to the inputs of a computer program. The program is then monitored for exceptions
such as crashes, or failing built-in code assertions or for finding potential memory leaks. Fuzzing is commonly used to
test for security problems in software or computer systems. It is a form of random testing which has been used for
testing hardware or software. 

References: https://en.wikipedia.org/wiki/Fuzz_testing 

 

QUESTION 7

Bob learned that his username and password for a popular game has been compromised. He contacts the company
and resets all the information. The company suggests he use two-factor authentication, which option below offers that? 

A. A new username and password 

B. A fingerprint scanner and his username and password. 

C. Disable his username and use just a fingerprint scanner. 

D. His username and a stronger password. 

Correct Answer: B Section: (none)

 

QUESTION 8

While performing online banking using a Web browser, Kyle receives an email that contains an image of a well-crafted
art. Upon clicking the image, a new tab on the web browser opens and shows an animated GIF of bills and coins being
swallowed by a crocodile. After several days, Kyle noticed that all his funds on the bank was gone. What Web browser-
based security vulnerability got exploited by the hacker? 

A. Clickjacking 

B. Web Form Input Validation 

C. Cross-Site Request Forgery 

312-50V9 PDF Dumps | 312-50V9 Practice Test | 312-50V9 Exam Questions                                4 / 8

https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html


https://www.certbus.com/312-50v9.html
2023 Latest certbus 312-50V9 PDF and VCE dumps Download

D. Cross-Site Scripting 

Correct Answer: C Section: (none)

 

QUESTION 9

Which of the following defines the role of a root Certificate Authority (CA) in a Public Key Infrastructure (PKI)? 

A. The root CA is the recovery agent used to encrypt data when a user\\'s certificate is lost. 

B. The root CA stores the user\\'s hash value for safekeeping. 

C. The CA is the trusted root that issues certificates. 

D. The root CA is used to encrypt email messages to prevent unintended disclosure of data. 

Correct Answer: C Section: (none)

 

QUESTION 10

Which Intrusion Detection System is best applicable for large environments where critical assets on the network need
extra security and is ideal for observing sensitive network segments? 

A. Network-based intrusion detection system (NIDS) 

B. Host-based intrusion detection system (HIDS) 

C. Firewalls 

D. Honeypots 

Correct Answer: A Section: (none)

 

QUESTION 11

XOR is a common cryptographic tool. 10110001 XOR 00111010 is? 

A. 10111100 

B. 11011000 

C. 10011101 

D. 10001011 

Correct Answer: D Section: (none)

 

QUESTION 12
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What tool and process are you going to use in order to remain undetected by an IDS while pivoting and passing traffic
over a server you\\'ve compromised and gained root access to? 

A. Install and use Telnet to encrypt all outgoing traffic from this server. 

B. Install Cryptcat and encrypt outgoing packets from this server. 

C. Use HTTP so that all traffic can be routed via a browser, thus evading the internal Intrusion Detection Systems. 

D. Use Alternate Data Streams to hide the outgoing packets from this server. 

Correct Answer: B Section: (none)

 

QUESTION 13

Matthew received an email with an attachment named "YouWon$10Grand.zip." The zip file contains a file named
"HowToClaimYourPrize.docx.exe." Out of excitement and curiosity, Matthew opened the said file. Without his
knowledge, the file copies itself to Matthew\\'s APPDATA\IocaI directory and begins to beacon to a Command-and-
control server to download additional malicious binaries. What type of malware has Matthew encountered? 

A. Key-logger 

B. Trojan 

C. Worm 

D. Macro Virus 

Correct Answer: B Section: (none)

 

QUESTION 14

It is a short-range wireless communication technology that allows mobile phones, computers and other devices to
connect and communicate. This technology intends to replace cables connecting portable devices with high regards to
security. 

A. Bluetooth 

B. Radio-Frequency Identification 

C. WLAN 

D. InfraRed 

Correct Answer: A Section: (none)

 

QUESTION 15

What is the main disadvantage of the scripting languages as opposed to compiled programming languages? 

A. Scripting languages are hard to learn. 
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B. Scripting languages are not object-oriented. 

C. Scripting languages cannot be used to create graphical user interfaces. 

D. Scripting languages are slower because they require an interpreter to run the code. 

Correct Answer: D Section: (none)

312-50V9 PDF Dumps 312-50V9 Practice Test 312-50V9 Exam Questions

312-50V9 PDF Dumps | 312-50V9 Practice Test | 312-50V9 Exam Questions                                7 / 8

https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html


https://www.certbus.com/312-50v9.html
2023 Latest certbus 312-50V9 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © certbus, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

312-50V9 PDF Dumps | 312-50V9 Practice Test | 312-50V9 Exam Questions                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html
https://www.certbus.com/312-50v9.html

