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QUESTION 1

Which one of the following instigates a SYN flood attack? 

A. Generating excessive broadcast packets. 

B. Creating a high number of half-open connections. 

C. Inserting repetitive Internet Relay Chat (IRC) messages. 

D. A large number of Internet Control Message Protocol (ICMP) traces. 

Correct Answer: B 

 

QUESTION 2

A hacker is attempting to see which IP addresses are currently active on a network. Which NMAP switch would the
hacker use? 

A. -sO 

B. -sP 

C. -sS 

D. -sU 

Correct Answer: B 

 

QUESTION 3

Bob has a good understanding of cryptography, having worked with it for many years. 

Cryptography is used to secure data from specific threats, but it does not secure the application from coding errors. It
can provide data privacy; integrity and enable strong authentication but it cannot mitigate programming errors. 

What is a good example of a programming error that Bob can use to explain to the management how encryption will not
address all their security concerns? 

A. Bob can explain that using a weak key management technique is a form of programming error 

B. Bob can explain that using passwords to derive cryptographic keys is a form of a programming error 

C. Bob can explain that a buffer overflow is an example of programming error and it is a common mistake associated
with poor programming technique 

D. Bob can explain that a random number generator can be used to derive cryptographic keys but it uses a weak seed
value and this is a form of a programming error 

Correct Answer: A 
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QUESTION 4

A circuit level gateway works at which of the following layers of the OSI Model? 

A. Layer 5 - Application 

B. Layer 4 - TCP 

C. Layer 3 - Internet protocol 

D. Layer 2 - Data link 

Correct Answer: B 

 

QUESTION 5

Least privilege is a security concept that requires that a user is 

A. limited to those functions required to do the job. 

B. given root or administrative privileges. 

C. trusted to keep all data and access to that data under their sole control. 

D. given privileges equal to everyone else in the department. 

Correct Answer: A 

 

QUESTION 6

An attacker is attempting to telnet into a corporation\\'s system in the DMZ. The attacker doesn\\'t want to get caught
and is spoofing his IP address. After numerous tries he remains unsuccessful in connecting to the system. The attacker
rechecks that the target system is actually listening on Port 23 and he verifies it with both nmap and hping2. He is still
unable to connect to the target system. 

What could be the reason? 

A. The firewall is blocking port 23 to that system 

B. He needs to use an automated tool to telnet in 

C. He cannot spoof his IP and successfully use TCP 

D. He is attacking an operating system that does not reply to telnet even when open 

Correct Answer: C 

 

QUESTION 7
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Johnny is a member of the hacking group Orpheus1. He is currently working on breaking into the Department of
Defense\\'s front end Exchange Server. He was able to get into the server, located in a DMZ, by using an unused
service account that had a very weak password that he was able to guess. Johnny wants to crack the administrator
password, but does not have a lot of time to crack it. He wants to use a tool that already has the LM hashes computed
for all possible permutations of the administrator password. 

What tool would be best used to accomplish this? 

A. SMBCrack 

B. SmurfCrack 

C. PSCrack 

D. RainbowTables 

Correct Answer: D 

 

QUESTION 8

How can rainbow tables be defeated? 

A. Password salting 

B. Use of non-dictionary words 

C. All uppercase character passwords 

D. Lockout accounts under brute force password cracking attempts 

Correct Answer: A 

 

QUESTION 9

Symmetric encryption algorithms are known to be fast but present great challenges on the key management side.
Asymmetric encryption algorithms are slow but allow communication with a remote host without having to transfer a key
out of band or in person. 

If we combine the strength of both crypto systems where we use the symmetric algorithm to encrypt the bulk of the data
and then use the asymmetric encryption system to encrypt the symmetric key, what would this type of usage be known
as? 

A. Symmetric system 

B. Combined system 

C. Hybrid system 

D. Asymmetric system 

Correct Answer: C 
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QUESTION 10

While conducting a penetration test, the tester determines that there is a firewall between the tester\\'s machine and the
target machine. The firewall is only monitoring TCP handshaking of packets at the session layer of the OSI model. 

Which type of firewall is the tester trying to traverse? 

A. Packet filtering firewall 

B. Application-level firewall 

C. Circuit-level gateway firewall 

D. Stateful multilayer inspection firewall 

Correct Answer: C 

 

QUESTION 11

What is the main reason the use of a stored biometric is vulnerable to an attack? 

A. The digital representation of the biometric might not be unique,even if the physical characteristic is unique. 

B. Authentication using a stored biometric compares a copy to a copy instead of the original to a copy. 

C. A stored biometric is no longer "something you are" and instead becomes "something you have". 

D. A stored biometric can be stolen and used by an attacker to impersonate the individual identified by the biometric. 

Correct Answer: D 

 

QUESTION 12

Which of the following network attacks takes advantage of weaknesses in the fragment reassembly functionality of the
TCP/IP protocol stack? 

A. Teardrop 

B. SYN flood 

C. Smurf attack 

D. Ping of death 

Correct Answer: A 

 

QUESTION 13

The network administrator contacts you and tells you that she noticed the temperature on the internal wireless router
increases by more than 20% during weekend hours when the office was closed. She asks you to investigate the issue
because she is busy dealing with a big conference and she doesn\\'t have time to perform the task. 
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What tool can you use to view the network traffic being sent and received by the wireless router? 

A. Netcat 

B. Wireshark 

C. Nessus 

D. Netstat 

Correct Answer: B 

 

QUESTION 14

Which of the following is the best way an attacker can passively learn about technologies used in an organization? 

A. By sending web bugs to key personnel 

B. By webcrawling the organization web site 

C. By searching regional newspapers and job databases for skill sets technology hires need to possess in the
organization 

D. By performing a port scan on the organization\\'s web site 

Correct Answer: C 

 

QUESTION 15

An attacker finds a web page for a target organization that supplies contact information for the company. Using available
details to make the message seem authentic, the attacker drafts e-mail to an employee on the contact page that
appears to come from an individual who might reasonably request confidential information, such as a network
administrator. 

The email asks the employee to log into a bogus page that requests the employee\\'s user name and password or click
on a link that will download spyware or other malicious programming. 

Google\\'s Gmail was hacked using this technique and attackers stole source code and sensitive data from Google
servers. This is highly sophisticated attack using zero-day exploit vectors, social engineering and malware websites that
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focused on targeted individuals working for the company. 

What is this deadly attack called? 

A. Spear phishing attack 

B. Trojan server attack 

C. Javelin attack 

D. Social networking attack 

Correct Answer: A 
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