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QUESTION 1

Nathan is testing some of his network devices. Nathan is using Macof to try and flood the ARP cache of these switches.
If these switches\\' ARP cache is successfully flooded, what will be the result? 

A. The switches will drop into hub mode if the ARP cache is successfully flooded. 

B. If the ARP cache is flooded, the switches will drop into pix mode making it less susceptible to attacks. 

C. Depending on the switch manufacturer, the device will either delete every entry in its ARP cache or reroute packets
to the nearest switch. 

D. The switches will route all traffic to the broadcast address created collisions. 

Correct Answer: A 

 

QUESTION 2

You want to hide a secret.txt document inside c:\windows\system32\tcpip.dll kernel library using ADS streams. How will
you accomplish this? 

A. copy secret.txt c:\windows\system32\tcpip.dll kernel>secret.txt 

B. copy secret.txt c:\windows\system32\tcpip.dll:secret.txt 

C. copy secret.txt c:\windows\system32\tcpip.dll |secret.txt 

D. copy secret.txt >

Correct Answer: B 

 

QUESTION 3

Leesa is the senior security analyst for a publicly traded company. The IT department recently rolled out an intranet for
company use only with information ranging from training, to holiday schedules, to human resources data. Leesa wants
to make sure the site is not accessible from outside and she also wants to ensure the site is Sarbanes-Oxley (SOX)
compliant. Leesa goes to a public library as she wants to do some Google searching to verify whether the company\\'s
intranet is accessible from outside and has been indexed by Google. Leesa wants to search for a website title of
"intranet" with part of the URL containing the word "intranet" and the words "human resources" somewhere in the
webpage. 

What Google search will accomplish this? 

A. related:intranet allinurl:intranet:"human resources" 

B. cache:"human resources" inurl:intranet(SharePoint) 

C. intitle:intranet inurl:intranet+intext:"human resources" 

D. site:"human resources"+intext:intranet intitle:intranet 
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Correct Answer: C 

 

QUESTION 4

Jimmy, an attacker, knows that he can take advantage of poorly designed input validation routines to create or alter
SQL commands to gain access to private data 

or execute commands in the database. 

What technique does Jimmy use to compromise a database? 

A. Jimmy can submit user input that executes an operating system command to compromise a target system 

B. Jimmy can gain control of system to flood the target system with requests, preventing legitimate users from gaining
access 

C. Jimmy can utilize an incorrect configuration that leads to access with higher-than expected privilege of the database 

D. Jimmy can utilize this particular database threat that is an SQL injection technique to penetrate a target system 

Correct Answer: D 

 

QUESTION 5

Which of the following items of a computer system will an anti-virus program scan for viruses? 

A. Boot Sector 

B. Deleted Files 

C. Windows Process List 

D. Password Protected Files 

Correct Answer: A 

 

QUESTION 6

Which of the following problems can be solved by using Wireshark? 

A. Tracking version changes of source code 

B. Checking creation dates on all webpages on a server 

C. Resetting the administrator password on multiple systems 

D. Troubleshooting communication resets between two systems 

Correct Answer: D 
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QUESTION 7

Which of the following network attacks relies on sending an abnormally large packet size that exceeds TCP/IP
specifications? 

A. Ping of death 

B. SYN flooding 

C. TCP hijacking 

D. Smurf attack 

Correct Answer: A 

 

QUESTION 8

What is the best defense against privilege escalation vulnerability? 

A. Patch systems regularly and upgrade interactive login privileges at the system administrator level. 

B. Run administrator and applications on least privileges and use a content registry for tracking. 

C. Run services with least privileged accounts and implement multi-factor authentication and authorization. 

D. Review user roles and administrator privileges for maximum utilization of automation services. 

Correct Answer: C 

 

QUESTION 9

Which of the following represent weak password? (Select 2 answers) 

A. Passwords that contain letters, special characters, and numbers ExamplE. ap1$%##f@52 

B. Passwords that contain only numbers ExamplE. 23698217 

C. Passwords that contain only special characters ExamplE. and*#@!(%) 

D. Passwords that contain letters and numbers ExamplE. meerdfget123 

E. Passwords that contain only letters ExamplE. QWERTYKLRTY 

F. Passwords that contain only special characters and numbers ExamplE. 123@$45 

G. Passwords that contain only letters and special characters ExamplE. bob@andba 

H. Passwords that contain Uppercase/Lowercase from a dictionary list ExamplE. OrAnGe 

Correct Answer: EH 
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QUESTION 10

Why attackers use proxy servers? 

A. To ensure the exploits used in the attacks always flip reverse vectors 

B. Faster bandwidth performance and increase in attack speed 

C. Interrupt the remote victim\\'s network traffic and reroute the packets to attackers machine 

D. To hide the source IP address so that an attacker can hack without any legal corollary 

Correct Answer: D 

 

QUESTION 11

Peter extracts the SID list from Windows 2008 Server machine using the hacking tool "SIDExtracter". Here is the output
of the SIDs: 

From the above list identify the user account with System Administrator privileges? 

A. John 

B. Rebecca 

C. Sheela 

D. Shawn 

E. Somia 

F. Chang 

G. Micah 

Correct Answer: F 

 

QUESTION 12

You are writing security policy that hardens and prevents Footprinting attempt by Hackers. Which of the following
countermeasures will NOT be effective against this attack? 

A. Configure routers to restrict the responses to Footprinting requests 

B. Configure Web Servers to avoid information leakage and disable unwanted protocols 
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C. Lock the ports with suitable Firewall configuration 

D. Use an IDS that can be configured to refuse suspicious traffic and pick up Footprinting patterns 

E. Evaluate the information before publishing it on the Website/Intranet 

F. Monitor every employee computer with Spy cameras, keyloggers and spy on them 

G. Perform Footprinting techniques and remove any sensitive information found on DMZ sites 

H. Prevent search engines from caching a Webpage and use anonymous registration services 

I. Disable directory and use split-DNS 

Correct Answer: F 

 

QUESTION 13

Neil is a network administrator working in Istanbul. Neil wants to setup a protocol analyzer on his network that will
receive a copy of every packet that passes through the main office switch. What type of port will Neil need to setup in
order to accomplish this? 

A. Neil will have to configure a Bridged port that will copy all packets to the protocol analyzer. 

B. Neil will need to setup SPAN port that will copy all network traffic to the protocol analyzer. 

C. He will have to setup an Ether channel port to get a copy of all network traffic to the analyzer. 

D. He should setup a MODS port which will copy all network traffic. 

Correct Answer: B 

 

QUESTION 14

During a penetration test, the tester conducts an ACK scan using NMAP against the external interface of the DMZ
firewall. NMAP reports that port 80 is unfiltered. Based on this response, which type of packet inspection is the firewall
conducting? 

A. Host 

B. Stateful 

C. Stateless 

D. Application 

Correct Answer: C 

 

QUESTION 15

Which of the following identifies the three modes in which Snort can be configured to run? 
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A. Sniffer, Packet Logger, and Network Intrusion Detection System 

B. Sniffer, Network Intrusion Detection System, and Host Intrusion Detection System 

C. Sniffer, Host Intrusion Prevention System, and Network Intrusion Prevention System 

D. Sniffer, Packet Logger, and Host Intrusion Prevention System 

Correct Answer: A 
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