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QUESTION 1

You want to do an ICMP scan on a remote computer using hping2. What is the proper syntax? 

A. hping2 host.domain.com 

B. hping2 --set-ICMP host.domain.com 

C. hping2 -i host.domain.com 

D. hping2 -1 host.domain.com 

Correct Answer: D 

 

QUESTION 2

Sam, a web developer, was instructed to incorporate a hybrid encryption software program into a web application to
secure email messages. Sam used an encryption software, which is a free implementation of the OpenPGP standard
that uses both symmetric-key cryptography and asymmetric-key cryptography for improved speed and secure key
exchange. What is the encryption software employed by Sam for securing the email messages? 

A. PGP 

B. S/MIME 

C. SMTP 

D. GPG 

Correct Answer: A 

 

QUESTION 3

which type of virus can change its own code and then cipher itself multiple times as it replicates? 

A. Stealth virus 

B. Tunneling virus 

C. Cavity virus 

D. Encryption virus 

Correct Answer: A 

A stealth virus may be a sort of virus malware that contains sophisticated means of avoiding detection by antivirus
software. After it manages to urge into the now- infected machine a stealth viruses hides itself by continually renaming
and moving itself round the disc.Like other viruses, a stealth virus can take hold of the many parts of one\\'s PC. When
taking control of the PC and performing tasks, antivirus programs can detect it, but a stealth virus sees that coming and
can rename then copy itself to a special drive or area on the disc, before the antivirus software. Once moved and
renamed a stealth virus will usually replace the detected `infected\\' file with a clean file that doesn\\'t trigger anti-virus
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detection. It\\'s a never-ending game of cat and mouse.The intelligent architecture of this sort of virus about guarantees
it\\'s impossible to completely rid oneself of it once infected. One would need to completely wipe the pc and rebuild it
from scratch to completely eradicate the presence of a stealth virus. Using regularly-updated antivirus software can
reduce risk, but, as we all know, antivirus software is additionally caught in an endless cycle of finding new threats and
protecting against them. 

 

QUESTION 4

Which definition among those given below best describes a covert channel? 

A. A server program using a port that is not well known. 

B. Making use of a protocol in a way it is not intended to be used. 

C. It is the multiplexing taking place on a communication link. 

D. It is one of the weak channels used by WEP which makes it insecure 

Correct Answer: B 

 

QUESTION 5

Which utility will tell you in real time which ports are listening or in another state? 

A. Netstat 

B. TCPView 

C. Nmap 

D. Loki 

Correct Answer: B 

 

QUESTION 6

An Internet Service Provider (ISP) has a need to authenticate users connecting via analog modems, Digital Subscriber
Lines (DSL), wireless data services, and Virtual Private Networks (VPN) over a Frame Relay network. 

Which AAA protocol is the most likely able to handle this requirement? 

A. TACACS+ 

B. DIAMETER 

C. Kerberos 

D. RADIUS 

Correct Answer: D 
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QUESTION 7

One of your team members has asked you to analyze the following SOA record. 

What is the TTL? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600 604800 2400.) 

A. 200303028 

B. 3600 

C. 604800 

D. 2400 

E. 60 

F. 4800 

Correct Answer: D 

 

QUESTION 8

"........is an attack type for a rogue Wi-Fi access point that appears to be a legitimate one offered on the premises, but
actually has been set up to eavesdrop on wireless communications. It is the wireless version of the phishing scam. An
attacker fools wireless users into connecting a laptop or mobile phone to a tainted hot-spot by posing as a legitimate
provider. This type of attack may be used to steal the passwords of unsuspecting users by either snooping the
communication link or by phishing, which involves setting up a fraudulent web site and luring people there." 

Fill in the blank with appropriate choice. 

A. Evil Twin Attack 

B. Sinkhole Attack 

C. Collision Attack 

D. Signal Jamming Attack 

Correct Answer: A 

 

QUESTION 9

A post-breach forensic investigation revealed that a known vulnerability in Apache Struts was to blame for the Equifax
data breach that affected 143 million customers. A fix was available from the software vendor for several months prior
10 the Intrusion. This Is likely a failure in which of the following security processes? 

A. vendor risk management 

B. Security awareness training 

C. Secure deployment lifecycle 
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D. Patch management 

Correct Answer: D 

Patch management is that the method that helps acquire, test and install multiple patches (code changes) 

on existing applications and software tools on a pc, enabling systems to remain updated on existing 

patches and determining that patches are the suitable ones. 

Managing patches so becomes simple and simple. 

Patch Management is usually done by software system firms as a part of their internal efforts to mend 

problems with the various versions of software system programs and also to assist analyze existing 

software system programs and discover any potential lack of security features or different upgrades. 

Software patches help fix those problems that exist and are detected solely once the software\\'s initial 

unharness. Patches mostly concern security while there are some patches that concern the particular 

practicality of programs as well. 

 

QUESTION 10

what is the port to block first in case you are suspicious that an loT device has been compromised? 

A. 22 

B. 443 

C. 48101 

D. 80 

Correct Answer: C 

TCP port 48101 uses the Transmission management Protocol. transmission control protocol is one in all the most
protocols in TCP/IP networks. transmission control protocol could be a connection-oriented protocol, it needs
acknowledgement to line up end- to-end communications. only a association is about up user\\'s knowledge may be
sent bi- directionally over the association. Attention! transmission control protocol guarantees delivery of knowledge
packets on port 48101 within the same order during which they were sent. bonded communication over transmission
control protocol port 48101 is that the main distinction between transmission control protocol and UDP. UDP port 48101
wouldn\\'t have bonded communication as transmission control protocol. UDP on port 48101 provides Associate in
Nursing unreliable service and datagrams might arrive duplicated, out of order, or missing unexpectedly. UDP on port
48101 thinks that error checking and correction isn\\'t necessary or performed within the application, avoiding the
overhead of such process at the network interface level. UDP (User Datagram Protocol) could be a borderline message-
oriented Transport Layer protocol (protocol is documented in IETF RFC 768). Application examples that always use
UDP: vocalisation IP (VoIP), streaming media and period multiplayer games. several internet applications use UDP, e.g.
the name System (DNS), the Routing info Protocol (RIP), the Dynamic Host Configuration Protocol (DHCP), the
straightforward Network Management Protocol (SNMP). 
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QUESTION 11

What hacking attack is challenge/response authentication used to prevent? 

A. Replay attacks 

B. Scanning attacks 

C. Session hijacking attacks 

D. Password cracking attacks 

Correct Answer: A 

 

QUESTION 12

Bob received this text message on his mobile phone: "Hello, this is Scott Smelby from the Yahoo Bank. Kindly contact
me for a vital transaction on: scottsmelby@yahoo.com". Which statement below is true? 

A. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service employees. 

B. This is a scam because Bob does not know Scott. 

C. Bob should write to scottmelby@yahoo.com to verify the identity of Scott. 

D. This is probably a legitimate message as it comes from a respectable organization. 

Correct Answer: A 

 

QUESTION 13

You have successfully logged on a Linux system. You want to now cover your trade Your login attempt may be logged
on several files located in /var/log. Which file does NOT belongs to the list: 

A. user.log 

B. auth.fesg 

C. wtmp 

D. btmp 

Correct Answer: C 

 

QUESTION 14

What information security law or standard aims at protecting stakeholders and the general public from accounting errors
and fraudulent activities within organizations? 

A. PCI-DSS 
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B. FISMA 

C. SOX 

D. ISO/I EC 27001:2013 

Correct Answer: C 

 

QUESTION 15

Which regulation defines security and privacy controls for Federal information systems and organizations? 

A. HIPAA 

B. EU Safe Harbor 

C. PCI-DSS 

D. NIST-800-53 

Correct Answer: D 
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