
https://www.certbus.com/312-50v10.html
2023 Latest certbus 312-50V10 PDF and VCE dumps Download

 

 

 

312-50V10Q&As

Certified Ethical Hacker Exam (C|EH v10)

Pass EC-COUNCIL 312-50V10 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/312-50v10.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by EC-
COUNCIL Official Exam Center

 

 

Latest 312-50V10 Dumps | 312-50V10 Practice Test | 312-50V10 Braindumps                                1 / 8

https://www.certbus.com/312-50v10.html
https://www.certbus.com/312-50v10.html
https://www.certbus.com/312-50v10.html


https://www.certbus.com/312-50v10.html
2023 Latest certbus 312-50V10 PDF and VCE dumps Download

QUESTION 1

What is the role of test automation in security testing? 

A. It can accelerate benchmark tests and repeat them with a consistent test setup. But it cannot replace manual testing
completely. 

B. It is an option but it tends to be very expensive. 

C. It should be used exclusively. Manual testing is outdated because of low speed and possible test setup
inconsistencies. 

D. Test automation is not usable in security due to the complexity of the tests. 

Correct Answer: A 

 

QUESTION 2

Which of the following tools is used by pen testers and analysts specifically to analyze links between data using link
analysis and graphs? 

A. Metasploit 

B. Wireshark 

C. Maltego 

D. Cain and Abel 

Correct Answer: C 

 

QUESTION 3

How does a denial-of-service attack work? 

A. A hacker prevents a legitimate user (or group of users) from accessing a service 

B. A hacker uses every character, word, or letter he or she can think of to defeat authentication 

C. A hacker tries to decipher a password by using a system, which subsequently crashes the network 

D. A hacker attempts to imitate a legitimate user by confusing a computer or even another person 

Correct Answer: A 

 

QUESTION 4

Which Open Web Application Security Project (OWASP) implements a web application full of known vulnerabilities? 
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A. WebBugs 

B. WebGoat 

C. VULN_HTML 

D. WebScarab 

Correct Answer: B 

 

QUESTION 5

What kind of detection techniques is being used in antivirus softwares that identifies malware by collecting data from
multiple protected systems and instead of analyzing files locally it\\'s made on the premiers environment-

A. VCloud based 

B. Honypot based 

C. Behaviour based 

D. Heuristics based 

Correct Answer: A 

 

QUESTION 6

Initiating an attack against targeted businesses and organizations, threat actors compromise a carefully selected
website by inserting an exploit resulting in malware infection. The attackers run exploits on well-known and trusted sites
likely to be visited by their targeted victims. Aside from carefully choosing sites to compromise, these attacks are known
to incorporate zero-day exploits that target unpatched vulnerabilities. Thus, the targeted entities are left with little or no
defense against these exploits. 

What type of attack is outlined in the scenario? 

A. Watering Hole Attack 

B. Heartbleed Attack 

C. Shellshock Attack 

D. Spear Phising Attack 

Correct Answer: A 

Watering Hole is a computer attack strategy, in which the victim is a particular group (organization, industry, or region).
In this attack, the attacker guesses or observes which websites the group often uses and infects one or more of them
with malware. Eventually, some member of the targeted group gets infected. 

 

QUESTION 7
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Which of the following steps for risk assessment methodology refers to vulnerability identification? 

A. Determines if any flaws exist in systems, policies, or procedures 

B. Assigns values to risk probabilities; Impact values. 

C. Determines risk probability that vulnerability will be exploited (High. Medium, Low) 

D. Identifies sources of harm to an IT system. (Natural, Human. Environmental) 

Correct Answer: A 

 

QUESTION 8

A penetration tester is conducting a port scan on a specific host. The tester found several ports opened that were
confusing in concluding the Operating System (OS) version installed. Considering the NMAP result below, which of the
following is likely to be installed on the target machine by the OS? 

A. The host is likely a printer. 

B. The host is likely a Windows machine. 

C. The host is likely a Linux machine. 

D. The host is likely a router. 

Correct Answer: A 

The Internet Printing Protocol (IPP) uses port 631. 

References: https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 9

Which of the following algorithms can be used to guarantee the integrity of messages being sent, in transit, or stored? 

A. symmetric algorithms 
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B. asymmetric algorithms 

C. hashing algorithms 

D. integrity algorithms 

Correct Answer: C 

 

QUESTION 10

A circuit level gateway works at which of the following layers of the OSI Model? 

A. Layer 5 - Application 

B. Layer 4 - TCP 

C. Layer 3 - Internet protocol 

D. Layer 2 - Data link 

Correct Answer: B 

 

 

QUESTION 11

A specific site received 91 ICMP_ECHO packets within 90 minutes from 47 different sites. 

77 of the ICMP_ECHO packets had an ICMP ID:39612 and Seq:57072. 13 of the ICMP_ECHO packets had an ICMP
ID:0 and Seq:0. 

What can you infer from this information? 

A. The packets were sent by a worm spoofing the IP addresses of 47 infected sites 

B. ICMP ID and Seq numbers were most likely set by a tool and not by the operating system 

C. All 77 packets came from the same LAN segment and hence had the same ICMP ID and Seq number 

D. 13 packets were from an external network and probably behind a NAT, as they had an ICMP ID 0 and Seq 0 

Correct Answer: B 

 

 

QUESTION 12

Which of the following is the best countermeasure to encrypting ransomwares? 

A. Use multiple antivirus softwares 
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B. Keep some generation of off-line backup 

C. Analyze the ransomware to get decryption key of encrypted data 

D. Pay a ransom 

Correct Answer: B 

 

QUESTION 13

If an e-commerce site was put into a live environment and the programmers failed to remove the secret entry point that
was used during the application development, what is this secret entry point known as? 

A. SDLC process 

B. Honey pot 

C. SQL injection 

D. Trap door 

Correct Answer: D 

 

QUESTION 14

Which of the following guidelines or standards is associated with the credit card industry? 

A. Control Objectives for Information and Related Technology (COBIT) 

B. Sarbanes-Oxley Act (SOX) 

C. Health Insurance Portability and Accountability Act (HIPAA) 

D. Payment Card Industry Data Security Standards (PCI DSS) 

Correct Answer: D 

 

QUESTION 15

While you were gathering information as part of security assessments for one of your clients, you were able to gather
data that show your client is involved with fraudulent activities. What should you do? 

A. Immediately stop work and contact the proper legal authorities 

B. Ignore the data and continue the assessment until completed as agreed 

C. Confront the client in a respectful manner and ask her about the data 

D. Copy the data to removable media and keep it in case you need it 

Correct Answer: A 
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