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QUESTION 1

You work for Acme Corporation as Sales Manager. The company has tight network security restrictions. You are trying
to steal data from the company\\'s Sales database (Sales.xls) and transfer them to your home computer. Your company
filters and monitors traffic that leaves from the internal network to the Internet. How will you achieve this without raising
suspicion? 

A. Encrypt the Sales.xls using PGP and e-mail it to your personal gmail account 

B. Package the Sales.xls using Trojan wrappers and telnet them back your home computer 

C. You can conceal the Sales.xls database in another file like photo.jpg or other files and send it out in an innocent
looking email or file transfer using Steganography techniques 

D. Change the extension of Sales.xls to sales.txt and upload them as attachment to your hotmail account 

Correct Answer: C 

 

QUESTION 2

You are the CIO for Avantes Finance International, a global finance company based in Geneva. You are responsible for
network functions and logical security throughout the entire corporation. Your company has over 250 servers running
Windows Server, 5000 workstations running Windows Vista, and 200 mobile users working from laptops on Windows 7. 

Last week, 10 of your company\\'s laptops were stolen from salesmen while at a conference in Amsterdam. These
laptops contained proprietary company information. While doing damage assessment on the possible public relations
nightmare this may become, a news story leaks about the stolen laptops and also that sensitive information from those
computers was posted to a blog online. 

What built-in Windows feature could you have implemented to protect the sensitive information on these laptops? 

A. You should have used 3DES which is built into Windows 

B. If you would have implemented Pretty Good Privacy (PGP) which is built into Windows, the sensitive information on
the laptops would not have leaked out 

C. You should have utilized the built-in feature of Distributed File System (DFS) to protect the sensitive information on
the laptops 

D. You could have implemented Encrypted File System (EFS) to encrypt the sensitive files on the laptops 

Correct Answer: D 

 

QUESTION 3

Matthew re-injects a captured wireless packet back onto the network. He does this hundreds of times within a second.
The packet is correctly encrypted and Matthew assumes it is an ARP request packet. The wireless host responds with
a 

stream of responses, all individually encrypted with different IVs. 
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What is this attack most appropriately called? 

A. Spoof attack 

B. Replay attack 

C. Injection attack 

D. Rebound attack 

Correct Answer: B 

A replay attack is a form of network attack in which a valid data transmission is maliciously or fraudulently repeated or
delayed. This is carried out either by the originator or by an adversary who intercepts the data and retransmits it,
possibly as part of a masquerade attack by IP packet substitution (such as stream cipher attack). 

 

QUESTION 4

Michael is the security administrator for the for ABC company. Michael has been charged with strengthening the
company\\'s security policies, including its password policies. Due to certain legacy applications. Michael was only able
to enforce a password group policy in Active Directory with a minimum of 10 characters. He has informed the
company\\'s employes, however that the new password policy requires that everyone must have complex passwords
with at least 14 characters. Michael wants to ensure that everyone is using complex passwords that meet the new
security policy requirements. Michael has just logged on to one of the network\\'s domain controllers and is about to run
the following command: 

What will this command accomplish? 

A. Dumps SAM password hashes to pwd.txt 

B. Password history file is piped to pwd.txt 

C. Dumps Active Directory password hashes to pwd.txt 

D. Internet cache file is piped to pwd.txt 
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Correct Answer: A 

Pwdump is a hack tool that is used to grab Windows password hashes from a remote Windows computer. Pwdump >
pwd.txt will redirect the output from pwdump to a text file named pwd.txt 

 

QUESTION 5

A simple compiler technique used by programmers is to add a terminator \\'canary word\\' containing four letters NULL
(0x00), CR (0x0d), LF (0x0a) and EOF (0xff) so that most string operations are terminated. If the canary word has been
altered when the function returns, and the program responds by emitting an intruder alert into syslog, and then halts
what does it indicate? 

A. The system has crashed 

B. A buffer overflow attack has been attempted 

C. A buffer overflow attack has already occurred 

D. A firewall has been breached and this is logged 

E. An intrusion detection system has been triggered 

Correct Answer: B 

Terminator Canaries are based on the observation that most buffer overflows and stack smash attacks are based on
certain string operations which end at terminators. The reaction to this observation is that the canaries are built of NULL
terminators, CR, LF, and -1. The undesirable result is that the canary is known. 

 

QUESTION 6

Theresa is an IT security analyst working for the United Kingdom Internet Crimes Bureau in London. Theresa has been
assigned to the software piracy division which focuses on taking down individual and organized groups that distribute
copyrighted software illegally. Theresa and her division have been responsible for taking down over 2,000 FTP sites
hosting copyrighted software. Theresa\\'s supervisor now wants her to focus on finding and taking down websites that
host illegal pirated software. What are these sights called that Theresa has been tasked with taking down? 

A. These sites that host illegal copyrighted software are called Warez sites 

B. These sites that Theresa has been tasked to take down are called uTorrent sites 

C. These websites are referred to as Dark Web sites 

D. Websites that host illegal pirated versions of software are called Back Door sites 

Correct Answer: A 

The Warez scene, often referred to as The Scene (often capitalized) is a term of self-reference used by a community
that specializes in the underground distribution of pirated content, typically software but increasingly including movies
and music. 

 

QUESTION 7
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In Trojan terminology, what is a covert channel? 

A. A channel that transfers information within a computer system or network in a way that violates the security policy 

B. A legitimate communication path within a computer system or network for transfer of data 

C. It is a kernel operation that hides boot processes and services to mask detection 

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections 

Correct Answer: A 

 

 

QUESTION 8

Attacker forges a TCP/IP packet, which causes the victim to try opening a connection with itself. This causes the system
to go into an infinite loop trying to resolve this unexpected connection. Eventually, the connection times out, but during
this resolution, the machine appears to hang or become very slow. The attacker sends such packets on a regular basis
to slow down the system. 

Unpatched Windows XP and Windows Server 2003 machines are vulnerable to these attacks. What type of Denial of
Service attack is represented here? 

A. SMURF Attacks 

B. Targa attacks 

C. LAND attacks 

D. SYN Flood attacks 

Correct Answer: C 

The attack involves sending a spoofed TCP SYN packet (connection initiation) with the target host\\'s IP address and an
open port as both source and destination.The reason a LAND attack works is because it causes the machine to reply to
itself continuously. 

http://en.wikipedia.org/wiki/LAND 

 

QUESTION 9
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Attackers can potentially intercept and modify unsigned SMB packets, modify the traffic and forward it so that the server
might perform undesirable actions. Alternatively, the attacker could pose as the server or client after a legitimate
authentication and gain unauthorized access to data. Which of the following is NOT a means that can be used to
minimize or protect against such an attack? 

A. Timestamps 

B. SMB Signing 

C. File permissions 

D. Sequence numbers monitoring 

Correct Answer: ABD 

 

QUESTION 10

Access control is often implemented through the use of MAC address filtering on wireless Access Points. Why is this
considered to be a very limited security measure? 

A. Vendors MAC address assignment is published on the Internet. 

B. The MAC address is not a real random number. 

C. The MAC address is broadcasted and can be captured by a sniffer. 

D. The MAC address is used properly only on Macintosh computers. 

Correct Answer: C 

 

QUESTION 11

James is an IT security consultant as well as a certified ethical hacker. James has been asked to audit the network
security of Yerta Manufacturing, a tool manufacturing company in Phoenix. James performs some initial external tests
and then begins testing the security from inside the company\\'s network. 

James finds some big problems right away; a number of users that are working on Windows XP computers have saved
their usernames and passwords used to connect to servers on the network. This way, those users do not have to type in
their credentials every time they want access to a server. James tells the IT manager of Yerta Manufacturing about this,
and the manager does not believe this is possible on Windows XP. To prove his point, James has a user logon to a
computer and then James types in a command that brings up a window that says "Stored User Names and
Passwords". 

What command did James type in to get this window to come up? 

A. To bring up this stored user names and passwords window, James typed in "rundll32.exe storedpwd.dll,
ShowWindow" 

B. James had to type in "rundll32.exe keymgr.dll, KRShowKeyMgr" to get the window to pop up 

C. James typed in the command "rundll32.exe storedpwd.dll" to get the Stored User Names and Passwords window to
come up 
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D. The command to bring up this window is "KRShowKeyMgr" 

Correct Answer: B 

The Stored User Names and Passwords applet lets you assign user names and passwords to use when needing to
authenticate yourself to services in domains other than the one you are currently logged into. The normal way of running
this applet can be difficult to find quickly, so here is a way to launch it using a desktop shortcut using the rundll32.exe
program: 

Click on START - RUN and type the following (follwed by ENTER): rundll32.exe keymgr.dll,KRShowKeyMgr 

http://www.tweakxp.com/article37352.aspx 

 

QUESTION 12

Justine is the systems administrator for her company, an international shipping company with offices all over the world.
Recent US regulations have forced the company to implement stronger and more secure means of communication.
Justine and other administrators have been put in charge of securing the company\\'s digital communication lines. After
implementing email encryption, Justine now needs to implement robust digital signatures to ensure data authenticity and
reliability. Justine has decided to implement digital signatures which are a variant of DSA and that operate on elliptical
curve groups. These signatures are more efficient than DSA and are not vulnerable to a number field sieve attacks. 

What type of signature has Justine decided to implement? 

A. She has decided to implement ElGamal signatures since they offer more reliability than the typical DSA signatures 

B. Justine has decided to use ECDSA signatures since they are more efficient than DSA signatures 

C. Justine is now utilizing SHA-1 with RSA signatures to help ensure data reliability 

D. These types of signatures that Justine has decided to use are called RSA-PSS signatures 

Correct Answer: B 

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a variant of the Digital Signature Algorithm (DSA) which uses
Elliptic curve cryptography. http://en.wikipedia.org/wiki/Elliptic_Curve_DSA 

 

QUESTION 13

LAN Manager passwords are concatenated to 14 bytes and split in half. The two halves are hashed individually. If the
password is 7 characters or less, than the second half of the hash is always: 

A. 0xAAD3B435B51404EE 

B. 0xAAD3B435B51404AA 

C. 0xAAD3B435B51404BB 

D. 0xAAD3B435B51404CC 

Correct Answer: A 

A problem with LM stems from the total lack of salting or cipher block chaining in the hashing process. To hash a
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password the first 7 bytes of it are transformed into an 8 byte odd parity DES key. This key is used to encrypt the 8 byte
string "KGS!@". Same thing happens with the second part of the password. This lack of salting creates two interesting
consequences. Obviously this means the password is always stored in the same way, and just begs for a typical lookup
table attack. The other consequence is that it is easy to tell if a password is bigger than 7 bytes in size. If not, the last 7
bytes will all be null and will result in a constant DES hash of 0xAAD3B435B51404EE. 

 

QUESTION 14

SNMP is a connectionless protocol that uses UDP instead of TCP packets? (True or False) 

A. True 

B. False 

Correct Answer: A 

TCP and UDP provide transport services. But UDP was preferred. This is due to TCP characteristics, it is a complicate
protocol and it consume to many memory and CPU resources. Where as UDP is easy to build and run. Into devices
(repeaters and modems) vendors have built simple version of IP and UDP. 

 

QUESTION 15

Which of the following statements about a zone transfer correct?(Choose three. 

A. A zone transfer is accomplished with the DNS 

B. A zone transfer is accomplished with the nslookup service 

C. A zone transfer passes all zone information that a DNS server maintains 

D. A zone transfer passes all zone information that a nslookup server maintains 

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections 

F. Zone transfers cannot occur on the Internet 

Correct Answer: ACE 

Securing DNS servers should be a priority of the organization. Hackers obtaining DNS information can discover a
wealth of information about an organization. This information can be used to further exploit the network. 
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