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QUESTION 1

Which of the following are the various methods that a device can use for logging information on a Cisco router? Each
correct answer represents a complete solution. Choose all that apply. 

A. Buffered logging 

B. Syslog logging 

C. NTP logging 

D. Terminal logging 

E. Console logging 

F. SNMP logging 

Correct Answer: ABDEF 

There are different methods that a device can use for logging information on a Cisco router: 

Terminal logging: In this method, log messages are sent to the VTY session. 

Console logging: In this method, log messages are sent directly to the console port. 

Buffered logging: In this method, log messages are kept in the RAM on the router. As the buffer fills, the older messages
are overwritten by the newer messages. 

Syslog logging: In this method, log messages are sent to an external syslog server where they are stored and sorted. 

SNMP logging: In this method, log messages are sent to an SNMP server in the network. 

Answer option C is incorrect. This is an invalid option. 

 

QUESTION 2

Which of the following techniques uses a modem in order to automatically scan a list of telephone numbers? 

A. War driving 

B. War dialing 

C. Warchalking 

D. Warkitting 

Correct Answer: B 

War dialing is a technique of using a modem to automatically scan a list of telephone numbers, usually dialing every
number in a local area code to search for computers, BBS systems, and fax machines. Hackers use the resulting lists
for various purposes, hobbyists for exploration, and crackers (hackers that specialize in computer security) for password
guessing. Answer option C is incorrect. Warchalking is the drawing of symbols in public places to advertise an open Wi-
Fi wireless network. Having found a Wi-Fi node, the warchalker draws a special symbol on a nearby object, such as a
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wall, the pavement, or a lamp post. The name warchalking is derived from the cracker terms war dialing and war driving.
Answer option A is incorrect. War driving, also called access point mapping, is the act of locating and possibly exploiting
connections to wireless local area networks while driving around a city or elsewhere. To do war driving, one needs a
vehicle, a computer (which can be a laptop), a wireless Ethernet card set to work in promiscuous mode, and some kind
of an antenna which can be mounted on top of or positioned inside the car. Because a wireless LAN may have a range
that extends beyond an office building, an outside user may be able to intrude into the network, obtain a free Internet
connection, and possibly gain access to company records and other resources. Answer option D is incorrect. Warkitting
is a combination of wardriving and rootkitting. In a warkitting attack, a hacker replaces the firmware of an attacked
router. This allows them to control all traffic for the victim, and could even permit them to disable SSL by replacing
HTML content as it is being downloaded. Warkitting was identified by Tsow, Jakobsson, Yang, and Wetzel in 2006.
Their discovery indicated that 10% of the wireless routers were susceptible to WAPjacking (malicious configuring of the
firmware settings, but making no modification on the firmware itself) and 4.4% of wireless routers were vulnerable to
WAPkitting (subverting the router firmware). Their analysis showed that the volume of credential theft possible through
Warkitting exceeded the estimates of credential theft due to phishing. 

 

QUESTION 3

Which of the following fields in the IPv6 header is decremented by 1 for each router that forwards the packet? 

A. Flow label 

B. Next header 

C. Traffic class 

D. Hop limit 

Correct Answer: D 

The hop limit field in the IPv6 header is decremented by 1 for each router that forwards a packet. The packet is
discarded when the hop limit field reaches zero. 

Answer option B is incorrect. Next header is an 8-bit field that specifies the next encapsulated protocol. 

Answer option A is incorrect. Flow label is a 20-bit field that is used for specifying special router handling from source to
destination for a sequence of packets. 

Answer option C is incorrect. Traffic class is an 8-bit field that specifies the Internet traffic priority delivery value. 

 

QUESTION 4

Which of the following creates passwords for individual administrator accounts and stores them in Windows AD? 

A. LSASS 

B. SRM 

C. SAM 

D. LAPS 

Correct Answer: C 
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QUESTION 5

Fill in the blank with the appropriate term. is an open wireless technology standard for exchanging data over short
distances from fixed and mobile devices. 

Correct Answer: Bluetooth 

 

Bluetooth is an open wireless technology standard for exchanging data over short distances from fixed and mobile
devices, 

creating personal area networks with high levels of security. Created by telecoms vendor Ericsson in 1994, it was
originally conceived as a wireless alternative to RS-232 data cables. It can connect several devices, overcoming
problems of 

synchronization. Today Bluetooth is managed by the Bluetooth Special Interest Group. 

 

QUESTION 6

Which of the following recovery plans include specific strategies and actions to address the specific variances
assumptions lead to a particular safety problem or emergency situation? 

A. Business Continuity Plan 

B. disaster survival plan 

C. None 

D. The emergency plan 

Correct Answer: D 

 

QUESTION 7

James is a network administrator working at a student loan company in Minnesota. This company processes over
20,000 student loans a year from colleges all over the state. Most communication between the company, schools, and
lenders is carried out through emails. Much of the email communication used at his company contains sensitive
information such as social security numbers. For this reason, James wants to utilize email encryption. Since a server-
based PKI is not an option for him, he is looking for a low/no cost solution to encrypt emails. What should James use? 

A. James should utilize the free OTP software package. 

B. James can enforce mandatory HTTPS in the email clients to encrypt emails. 

C. James could use PGP as a free option for encrypting the company\\'s emails. 

D. James can use MD5 algorithm to encrypt all the emails. 

Correct Answer: C 
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QUESTION 8

Which of the following is a kind of security, which deals with the protection of false signals transmitted by the electrical
system? 

A. None 

B. emanation Safety 

C. hardware security 

D. physical security 

E. communications Security 

Correct Answer: B 

 

QUESTION 9

Which of the following type of UPS is used to supply power above 10kVA and provides an ideal electric output
presentation, and its constant wear on the power components reduces the dependability? 

A. Line Interactive 

B. Double conversion on-line 

C. Stand by Ferro 

D. Stand by On-line hybrid 

Correct Answer: B 

 

QUESTION 10

Which of the following IEEE standards is also called Fast Basic Service Set Transition? 

A. 802.11r 

B. 802.11e 

C. 802.11a 

D. 802.11b 

Correct Answer: A 

 

QUESTION 11

Which of the following interfaces uses hot plugging technique to replace computer components without the need to shut
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down the system? 

A. SATA 

B. SCSI 

C. IDE 

D. SDRAM 

Correct Answer: B 

 

QUESTION 12

Which of the following indicators refers to potential risk exposures that attackers can use to breach the security of an
organization? 

A. Indicators of attack 

B. Key risk indicators 

C. Indicators of exposure 

D. Indicators of compromise 

Correct Answer: C 

 

QUESTION 13

Which of the following is also known as slag code? 

A. Trojan 

B. Logic bomb 

C. Worm 

D. IRC bot 

Correct Answer: B 

 

QUESTION 14

Fill in the blank with the appropriate term. 

A is a physical or logical subnetwork that contains and exposes external services of an organization to a larger network. 

Correct Answer: demilitarized zone 
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A demilitarized zone (DMZ) is a physical or logical subnetwork that contains and exposes external services of an
organization to a larger network, usually the Internet. The purpose of a DMZ is to add an additional layer of security to
an organization\\'s Local Area Network (LAN); an external attacker only has access to equipment in the DMZ, rather
than the whole of the network. Hosts in the DMZ have limited connectivity to specific hosts in the internal network,
though communication with other hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ
to provide services to both the internal and external networks, while an intervening firewall controls the traffic between
the DMZ servers and the internal network clients. In a DMZ configuration, most computers on the LAN run behind a
firewall connected to a public network such as the Internet. 

 

QUESTION 15

Which of the following is NOT an AWS Shared Responsibility Model devised by AWS? 

A. Shared Responsibility Model for Container Services 

B. Shared Responsibility Model for Infrastructure Services 

C. Shared Responsibility Model for Abstract Services 

D. Shared Responsibility Model for Storage Services 

Correct Answer: D 

Latest 312-38 Dumps 312-38 PDF Dumps 312-38 Practice Test

Latest 312-38 Dumps | 312-38 PDF Dumps | 312-38 Practice Test                                7 / 8

https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html


https://www.certbus.com/312-38.html
2023 Latest certbus 312-38 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © certbus, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest 312-38 Dumps | 312-38 PDF Dumps | 312-38 Practice Test                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html
https://www.certbus.com/312-38.html

