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QUESTION 1

Which statement explains the correct position of a PLC within the CPwE architecture? 

A. PLCs are always part of Level 0 ?process control. 

B. PLCs are part of Level 4 ?site business planning. 

C. PLCs are part of Level 1 ?basic control. 

D. PLCs are placed at Level 2 ?area supervisory control. 

Correct Answer: C 

 

QUESTION 2

A customer is deploying sensors with Cisco IR829 routers in moving trucks to continuously monitor the health of
engines using a cloud application. 

Which data extraction and processing strategy is best suited in this environment? 

A. No need to store data locally, upload in real time to the cloud for processing. 

B. Generate local alerts and create reports at the edge, and upload to the cloud at the end of the day. 

C. Use the store and forward mechanism to upload the information at the earliest to cloud. 

D. Ensure that data is stored for a longer duration locally and upload to the cloud every week. 

Correct Answer: B 

 

QUESTION 3

As part of an IoT project, an organization is developing an edge application that will run on a gateway to securely
transmit sensor information it receives into an IoT cloud. Based on the Agile software development lifecycle, the
development team is planning to implement a CI/CD pipeline. 

Which two methods should be suggested to make the software development lifecycle more secure during the
implementation and testing? (Choose two.) 

A. Perform automated code reviews prior to deployment. 

B. Implement auto-provisioning security inspection for the code. 

C. Perform on-going penetration testing on the system. 

D. Perform a GAP analysis on current security activities and policies. 

E. Train members of the team in a secure software development lifecycle methodology such as OWASP. 

Correct Answer: DE 
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QUESTION 4

A sensor reads potentially critical data from an industrial device, but most of the data from the sensor is not critical
information and does not change unless a critical event happens. 

Which data work flow is appropriate for how the critical and non-critical data is processed? 

A. 1. Acquire sensor data. 

2.

 Filter non-actionable data. 

3.

 Perform action on data. 

4.

 Send critical data and action performed on data to cloud for storing. 

B. 1. Acquire sensor data. 

2.

 Send data to cloud for processing and to determine action. 

3.

 Send required action back to edge for action completion. 

4.

 Perform action on data. 

C. 1. Acquire sensor data. 

2.

 Filter non-actionable data. 

3.

 Perform action on data. 

D. 1. Acquire sensor data. 

2.

 Perform action on data. 

3.

 Send data and action performed on data to cloud for recording. 
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Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. Which two statements about MQTT messaging are true? (Choose two.) 

A. Result code 5 means the connection is accepted; result code 0 means the connection is "refused, not authorized". 

B. Redundant ClientIDs are supported by MQTT brokers. 

C. MQTT does not support a "keep alive" functionality because it runs on top of TCP. 

D. Result code 0 means the connection is accepted; result code 5 means the connection is "refused, not authorized". 

E. Brokers can send the Last Will and Testament messages on behalf of the client. 

Correct Answer: DE 

 

QUESTION 6

Refer to the exhibit. Which line of code completes the Dockerfile? 

A. RUN chmod 777 /usr/bin/sample.py 

B. RUN chown root:root /usr/bin/sample.py 
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C. WORKDIR /usr/bin 

D. USER root 

Correct Answer: A 

 

QUESTION 7

Refer to the exhibit. A new application has just been developed as a Docker container. What is the missing step for
packaging the container ready for deployment in IOx? 

A. Pull/push the image to the Docker registry. 

B. Build the package.yaml files. 

C. Build the package.cert file to sign the app. 

D. Log in to device manager and load the application. 

Correct Answer: B 

 

QUESTION 8

An IoT application has been built into the application CI/CD pipeline. The application needs credentials to access other
applications, APIs, and cloud resources. 
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When should the credentials be inserted into the application using the CI/CD process? 

A. hard coded into your application code base 

B. during application runtime 

C. after application testing 

D. during application build time 

Correct Answer: A 

 

QUESTION 9

Which two statements about how to provision and manage data originators in a cloud environment are true? (Choose
two.) 

A. The provisioning of digital identities is the responsibility of the data originators. 

B. Cloud providers offer services for automated device provisioning, which allows the lifecycle of the cloud-
representation for data originators to be managed. 

C. Cloud providers offer application programming interfaces, which allow a programmatic provisioning of data
originators. 

D. There is no need to provision and manage access for data originators in the cloud. 

E. The access to public clouds must be configured and managed manually. 

Correct Answer: CE 

 

QUESTION 10

When an RS232 device is connected to a Cisco IR829 router, the data collected is not being parsed correctly by the
edge application. 

Which two steps should be taken to troubleshoot the issue? (Choose two.) 

A. SSH access on the Cisco IR829 router must be enabled for IOx Guest OS. 

B. Communication mode must be set to half duplex over serial connection. 

C. Serial cable length should not exceed 1.5 meters. 

D. Ensure that communication parameters like baud rate and parity are set correctly. 

E. Set the cable connections based on the PIN layout from the sensor vendor. 

Correct Answer: DE 
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