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QUESTION 1

Which two characteristics of a build tool that is used in an automated build pipeline? (Choose two.) 

A. It runs unit tests against code that is committed. 

B. It builds your software on the production environment. 

C. It builds your software when changes are committed. 

D. It builds your software every 500 milliseconds. 

E. It must have a plug-in for Puppet and Maven. 

Correct Answer: AC 

 

QUESTION 2

Which method is a safe way to provide a username/password combination to an application running as a service in a
Docker container? 

A. encode the value with base64 in a secure DNS CTEXT entry 

B. as an environment variable in the Dockerfile 

C. Docker environment variable 

D. Docker secrets 

Correct Answer: D 

 

QUESTION 3

Which two statements about Infrastructure as Code are true? (Choose two.) 

A. Test-driven development practices make use of Infrastructure as Code. 

B. Infrastructure as Code refers to automated testing libraries. 

C. DevOps builds upon Infrastructure as Code. 

D. Infrastructure as Code is based on practices from software development. 

E. Infrastructure as Code must use the same programming language as the application. 

Correct Answer: AD 

 

QUESTION 4
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FILL BLANK 

Fill in the blank to complete the statement. 

A user wants a Kubernetes deployment to run three separate pods of a web application at one time. In the deployment
YAML, the user must configure the __________ field in the _________ subsection. 

Correct Answer: selector, container 

 

 

QUESTION 5

An interface on a router as a Layer 3 link has been configured to another device by updating an Ansible playbook that is
executed via a CI/CD pipeline. The Ansible playbook was written to push the configuration change using the ios_config
module. 

Which automated test validates that the interface is functioning as it should? 

A. Add a pipeline step that runs the playbook a second type. If it does not modify the device on the second run, then the
interface is correctly configured. 

B. Automated testing is already built in because the playbook execution is successful only after Ansible validates that it
applied the change. 

C. Add a pipeline step that captures and parses the packet flow for the interface. 

D. Add a pipeline step that captures and parses the show ip interface output so that the operational state can be
referenced. 

Correct Answer: B 

 

 

QUESTION 6

A new version of an application is being released by creating a separate instance of the application that is running the
new code. Only a small portion of the user base will be directed to the new instance until that version has been proven
stable. 

Which deployment strategy is this example of? 

A. recreate 

B. blue/green 

C. rolling 

D. canary 

Correct Answer: D 
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QUESTION 7

When static routes are added to a router in a network using a CI/CD pipeline, an Ansible playbook is used to make
these changes. Which steps must be added to the pipeline to validate that the changes have the intended effect on the
traffic flow? 

A. Add a step to run the debug ip routing command before the change, and add a step after the change to issue the no
debug ip routing command. 

B. Add a step to capture the routing table before the change, and add a step after the change to capture it again.
Calculate the difference between the two for review. 

C. Add a step to ping a host on each of the static routes before the change, and a step after to repeat the same check.
Calculate the difference between the two checks for review. 

D. Add a step to run the same playbook again with the debug option enabled and use grep on the log output to ensure
that the commands are not applied again. 

Correct Answer: B 

 

QUESTION 8

What is the purpose of using a build tool in software development? 

A. It complies source code into binaries and executables. 

B. It provides a way to edit source code using a graphical interface. 

C. It is a manual process that is followed to build software. 

D. It tracks bugs and incidents in a built application. 

Correct Answer: A 

 

QUESTION 9

A user wants to deploy a new service to a Kubernetes cluster. Which two commands accomplish this goal? (Choose
two.) 

A. Apply 

B. Install 

C. Deploy 

D. Create 

E. Expose 

Correct Answer: AE 
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QUESTION 10

How does eliminating hardcoded or default passwords help to secure an environment? 

A. helps by enforcing your password in a repository and storing it in a secure vault 

B. helps to manage passwords centrally 

C. helps penetration testing team to focus on other issues more efficiently 

D. helps by removing back doors in your environments 

Correct Answer: A 
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