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QUESTION 1

A network engineer is logged into the Cisco AMP for Endpoints console and sees a malicious verdict for an identified
SHA-256 hash. Which configuration is needed to mitigate this threat? 

A. Add the hash to the simple custom deletion list. 

B. Use regular expressions to block the malicious file. 

C. Enable a personal firewall in the infected endpoint. 

D. Add the hash from the infected endpoint to the network block list. 

Correct Answer: A 

 

QUESTION 2

The network administrator wants to enhance the network security posture by enabling machine learning for malware
detection due to a concern with suspicious Microsoft executable file types that were seen while creating monthly
security reports for the CIO. Which feature must be enabled to accomplish this goal? 

A. Ethos 

B. static analysis 

C. Spero 

D. dynamic analysis 

Correct Answer: C 

 

 

QUESTION 3

Which object type supports object overrides? 

A. time range 

B. security group tag 

C. network object 

D. DNS server group 

Correct Answer: C 

Object Overrides supported are: Network Port VLAN tag URL 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Reusable_Objects.html#concept_8BFE8B9A83D742D9B647A74F7AD50053 
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QUESTION 4

Which two TCP ports can allow the Cisco Firepower Management Center to communication with FireAMP cloud for file
disposition information? (Choose two.) 

A. 8080 

B. 22 

C. 8305 

D. 32137 

E. 443 

Correct Answer: DE 

 

QUESTION 5

Which two statements about deleting and re-adding a device to Cisco FMC are true? (Choose two.) 

A. An option to re-apply NAT and VPN policies during registration is available, so users do not need to re-apply the
policies after registration is completed. 

B. Before re-adding the device in Cisco FMC, you must add the manager back in the device. 

C. No option to delete and re-add a device is available in the Cisco FMC web interface. 

D. The Cisco FMC web interface prompts users to re-apply access control policies. 

E. There is no option to re-apply NAT and VPN policies during registration is available, so users need to re-apply the
policies after registration is completed. 

Correct Answer: DE 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Device_Management_Basics.html 

 

QUESTION 6

There is an increased amount of traffic on the network and for compliance reasons, management needs visibility into the
encrypted traffic. What is a result of enabling TLS/SSL decryption to allow this visibility? 

A. It prompts the need for a corporate managed certificate. 

B. It will fail if certificate pinning is not enforced. 

C. It has minimal performance impact. 

D. It is not subject to any Privacy regulations. 
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Correct Answer: A 

 

QUESTION 7

While integrating Cisco Umbrella with Cisco Threat Response, a network security engineer wants to automatically push
blocking of domains from the Cisco Threat Response interface to Cisco Umbrella. Which API meets this requirement? 

A. investigate 

B. reporting 

C. enforcement 

D. REST 

Correct Answer: D 

 

 

QUESTION 8

A network administrator is troubleshooting access to a website hosted behind a Cisco FTD device. External clients
cannot access the web server via HTTPS. The IP address configured on the web server is 192.168.7.46. The
administrator is running the command capture CAP interface outside match ip any 192.168.7.46 255.255.255.255 but
cannot see any traffic in the capture. Why is this occurring? 

A. The capture must use the public IP address of the web server. 

B. The packet capture shows only blocked traffic. 

C. The FTD has no route to the web server. 

D. The access policy is blocking the traffic. 

Correct Answer: A 

 

 

QUESTION 9

A mid-sized company is experiencing higher network bandwidth utilization due to a recent acquisition. The network
operations team is asked to scale up their one Cisco FTD appliance deployment to higher capacities due to the
increased network bandwidth. Which design option should be used to accomplish this goal? 

A. Deploy multiple Cisco FTD HA pairs in clustering mode to increase performance. 

B. Deploy multiple Cisco FTD appliances in firewall clustering mode to increase performance. 

C. Deploy multiple Cisco FTD appliances using VPN load-balancing to scale performance. 

D. Deploy multiple Cisco FTD HA pairs to increase performance. 
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Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-cluster-
solution.html#concept_C8502505F840451C9E600F1EED9BC18E 

 

QUESTION 10

An engineer currently has a Cisco FTD device registered to the Cisco FMC and is assigned the address of 10 10.50.12.
The organization is upgrading the addressing schemes and there is a requirement to convert the addresses to a format
that provides an adequate amount of addresses on the network What should the engineer do to ensure that the new
addressing takes effect and can be used for the Cisco FTD to Cisco FMC connection? 

A. Delete and reregister the device to Cisco FMC 

B. Update the IP addresses from IFV4 to IPv6 without deleting the device from Cisco FMC 

C. Format and reregister the device to Cisco FMC. 

D. Cisco FMC does not support devices that use IPv4 IP addresses. 

Correct Answer: A 

 

QUESTION 11

What is a result of enabling Cisco FTD clustering? 

A. For the dynamic routing feature, if the master unit fails, the newly elected master unit maintains all existing
connections. 

B. Integrated Routing and Bridging is supported on the master unit. 

C. Site-to-site VPN functionality is limited to the master unit, and all VPN connections are dropped if the master unit
fails. 

D. All Firepower appliances can support Cisco FTD clustering. 

Correct Answer: C 

"Remote access VPN is not supported with clustering. VPN functionality is limited to the control unit and does not take
advantage of the cluster high availability capabilities. 

If the control unit fails, all existing VPN connections are lost, and VPN users will see a disruption in service. When a new
control unit is elected, you must re-establish the VPN connections. 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/clustering_for_the_firepower_threat_defense.html 

 

QUESTION 12

With Cisco FTD software, which interface mode must be configured to passively receive traffic that passes through the
appliance? 
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A. ERSPAN 

B. firewall 

C. tap 

D. IPS-only 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/interface_overview_for_firepower_threat_defense.html 

 

QUESTION 13

An engineer must build redundancy into the network and traffic must continuously flow if a redundant switch in front of
the firewall goes down. What must be configured to accomplish this task? 

A. redundant interfaces on the firewall cluster mode and switches 

B. redundant interfaces on the firewall noncluster mode and switches 

C. vPC on the switches to the interface mode on the firewall duster 

D. vPC on the switches to the span EtherChannel on the firewall cluster 

Correct Answer: D 

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKSEC-2020.pdf 

 

QUESTION 14

Within Cisco Firepower Management Center, where does a user add or modify widgets? 

A. dashboard 

B. reporting 

C. context explorer 

D. summary tool 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Using_Dashboards.html 

 

QUESTION 15

Which Cisco Firepower Threat Defense, which two interface settings are required when configuring a routed interface?
(Choose two.) 
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A. Redundant Interface 

B. EtherChannel 

C. Speed 

D. Media Type 

E. Duplex 

Correct Answer: CE 

https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-interfaces.html 
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