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QUESTION 1

A customer is deploying local web authentication. Which software application must be implemented on Cisco ISE to
utilize as a directory service? 

A. Solaris Directory Service 

B. LDAP 

C. SAML 

D. Novell eDirectory 

Correct Answer: B 

 

 

QUESTION 2

Which CLI command do you use to shut down the 2.4 GHz radio of the Floor1_AP1 AP on a Cisco 3850 Switch? 

A. ap name Floor1_AP1 dot11 shutdown 24ghz 

B. ap name Floor1_AP1 dot11 5ghz shutdown 

C. ap name Floor1 AP1 dot11 24ghz shutdown 

D. ap name Floor1_AP1 shutdown dot11 24ghz 

Correct Answer: C 

 

QUESTION 3

An engineer is troubleshooting rogue access points that are showing up in Cisco Prime Infrastructure. 

What is maximum number of APS the engineer can use to contain an identified rogue access point in the WLC? 

A. 3 

B. 4 

C. 6 

D. 5 

Correct Answer: B 

 

QUESTION 4
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An engineer is configuring multicast for wireless for an all-company video meeting on a network using EIGRP and BGP
within a single domain from a single source. Which type of multicast routing should be implemented? 

A. Protocol Independent Multicast Dense Mode 

B. Source Specific Multicast 

C. Multicast Source Discovery Protocol 

D. Protocol Independent Multicast Sparse Mode 

Correct Answer: D 

Pim Sparse uses a distributed way to deliver multicast to the devices that asked for this traffic. 

In Dense mode the multicast traffic will be flooded out to all devices in periodic time, causing lot of traffic overhead. 

 

QUESTION 5

A Cisco WLC has been added to the network and Cisco ISE as a network device, but authentication is failing. Which
configuration within the network device configuration should be verified? 

A. SNMP RO community 

B. device interface credentials 

C. device ID 

D. shared secret 

Correct Answer: D 

 

 

QUESTION 6

A wireless administrator receives this information to complete a CMX deployment in high availability by using version
10.6 to gather analytics. IP address of the primary server IP address of the secondary server failover mode to be
configured as automatic 

root password of the secondary server 

email ID for NOC notifications 

Enabling high availability fails when these parameters are used. 

Which action resolves the issue? 

A. Insert the cmxadmin password of the secondary server. 

B. Use IP protocol 4242 for the controller to reach the CMX server. 

C. Place primary and secondary servers in different subnets. 

300-430 VCE Dumps | 300-430 Exam Questions | 300-430 Braindumps                                3 / 9

https://www.certbus.com/300-430.html
https://www.certbus.com/300-430.html
https://www.certbus.com/300-430.html


https://www.certbus.com/300-430.html
2023 Latest certbus 300-430 PDF and VCE dumps Download

D. Enable the virtual IP address of the primary server. 

Correct Answer: A 

 

QUESTION 7

A multitenant building contains known wireless networks in most of the suites. Rogues must be classified in the WLC.
How are the competing wireless APs classified? 

A. adhoc 

B. friendly 

C. malicious 

D. unclassified 

Correct Answer: B 

 

 

QUESTION 8

On a Cisco Catalyst 9800 Series Wireless Controller, an engineer wants to prevent a FlexConnect AP from allowing
wireless clients to connect when its Ethernet connection is nonoperational. 

Which command set prevents this connection? 

A. config terminal wireless profile flex [profile name] fallback-radio-shut end 

B. config terminal wireless flexconnect profile [profile name] fallback-radio-shut end 

C. config terminal wireless flexconnect profile [profile name) ethernet-fallback-enable end 

D. config terminal wireless profile flex [profile name] ethernet-fallback-enable end 

Correct Answer: A 

 

QUESTION 9

When using a Cisco Catalyst 9800 Series Wireless Controller, which statement about AutoQoS is true? 

A. It has a set of predefined profiles that you cannot modify further 

B. It matches traffic and assigns each matched packet to QoS groups 

C. It automates deployment of wired QoS and makes wireless QoS implementation easier 

D. It allows the output policy map to put specific QoS queues into specific subgroups 

Correct Answer: B 
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QUESTION 10

An engineer must implement Cisco Identity-Based Networking Services at a remote site using ISE to dynamically assign
groups of users to specific IP subnets. If the subnet assigned to a client is available at the remote site, then traffic must
be offloaded locally, and subnets are unavailable at the remote site must be tunneled back to the WLC. Which feature
meets these requirements? 

A. learn client IP address 

B. FlexConnect local authentication 

C. VLAN-based central switching 

D. central DHCP processing 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/Enterprise-Mobility-8-5-Design- Guide/
Enterprise_Mobility_8-5_Deployment_Guide/ch7_HREA.html 

 

QUESTION 11

A controller shows that an AP in your environment is detecting interference, but the AP health score in Cisco DNA
Center is unaffected. What are two reasons that Cisco DNA Center is ignoring the interference? (Choose two.) 

A. The interference is less than or equal to 30% on the 2.4 GHz radio. 

B. The interference is less than or equal to 50% on the 2.4 GHz radio. 

C. Cisco DNA Center includes only Cisco CleanAir interferers in the AP health score. 

D. The interference is less than or equal to 30% on the 5 GHz radio. 

E. Cisco DNA Center does not include interference in the AP health score. 

Correct Answer: BD 

For 2.4-GHz radio: 

If interference is less than or equal to 50 percent, the score is 10. 

If interference is more than 50 percent, the score is 0. 

For 5-GHz radio: 

If interference is less than or equal to 20 percent, the score 10. 

If interference is more than 20 percent, the score is 0. 

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-
assurance/2-2-2/b_cisco_dna_assurance_2_2_2_ug/b_cisco_dna_assurance_2_2_2_ug_chapter_0110.html 
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QUESTION 12

A wireless network has been implemented to enable multicast video to be streamed reliably over the wireless link to the
wireless to the wireless users. After a client reports that the video is unable to stream the administrator determines that
the client is connecting a data rate of 12 Mbps and is trying to stream to a void multicast address on the network. Which
two actions must be applied? (Choose two.) 

A. Allow RTSP stream the video due to wireless multicast not using acknowledgments. 

B. Allow multicast direct to work correctly and multicast-direct to be enabled globally. 

C. Change the WLAN QoS value to Bronze for the WLANs on the controller. 

D. Turn off IGMP snooping for all the configured WLANS on the controller. 

E. Implement video stream for the multicast video on the controller 

Correct Answer: BE 

 

QUESTION 13

An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which configuration must be
enabled to ensure that client devices can connect to the wireless, even when WLC cannot communicate with the
RADIUS? 

A. pre-authentication 

B. local EAP 

C. authentication caching 

D. Cisco Centralized Key Management 

Correct Answer: B 

 

 

QUESTION 14

Refer to the exhibit. 
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A network architect configured the Cisco Catalyst 9800 Series Controller to find out information on client types in the
wireless network. RADIUS profiling is enabled so that the controller forwards the information about clients to a Cisco
ISE server through vendor- specific RADIUS attributes. The ISE server is not profiling any data from the controller.
Which configuration must be added in the blank in the code to accomplish the profiling on the Cisco 9800 Series
controller? 

A. aaa accounting identity acct_method start-stop group rad-group 

B. aaa accounting network acct_method start-stop group rad-group 

C. aaa accounting exec acct_method start-stop group rad-group 

D. aaa accounting commands acct_method start-stop group rad-group 

Correct Answer: A 

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215661-in-depth-look-into-
client-profiling-on-9.html#anc12 

 

QUESTION 15

Which two steps are needed to complete integration of the MSE to Cisco Prime Infrastructure and be able to track the
location of clients/rogues on maps? (Choose two.) 

A. Synchronize access points with the MSE. 

B. Add the MSE to Cisco Prime Infrastructure using the CLI credentials. 

C. Add the MSE to Cisco Prime Infrastructure using the Cisco Prime Infrastructure communication credentials
configured during set up. 

D. Apply a valid license for Wireless Intrusion Prevention System. 

E. Apply a valid license for location tracking. 

Correct Answer: CE 

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/33/user/guide/bk_CiscoPr
imeInfrastructure_3_3_0_UserGuide/bk_CiscoPrimeInfrastructure_3_3_0_UserGuide_chapter_0100110.html 
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