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QUESTION 1

A network administrator is troubleshooting a failed AAA login issue on a Cisco Catalyst c3560 switch. When the network
administrator tries to log in with SSH using TACACS+ username and password credentials, the switch is no longer
authenticating and is failing back to the local account. Which action resolves this issue? 

A. Configure ip tacacs source-interface GigabitEthernet 1/1 

B. Configure ip tacacs source-ip 192.168.100.55 

C. Configure ip tacacs-server source-ip 192.168.100.55 

D. Configure ip tacacs-server source-interface GigabitEthernet 1/1 

Correct Answer: A 

 

QUESTION 2

Which command shows a list of neighboring routers, their priorities, and their current state? 

A. show ip ospf 

B. show ip protocol 

C. show ip ospf database 

D. show ip ospf neighbor [detail] 

Correct Answer: D 

The show ip ospf neighbor [detail] command will display the OSPF information that is known about OSPF neighbors and
the OSPF operating state with them. 

The commands below can be used to monitor and verify OSPF operation: 

show ip ospf - shows the number of times the SPF algorithm has run and the default LSU interval. show ip protocol -
displays information about timers, filters, metric, etc. for the entire router. show ip ospf database - shows the router ID,
the 

OSPF process ID, and the contents of the topological database. 

These commands do not show details about OSPF neighbors. 

Objective: 

Layer 3 Technologies 

Sub-Objective: 

Configure and verify OSPF neighbor relationship and authentication 

References: 
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Cisco > Cisco IOS IP Routing Protocols Command Reference > IP Routing Protocol-Independent Commands: 

S through T > show ip ospf neighbor 

 

QUESTION 3

Refer to the exhibits. 

An engineer filtered messages based on severity to minimize log messages. After applying the filter, the engineer
noticed that it filtered required messages as well. Which action must the engineer take to resolve the issue? 

A. Configure syslog level 2. 

B. Configure syslog level 3. 

C. Configure syslog level 4. 

D. Configure syslog level 5. 

Correct Answer: D 

 

 

QUESTION 4

Refer to the exhibit. 
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The network administrator configured the network to establish connectivity between all devices and notices that the
ASBRs do not have routes for each other. Which set of configurations resolves this issue? 

A. Option A 

B. Option B 

C. Option C 
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D. Option D 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. 

When the FastEthemet0/1 goes down, the route to 172.29.0.0/16 via 192.168.253.2 is not installed in the RIB, Which
action resolves the issue? 

A. Configure feasible distance greater than the successor\\'s feasible distance. 

B. Configure reported distance greater than the successor\\'s feasible distance. 

C. Configure feasible distance greater than the reported distance. 

D. Configure reported distance greater than the feasible distance. 

Correct Answer: C 

From the exhibit, we notice network 172.29.0.0/16 was learned via two routes: 

+ From 192.168.254.2 with FD = 307200 and AD = 281600 + From 192.168.253.2 with FD = 410200 and AD = 352300 

The first route is installed into the RIB as the successor route because of lower FD. When the first route fails, router will
not use the second route as it does not satisfy the feasibility condition. The feasibility condition states that, the
Advertised Distance (AD, also called the reported distance) of a route must be lower than the feasible distance of the
current successor route. 

 

QUESTION 6

Refer to the exhibit. 
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The engineer configured and connected Router2 to Router1. The link came up but could not establish a Telnet
connection to Router1 IPv6 address of 2001:DB8::1. 

Which configuration allows Router2 to establish a Telnet connection to Router1? 

A. jpv6 unicast-routing 

B. permit ICMPv6 on access list INGRESS for Router2 to obtain IPv6 address 

C. permit ip any any on access list EGRESS2 on Router1 

D. IPv6 address on GigabitEthernet0/0 

Correct Answer: D 

A - wrong, its enabled as you configure and address 

B - wrong, tested in lab - even removing the access list completely doesn\\'t get R2 and IPv6 autoconfig address. 

C - wrong, again even with no ACL nothing changes 

D - fixed the issue with all ACLs in place. 
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QUESTION 7

An engineer creates a default static route on a router with a next hop of 10.1.1.1. On inspection, the engineer finds the
router has two VRFs, Red and Blue. The next hop is valid for both VRFs and exists in each assigned VRF. Which
configuration achieves connectivity? 

A. ip route vrf Red 0.0.0.0 0.0.0.0 10.1.1.1 ip route vrf Blue 0.0.0.0 0.0.0.0 10.1.1.1 

B. ip route vrf BLUE 0.0.0.0 255.255.255.255 10.1.1.1 ip route vrf RED 0.0.0.0 255.255.255.255 10.1.1.1 

C. ip route vrf Red 0.0.0.0 255.255.255.255 10.1.1.1 

D. ip route vrf Blue 0.0.0.0 255.255 

Correct Answer: A 

 

 

QUESTION 8

A customer requested a GRE tunnel through the provider network between two customer sites using loopback to hide
internal networks. Which configuration on R2 establishes the tunnel with R1? 

A. R2(config)#interface Tunnel1 R2(config-if)#ip address 172.20.1.2 255.255.255.0 R2(config-if)#ip mtu 1500 R2(config-
if}#ip tcp adjust-mss 1360 R2(config-if)#tunnel source 192.168.20.1 R2(config-if)#tunnel destination 10.10.1.1 

B. R2(config)#interface Tunnel1 R2(config-if)#ip address 172.20.1.2 255.255.255.0 R2(config-if)#ip mtu 1400 R2(config-
if)#ip tcp adjust-mss 1360 R2(config-if)#tunnel source 192.168.20.1 R2(config-if)#tunnel destination 192.168.10.1 

C. R2(config)#interface Tunnel1 R2(config-if)#ip address 172.20.1.2 255.255.255.0 R2(config-if)#ip mtu 1400 R2(config-
if)#ip tcp adjust-mss 1360 R2(config-if)#tunnel source 10.10.2.2 R2(config-if)#tunnel destination 10.10.1.1 

D. R2(config)#interface Tunnel1 R2(config-if)#ip address 172.20.1.2 255.255.255.0 R2(config-if)#ip mtu 1500 R2(config-
if)#ip tcp adjust-mss 1360 R2(config-if)#tunnel source 10.10.2.2 R2(config-if)#tunnel destination 10.10.1.1 

Correct Answer: C 

 

QUESTION 9

An engineer notices that R1 does not hold enough log messages to Identity the root cause during troubleshooting Which
command resolves this issue? 

A. #loggin buffered 4096 critical 

B. (config)#logging buffered 16000 informational 

C. #loggin buffered 16000 critical 

D. (config)#logging buffered 4096 informational 

Correct Answer: B 
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QUESTION 10

When configuring a DMVPN solution, which of the following technologies makes it possible for the spoke routers to use
dynamic IP addressing? 

A. IPsec 

B. mGRE 

C. NHRP 

D. Dynamic routing protocols 

Correct Answer: C 

Next Hop Resolution Protocol (NHRP) allows the spoke routers to register their IP addresses with the NHRP server,
which is the hub router. It also allows the spoke routers to then learn the physical IP addresses of the other spoke
routers 

from the hub router, allowing for GRE links to be built dynamically as needed between the spokes. This eliminates the
need for the traffic to go through the hub router. 

Dynamic Multipoint VPN (DMVPN) technology leverages the following associated technologies: 

IPsec 

mGRE 

Dynamic routing protocols 

NHRP 

Cisco Express Forwarding 

It makes it possible to build the hub router once, and add spokes later, making no additional changes to the hub. The
spokes are able to register with the hub and dynamically build their own connections to other spokes using the IP
addresses 

learned from the hub using NHRP. DMVPN also allows IPsec point-to-point GRE tunnels to be built to new spokes with
no IPsec peering configuration. The multipoint GRE technology (mGRE) allows a single physical interface on the hub to 

be used for all spoke connections. 

Finally, the routing protocols used by DMVPN allow the routers to share routing information, while Cisco Express
Forwarding (CEF) is a switching technology that improves performance while reducing the load on the CPUs of the
routers. 

Objective: 

VPN Technologies 

Sub-Objective: 

Describe DMVPN (single hub) 

References: 
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Cisco > Dynamic Multipoint VPN (DMVPN) Design Guide (Version 1.1) > DMVPN Design Overview 

 

QUESTION 11

An associate configured a serial connection on Router1 to use PPP with authentication. You execute the debug ppp
negotiation command on the router and receive the following output: 

Which of the following statements are true? (Choose all that apply.) 

A. the credentials are being sent in clear text 

B. the connection failed 

C. the peer\\'s name is Router2 

D. the authentication failed 

Correct Answer: AC 

The peer router\\'s name is Router2 and the authentication method is PAP, which transmits the credentials in clear text.
The peer name can be seen in the following line of output: 

*Mar 3 00:06:17.536: Se1/1 PAP: Authenticating peer ROUTER2 

The authentication protocol used is seen in the following line of output: 

*Mar 3 00:06:16.868: Se1/1 LCP: AuthProto PAP (0x0304C023) 

The connection process and authentication process are two separate processes and in this case both succeeded. First
the connection completed as indicated by the following line of output: 

*Mar 3 00:06:17.260: Se1/1 LCP: State is Open 
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Then later the authentication succeeded, as indicated by this line at the end of the output: 

*Mar 3 00:06:17.584: Se1/1 PPP: Phase is UP 

Objective: 

Layer 2 Technologies 

Sub-Objective: 

Configure and verify PPP 

References: 

Point-to-Point Protocol (PPP) Introduction > Troubleshoot and Alerts > Troubleshooting TechNotes > Configuring and
Troubleshooting PPP Password Authentication Protocol (PAP) 

 

QUESTION 12

Refer to the exhibit. What does the imp-null tag represent in the MPLS VPN cloud? 

A. Pop the label 

B. Impose the label 

C. Include the EXP bit 

D. Exclude the EXP bit 

Correct Answer: A 

The imp-null (implicit null) tag instructs the upstream router to pop the tag entry off the tag stack before forwarding the
packet. Note: pop means remove the top MPLS label 
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QUESTION 13

Refer to the exhibit. 

A network administrator configured NTP on a Cisco router to get synchronized time for system and logs from a unified
time source. The configuration did not work as desired. Which service must be enabled to resolve the issue? 

A. Enter the service timestamps log datetime localtime global command. 

B. Enter the service timestamps log datetime synchronize global command. 

C. Enter the service timestamps log datetime console global command. 

D. Enter the service timestamps log datetime clock-period global command 
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Correct Answer: A 

If a router is configured to get the time from a Network Time Protocol (NTP) server, the times in the router\\'s log entries
may be different from the time on the systemclock if the [localtime] option is not in the service timestamps log command.
To solve this issue, add the [localtime] option to the service timestamps log command. Thetimes should now be
synchronized between the system clock and the log message timestamps. 

 

QUESTION 14

Refer to the exhibit. While troubleshooting a BGP route reflector configuration, an engineer notices that reflected routes
are missing from neighboring routers. Which two BGP configurations are needed to resolve the issue? (Choose two) 
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A. neighbor 10.1.1.14 route-reflector-client 

B. neighbor R2 route-reflector-client 

C. neighbor 10.1.1.2 allowas-in 

D. neighbor R4 route-reflector-client 

E. neighbor 10.1.1.2 route-reflector-client 

Correct Answer: AE 

 

 

QUESTION 15

Refer to the exhibit R2 has been receiving routes from R4 that originated outside AS300 A network engineer configured
an AS-Path ACL to avoid adding these routes to the R2 BGP table but the routes are still present in the R2 routing table
Which action resolves the issue? 
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A. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300$ command 

B. Replace as-path access-list 1 with the ip as-path access-list 1 permit ..300." command 

C. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300_ command. 
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D. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300." command 

Correct Answer: B 
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