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QUESTION 1

Which three parameters are specified in the isakmp (IKEv1) policy? (Choose three.) 

A. the hashing algorithm 

B. the authentication method 

C. the lifetime 

D. the session key 

E. the transform-set 

F. the peer 

Correct Answer: ABC 

 

QUESTION 2

Refer to the exhibit. The "level_2" digital certificate was installed on a laptop. 

What can cause an "invalid not active" status message? 

A. On first use, a CA server-supplied passphrase is entered to validate the certificate. 

B. A "newly installed" digital certificate does not become active until it is validated by the peer device upon its first
usage. 

C. The user has not clicked the Verify button within the Cisco VPN Client. 

D. The CA server and laptop PC clocks are out of sync. 

Correct Answer: D 
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http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html Certificates have a date and time
that they become valid and that they expire. When the security appliance enrolls with a CA and gets a certificate, the
security appliance checks that the current time is within the valid range for the certificate. If it is outside that range,
enrollment fails. Same would apply to communication between ASA and PC 

 

QUESTION 3

What is a functional difference between IKEV1 and IKEV2 on a router? 

A. HSRP 

B. RRI 

C. DPD 

D. Stateful Failover 

Correct Answer: C 

Reference: https://www.cisco.com/en/US/docs/ios-
xml/ios/sec_conn_ikevpn/configuration/15-1mt/Configuring_Internet_Key_Exchange_Version_2.html 

 

QUESTION 4

Which Cisco adaptive security appliance command can be used to view the IPsec PSK of a tunnel group in cleartext? 

A. more system:running-config 

B. show running-config crypto 

C. show running-config tunnel-group 

D. show running-config tunnel-group-map 

E. clear config tunnel-group 

F. show ipsec policy 

Correct Answer: A 

 

QUESTION 5

You must implement DMVPN Phase 3 by using EIGRP as the dynamic routing protocol for the tunnel overlay. Which
action do you take to allow EIGRP to advertise all routes between the hub and all the spokes? 

A. Summarize routes from the hub to the spokes. 

B. Disable split-horizon for EIGRP on the hub. 

C. Configure the hub to set itself as the next hop when advertising networks to the spoke. 
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D. Add a distribute list to permit the spoke subnets and deny all other networks. 

Correct Answer: B 

 

 

QUESTION 6

Which two parameters are specified in the isakmp (IKEv1) policy? (Choose two.) 

A. the peer 

B. the hashing algorithm 

C. the session key 

D. the authentication method 

E. the transform-set 

Correct Answer: BD 

 

QUESTION 7

Mobile work force clients are using Cisco AnyConnect for remote access to the corporate network. In an attempt to save
bandwidth on the internet circuit, those working remotely are permitted to use their local connectivity for Internet use
while still connected to the corporate network. Which feature allows distinct destinations to be encrypted on the remote
client? 

A. DART 

B. Split Tunneling 

C. NAT Exempt 

D. Kerberos 

Correct Answer: B 

 

QUESTION 8

An engineer is assisting in the continued implementation of a VPN solution and discovers an NHRP server
configuration. Which type of VPN solution has been implemented? 

A. DM VPN 

B. IPsec VPN 

C. SSL VPN 

D. GET VPN 
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Correct Answer: A 

 

QUESTION 9

Refer to the exhibit. A new NOC engineer, while viewing a real-time log from an SSL VPN tunnel, has a question about
a line in the log. 

The IP address 172.26.26.30 is attached to which interface in the network? 

A. the Cisco ASA physical interface 

B. the physical interface of the end user 

C. the Cisco ASA SSL VPN tunnel interface 

D. the SSL VPN tunnel interface of the end user 

Correct Answer: B 

 

QUESTION 10

Which statement regarding GET VPN is true? 

A. When you implement GET VPN with VRFs, all VHFs must be defined in the GDOI group configuration on the key
server. 

B. T ne pseudotime that is used for replay checking is synchronized via NTP. 

C. Group members must acknowledge all KEK and TEK rekeys, regardless of configuration. 

D. TEK rekesys can be load-balanced between two key servers operating in COOP. 
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E. The configuration that defines which traffic to encrypt is present only on the key server. 

Correct Answer: E 

 

QUESTION 11

Refer to the exhibit. A NOC engineer is in the process of entering information into the Create New VPN Connection
Entry fields. 

Which statement correctly describes how to do this? 

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

B. In the Host field, enter the IP address of the remote client device. 

C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to enable
symmetrical pre-shared key authentication. 

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

Correct Answer: D 

 

QUESTION 12
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The Cisco AnyConnect client fails to connect via IKEv2 but works with SSL. The following error message is displayed: 

"Login Denied, unauthorized connection mechanism, contact your administrator" 

What is the most possible cause of this problem? 

A. DAP is terminating the connection because IKEv2 is the protocol that is being used. 

B. The client endpoint does not have the correct user profile to initiate an IKEv2 connection. 

C. The AAA server that is being used does not authorize IKEv2 as the connection mechanism. 

D. The administrator is restricting access to this specific user. 

E. The IKEv2 protocol is not enabled in the group policy of the VPN headend. 

Correct Answer: E 
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